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Executive Summary

This deliverable follows up on Deliverable D3.1 ”Architectural Specification of CONNECT Trust
Assessment Framework”, which outlined the core ideas of CONNECT and its trust assessment
framework and Deliverable D3.2 ”CONNECT Trust & Risk Assessment and CAD Twinning Frame-
work (Initial Version)”, which provided a fine-grained architecture description of the Trust As-
sessment Framework (TAF). Deliverable D3.3 ”CONNECT Trust & Risk Assessment and CAD
Twinning Framework (Final Version)” contains all material from D3.2, however in extended, aug-
mented, and updated form.

In addition, this deliverable is a follow up of Deliverable D2.2 ”Operational Landscape, Require-
ments and Reference Architecture - Final Version”, which provided an extended version of the
overall architecture of CONNECT and includes the Trust Assessment Framework as one of its
main components, and Deliverable D6.1 ”Integrated Framework (First release) and Use Case
Analysis”, which provided a refined version of the overall architecture focusing on interfaces and
message exchanges.

Deliverable D3.3 describes three versions of the TAF: The standalone TAF, the federated TAF
and the digital twin version of the TAF (TAF-DT). The Deliverable presents the final version of
the concepts, the architecture, the implementation details, the evaluation results and all related
aspects of the three TAF versions to run successfully. The main contributions of this deliverable
are:

1. A fine-grained architecture description of the standalone TAF and federated TAF.

2. A fine-grained architecture description of the TAF-DT, i.e., a digital twin of a standalone TAF.

3. A detailed interface specification and implementation description of the standalone TAF,
federated TAF, and TAF-DT.

4. A detailed description of the final version of the Trustworthiness Level Expression Engine
(TLEE), which calculates a trust opinion for a proposition based on the evaluation of com-
plex trust networks.

5. A detailed specification of the CONNECT Risk Assessment Framework which extends the
TAF towards a larger framework that can provide trust evidence to the TAF.

6. A detailed specification of quantification algorithms to calculate trust opinions for three dif-
ferent trust sources.

7. A detailed description of the approach to calculate the Required Trustworthiness Level
(RTL) based on a TARA.

8. Detailed evaluations of the TAF and all related components.

With these contributions, the Deliverable D3.3 presents the final status of the standalone TAF,
federated TAF and TAF-DT. This also marks the successful completion of Work Package 3 and
concludes major activities of the work package except for minor activities and provisioning of the
open-sourced TAF.
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Chapter 1

Introduction

1.1 Scope and Purpose

This deliverable follows up on Deliverable D3.1 ”Architectural Speci�cation of CONNECT Trust
Assessment Framework”, which outlined the core ideas of CONNECT and its trust assessment
framework and Deliverable D3.2 ”CONNECT Trust & Risk Assessment and CAD Twinning Frame-
work (Initial Version)”, which provided a �ne-grained architecture description of the Trust As-
sessment Framework (TAF). Deliverable D3.3 ”CONNECT Trust & Risk Assessment and CAD
Twinning Framework (Final Version)” contains all material from D3.2, however in extended, aug-
mented, and updated form.

In addition, this deliverable is a follow up of Deliverable D2.2 ”Operational Landscape, Require-
ments and Reference Architecture - Final Version”, which provided an extended version of the
overall architecture of CONNECT and includes the Trust Assessment Framework as one of its
main components, and Deliverable D6.1 ”Integrated Framework (First release) and Use Case
Analysis”, which provided a re�ned version of the overall architecture focusing on interfaces and
message exchanges.

Deliverable D3.3 describes three versions of the TAF: The standalone TAF, the federated TAF
and the digital twin version of the TAF (TAF-DT). The Deliverable presents the �nal version of
the concepts, the architecture, the implementation details, the evaluation results and all related
aspects of the three TAF versions to run successfully.

The main contributions in this deliverable are:

1. A �ne-grained architecture description of the standalone TAF and federated TAF.

2. A �ne-grained architecture description of the TAF-DT, i.e., a digital twin of a standalone TAF.

3. A detailed interface speci�cation and implementation description of the standalone TAF,
federated TAF, and TAF-DT.

4. A detailed description of the �nal version of the Trustworthiness Level Expression Engine
(TLEE), which calculates a trust opinion for a proposition based on the evaluation of com-
plex trust networks.

5. A detailed speci�cation of the CONNECT Risk Assessment Framework which extends the
TAF towards a larger framework that can provide trust evidence to the TAF.
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Figure 1.1: Relation of D3.3 with other WPs and Deliverables.

6. A detailed speci�cation of quanti�cation algorithms to calculate trust opinions for three dif-
ferent trust sources.

7. A detailed description of the approach to calculate the Required Trustworthiness Level
(RTL) based on a TARA.

8. Detailed evaluations of the TAF and all related components.

1.2 Relationship with other WPs & Deliverables

With the documentation of the research road-map towards the design of a holistic Trust Assess-
ment Framework (TAF), capable of quantifying the trustworthiness of individual CCAM entities
(as detailed in D3.1), and the documentation of the �rst version of the standalone TAF including
its internal building blocks, operations and interfaces to be exposed for enabling the interactions
with the other CONNECT framework components (as detailed in D3.2), this deliverable proceeds
with the �nal version of the TAF architecture, its interfaces and all internal building blocks.

In this context, Figure 1.1 depicts the direct and indirect relationships to other tasks and Work
Packages (WPs). First, it distills the mechanisms based on which the Required Trust Level
(RTL) and Actual Trust Level (ATL) are de�ned for guiding the trust quanti�cation process
across the entire CCAM continuum . Recall that CONNECT extends the standalone vehicle
domain to safe and security solutions distributed from Vehicle to MEC and Cloud facilities so as
to support the envisioned automation of connected vehicles: This vision is enabled by the ve-
hicle's communication with other entities formulating the Vehicle-to-everything (V2X) landscape.
The resulting “CCAM continuum” paradigm seeks to seamlessly and securely combine the avail-
able hardware and software (from the in-vehicle sensors to the MEC virtualized infrastructure) to
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support the deployment and operation of certi�ed (using ISO/SAE 21434 [1]) CCAM functions.
Whereas the collective consideration (treatment) of the continuum resources presents opportuni-
ties for increased performance and a higher degree of automation, the individual Software (SW)
and Hardware (HW) infrastructure may exhibit diverse yet dynamic trust states; and when those
infrastructures are brought together to make-up the continuum strong trust assessment mecha-
nisms need to also be deployed for asserting to the correct state of all these functional assets.

This is enabled through the design of the �nal variant of the TAF ( Standalone TAF capable of
analyzing the trustworthiness levels of entities in isolation) coupled with the (preliminary) de�ni-
tion of the necessary interfaces that need to be exposed for accommodating the interactions with
the other CONNECT components. Especially, as it pertains to the trusted computing capabilities
(offered by the CONNECT Trusted Computing Base developed in the context of WP4) towards
the runtime integrity veri�cation of all (SW and HW) elements comprising a CCAM function chain
to be assessed. This functionality, together with those libraries offered for secure software up-
grade and/or state migration (as reaction policies to the change of a node's trust level), comprise
CONNECT's TCB capabilities for supporting the operations of the Trust Assessment Framework:
All attestation attributes constitute one of the trustworthiness sources based on which the TAF
(as the core WP3 artifact) calculates the Actual Trust Level (ATL) of a (SW and/or HW) element
which leads to the trust state characterization of the target node.

Overall, the outcome of this deliverable serves as the �nal implementation milestone of CON-
NECT's efforts towards the design of an overarching trust assessment framework (TAF) by con-
solidating the core architecture of the standalone TAF which enables to model and reason about
the complex set of trust relationships that need to be assessed in the CCAM ecosystem (based
on our envisioned use cases). All these capabilities set the scene for the detailed experimentation
and evaluation activities of all these trust extensions in the context of the envisioned use cases
on Intersection Movement Assistance, Collaborative Cruise Control and Slow-Moving Traf�c De-
tection (WP6).

1.3 Future Work

In the context of the CONNECT project and work package 3, our main focus was on the concep-
tual design, development, and implementation of the the trust assessment framework (TAF) in its
three incarnations. CONNECT achieved to specify and implement almost all aspects of the TAF
that were envisioned from the beginning of the project. Only for the federated TAF and the digital
twin version of the TAF (TAF-DT) were there minor deviations from the original plan which can
serve as inspiration for future work.

Federated TAF In the previous deliverables, we developed three approaches of a federated
TAF, in which different types of information are exchanged between the individual TAF instances.
The individual approaches of the federated TAF are described in this deliverable in Chapter 5.
It was initially envisioned that the �rst two approaches would be implemented within the context
of this work package while the third approach was left to future work. However, none of these
approaches were appropriate for the use cases of the CONNECT project, where a federated TAF
is used. As a result, a fourth approach of a federated TAF was created and implemented. There-
fore, only this fourth approach of the federated TAF was implemented in this project while the
other three are purely conceptual. Nevertheless, the other approaches may provide advantages
in different scenarios and can be considered and evaluated in future work.
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TAF-DT In the previous deliverables, we described two main functionalities that the TAF-DT
should provide. The �rst functionality is state replication. State replication implies being able
to maintain a communication channel between the vehicle and the digital twin and to verify that
changes in the trust model in the vehicle are transferred to the digital twin through this channel.
The second functionality is the remote execution of computations. Remote execution of compu-
tations implies that we are able to send a trust assessment request (TAR) to the twin and obtain
an actual trustworthiness level (ATL) or a trust decision as a response.

The latter was realized. However, while the state replication functionality was speci�ed as part
of this project and is described in detail in Chapter 7, time constraints and delays within the
project prevented an implementation of the state replication functionality. However, a preliminary
evaluation of the performance of the TAF in a Digital Twin setup was conducted and is described
in Chapter 7. The state replication functionality could be implemented in future work and use
cases that bene�t from such a remote execution.

1.4 Deliverable Structure

This deliverable, D3.3 “CONNECT. Connect trust & risk assessment and cad twinning framework
(�nal version)” presents the �nal version of the trust assessment framework (TAF) and its evalua-
tion, as presented in Chapter 3. To this end, the chapter outlines the requirements, assumptions,
and design goals of the TAF. Building on these foundations, the �nal architecture of both the
standalone and federated versions of the TAF is presented. In addition, the internal and external
interfaces of the TAF are explained, including a detailed description of the speci�ed APIs. The
enabling technologies used for the implementation of the TAF, along with its key features, are
also discussed in Chapter 3. Finally, the chapter provides an evaluation of the TAF. For this pur-
pose, each individual trust requirement is listed along with its corresponding KPI. For each trust
requirement it is assessed whether the corresponding KPI is ful�lled.

Next, Chapter 4 describes the �nal version of the Trustworthiness Level Expression Engine
(TLEE). This chapter begins with an introduction to the high-level architecture and the func-
tional speci�cations of the TLEE and its core components. It then presents the mathematical
foundations of trust modeling, including established trust discounting and fusion operators, as
well as a newly developed operator tailored to the speci�c needs of the CONNECT project. The
chapter also outlines the internal interface between the TLEE and the TAM, describing how the
TLEE interacts with other components of the TAF. It concludes with practical insights from the
development of the TLEE.

Chapter 5 focuses on the different approaches of the federated TAF. The federated TAF will enable
two TAFs to interact with each other. We distinguish four approaches of such an interaction: an
interaction where one TAF requests a single trust source in a remote TAF (case 1), sending of a
TAR to retrieve an ATL from by one standalone TAF to another standalone TAF (case 2), the case
where two TAFs interact to jointly calculate an ATL where trust relationships span linked trust
models residing in different TAFs (case 3), and �nally the case the federated TAF architecture is
leveraged to assess the same trust object by two TAF instances (case 4).

This deliverable then continuous in Chapter 6, where the performance of the TAF inside a TEE is
evaluated. This chapter begins by motivating the need for executing the TAF inside a TEE. It then
presents the experimental setup, discusses the evaluation results, and provides the conclusions
derived form these results.
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Next, Chapter 7 presents the Digital Twin version of the TAF (TAF-DT). The chapter begins with
a motivation of the digital twin, followed by a description of the architecture of the TAF-DT. The
chapter then outlines the evaluation setup and presents the corresponding results. It concludes
with an outlook and further works.

This deliverable then continuous with Chapter 8 and the Risk Assessment Framework which is a
major provider of trustworthiness evidence and also structural information to build trust models to
the TAFs. The chapter begins with an overview and a functional speci�cation of the Risk Assess-
ment Framework, followed by a description of its internal architecture. The chapter also explains
how to streamline the TARA process through automated attack path calculation. Additionally, it
describes the transition from TARA to RTL and speci�es the implemented interfaces. The chap-
ter concludes with a description to reinforce RTL calculation by abstracting the risk quanti�cation
engine.

Chapter 9 continues with a description of algorithms for quantifying trust in the form of a subjective
logic opinion based on received evidence. The particular challenge here is the translation of
heterogeneous trust evidence into subjective logic opinions accessible to the TAF. The chapter
covers trust quanti�cation for three different trust sources: the Misbehavior Detection System
(MBD), the Attestation and Integrity Veri�cation (AIV), and the Trustworthiness Claims Handler
(TCH). For each trust source, a dedicated quanti�cation algorithm is described, accompanied by
a detailed example to illustrate its application.

With the previous chapters in place, we have described all required elements for calculation of
Actual Trustworthiness Levels (ATLs). What is missing is the calculation of Required Trustworthi-
ness Levels (RTLs). This is considered in Chapter 10 where the �nal methodology is presented
which calculates the RTL based on risk analysis through a TARA. The chapter starts with an
overview of the methodology to calculate the RTL, followed by the introducing of a use case
application. The methodology is then applied to this use case to illustrate the approach in detail.

Chapter 11 concludes this �nal version of the deliverable by summarizing the key contributions
and presenting the �nal version of the Trust Assessment Framework (TAF). It re�ects on the
achieved objectives and outlines the overall outcomes of the work.
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Chapter 2

Trust Assessment Terms and De�nitions

This chapter summarizes terms and de�nitions related to trust assessment in general, as well
as the the Trust Assessment Framework (TAF) itself. This vocabulary will act as the reference
resource, throughout all project activities, so that all stakeholders can have a common under-
standing of the characteristics that could be used to describe the trustworthiness of a data item
or node.

While this vocabulary primarily targets documentation of terms capturing the mode of operation
of a TAF in the context of Autonomous Vehicles (AVs), it is intended for use horizontally in the
information technology domain and all domains where Subjective Logic is used as the foundation
of trust reasoning.

ATL (Actual Trustworthiness Level) The ATL re�ects the result of an evaluation of a speci�c
(atomic or complex) proposition for a speci�c scope provided by the TLEE. It quanti�es the
extent to which a certain node or data can be considered trustworthy based on the available
evidence.

ATO (Atomic Trust Opinion) An ATO is a subjective logic opinion created by the TSM when
quantifying one speci�c type of a Trust Source based on trustworthiness evidence. An ATO
is formed by a Trust Source in the context of a single trust relationship.

PROP (Proposition) A proposition is a logic statement about some phenomenon of interest
whose level of trustworthiness we are interested in assessing. A proposition could be 1)
atomic—a proposition whose truth or trustworthiness can be directly assessed, or 2) com-
posite, comprising of multiple atomic propositions. The proposition describes the ful�llment
of the properties in relation to data or nodes.

RTL (Required Trustworthiness Level) The RTL re�ects the amount of trustworthiness of a
node or data that an application considers required in order to characterize this object as
trusted and rely on its output during its execution.

TA (Trust Assessment Manager) The TAM is a component inside the TAF which orchestrates
the overall process of trust assessment.

TAF (Trust Assessment Framework) A software framework which, given a trust model for a
speci�c function running inside a CCAM system, is able to evaluate trust sources for trust-
worthiness evidence and evaluate propositions within the trust model to obtain their ATLs.
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Optionally, also an RTL can be evaluated and trust decisions can be taken and communi-
cated to the application.

TAF-API (TAF - Application Programming Interface) Application Programming Interface by which
the TAF and its functionality can be accessed from an application.

TAF-DT (TAF - Digital Twin) The digital twin allows a vehicle to replicate its TAF including among
others its TMs and TSs within a MEC. This allows a vehicle to outsource trust assessment
to a MEC where the TAF-DT is expected to run inside a TEE so that con�dentiality and
integrity of its data and state can be protected from the MEC.

TDE (Trust Decision Engine) The TDE is a component inside the TAF which performs the last
step before an output is provided to the application that requested trustworthiness assess-
ment. The TDE either forwards the Actual Trustworthiness Level (ATL) calculated by the
TLEE along to the application or outputs a Trust Decision (TD). A TD is created after com-
paring the ATL to the Required Trust Level (RTL) in a predetermined manner. Whether the
output of the TAF is an ATL or a TD depends on the needs of the application requesting
trustworthiness assessment.

TLEE (Trustworthiness Level Expression Engine) The TLEE is a component inside the TAF
that calculates the level of trustworthiness for a concrete trust model instance and the
proposition that needs to be evaluated. The TLEE uses the numerical values of the Atomic
Trust Opinions computed based on the trust sources collected in the TSM. Based on these
inputs, the TLEE calculates an ATL and provides it to the TA. The TLEE encapsulates most
of the Subjective Logic formalism.

TM (Trust Model) Trust model is a graph-based model which is built on top of a system model
which represents all components and data needed to perform a certain function. Compo-
nents represented either create, transmit, process, relay, and receive the data used as input
to a function. The vertices in a trust model correspond to an abstraction called trust objects,
and the edges in a trust model correspond to trust relationships between a pair of trust ob-
jects. The trust model also encompasses a list of trust sources used to build up / quantify
trust relationships by providing atomic trust opinions. The trust model is a main input to
the TMM and the TLEE. Since trust is a directional relationship between two trust objects
and it is always in relation to a concrete property or scope, then as part of the trust model,
there can be multiple trust relationships between the same two trust objects, depending on
different properties of the trust relationship, or the scope of the trust relationship.

TMM (Trust Model Manager) The TMM is a component inside the TAF responsible for storing
trust models and making them accessible for TLEE and other purposes. In particular, it
is able to provide TMs for speci�c functions running in a CCAM system, also considering
different scopes that TMs may cover.

TO (Trust Opinion) The Trust Opinion is a numeric value which represents the trustworthiness
of an entity as assessed by another entity based on relevant entity. Within the scope of
CONNECT a Trust Opinion is expressed in form of a Subjective Logic binomial opinion ! A

B
where A is the entity assessing trustworthiness and B is the entity whose trustworthiness
is being assessed..

Trust Objects Trust objects are core building blocks of a trust model. They represent entities
that assess trust or for which trust is assessed. The trust objects are identi�ed 1) based
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on the components from the component diagram and 2) the atomic propositions (i.e., the
properties about data or nodes for which trust assessment is conducted).

Trust Relationships A trust relationship is a directional relationship between two trust objects
that are called trustor (i.e.,, the “thinking entity”, the assessor) and a trustee (one who is
trusted). The trust relationship is always in relation to a concrete property and a certain
scope.

Trustworthiness Tier Trustworthiness Tier is a categorization of the levels of trustworthiness
which may be assigned by the TAF (or another Veri�er that appraises the attestation results
of a TC and communicates them to the TAF) to a speci�c Trustworthiness Claim.

Trustworthiness Claims A Trustworthiness Claim (TC) is a form of node-centric ATO provided
by a TS and contains a speci�c data quote used for conveying the information needed by
the TAF to make a decision on the trust level of an object. The TC is usually produced
(by the Attester) so as to provide trustworthiness evidence (cf. “Trust Source”) that can be
used for appraising the trustworthiness level of the Attester in a measurable and veri�able
manner [?]. Measurable re�ects the ability of the TAF to assess an attribute of the Attester
against a pre-de�ned metric while veri�ability highlights the need for all claims to have
integrity, freshness and to be provably & non-reputably bound to the identity of the original
Attester. Examples sets of TCs might include (among other attributes) evidence on system
properties including: (i) integrity in the context that all transited devices (e.g., ECUs) have
booted with known hardware and �rmware; (ii) safety meaning that all transited devices are
from a set of vendors and are running certi�ed software applications containing the latest
patches and (iii) communication integrity . For a more detailed list of possible system
(behavioural) evidence that can be appraised as part of TCs, please refer to Section ??.

TS (Trust Source) A TS manages one or multiple trustworthiness evidence inside the TAF. On
request of the TA, it quanti�es the trustworthiness of a trustee based on a speci�c type of
evidence in form of an atomic trust opinion.

TSM (Trust Source Manager) The TSM is a component inside the TAF responsible for handling
all available TS inside a TAF and to establish and integrate new TSs dynamically through a
plugin interface.
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Chapter 3

Trust Assessment Framework

3.1 Overview

CONNECT's Trust Assessment Framework (TAF) is a software system assessing the level of
trustworthiness of entities with respect to a speci�c scope. The scope can be a property, such as
the integrity of data. In this case, the TAF is assessing how trustworthy it is that the data has not
been compromised. That said, the TAF is conceptually a reactive software system that receives
incoming messages that provide updates about the trustworthiness of surrounding environment
or relevant entities. These updates are then processed and integrated into an internal represen-
tation of trust sources, trust opinions, and relationships as part of trust models. At the same time,
the TAF provides a service to other applications and entities by providing access to its trustworthi-
ness assessment based on these internal representations and derived information. As a generic
software solution, the TAF is deployable onto different runtime environments, in particular onto
vehicles for in-vehicular and V2X use cases and onto MEC servers for stationary V2X usage in
infrastructure.

3.1.1 Standalone Trust Assessment Framework

A Standalone Trust Assessment Framework is a TAF that is executed on a vehicle or a mobile
edge computer (MEC) and quanti�es received evidence locally. The trust assessment is executed
within the TAF, based on information the TAF has received, quanti�ed, and assessed locally.
The standalone TAF does not incorporate trust information provided by another TAF and is thus
independent from other TAFs. However, the entities providing information the TAF are not located
in the TAF. These are external entities, such as a misbehavior detection system.

3.1.2 Federated Trust Assessment Framework

A federated TAF has the same capabilities as a standalone TAF, but in addition, it can also ex-
change trust information with other TAFs. The federated TAF could be used in scenarios, where a
single node does not have access to the relevant evidence necessary to calculate a trust opinion.
Thus, the federated TAF concept enhances the scope of a single, local TAF by exchanging trust
information with other TAFs and this enables more comprehensive trust assessments to be made
and involve multiple TAFs.
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3.2 System Requirements and Speci�cations

Several requirements and speci�cations have been de�ned for the TAF in the course of the
project. These requirements are divided into functional and non-functional requirements and
are described below:

3.2.1 Functional Requirements

Functional requirements describe the behavior, features and functions that the TAF must pro-
vide to ful�ll its intended purpose. The functional requirements for the TAF are described in the
following:

Of�oading of Trust Assessment: The TAF provides trust assessment as a service for co-located
applications. By of�oading the trust-related tasks to the TAF, an application can focus on its
original tasks and rely on the TAF for any trust assessments.

Support for a Range of Trust Sources: A TAF needs to use evidence from a range of trust
sources when assessing the trust levels. These trust sources can be local and/or remote,
and they may require different communication styles and interaction patterns for collection.

Transforming Evidence into Trust Measures: Another requirement is a generic approach to
let the TAF ingest arbitrary evidence that supports or refutes the trustworthiness of nodes
or data and transform them into a common, internal trust representation that can be used
for further inference in the STN, and eventually for decision making. At the same time, the
internal representation must cope with fuzziness to re�ect realistic assessments in face of
uncertainty.

Dynamic Trust Modeling: A trust model requires a representation of the nodes involved, their
relationships, methods for mapping incoming evidence to the trust relationships, and ap-
proaches for eventually deriving trustworthiness levels. While trust models are static in
some cases, others are highly dynamic in the sense that they evolve, and the nodes and
their relationships change over time.

Application Genericity: The TAF should be generic enough to be applicable in different scenar-
ios, for example in in-vehicle networks or in inter-vehicle networks. Such a generalizable
TAF would be much more widely applicable and would reduce or eliminate customization
effort for each use case and could even be updated for use in a completely novel use case.

Con�gurability & Customizability: Based on different use cases and runtime environments
(e.g., vehicles vs. MECs), the TAF requires con�guration parameters to allow for certain
trade-offs to address the requirements mentioned above. For instance, in the case of re-
source limitations or for use cases with many concurrently occurring entities, a TAF con-
�guration should allow to trade accuracy for timeliness (e.g., by micro-batching updates
under high load) or to trade lower response latencies for higher memory consumption (e.g.,
by extensively caching results). In addition, individual components of the TAF should be
modularized so they can be swapped easily. This would allow for customized or optimized
components for speci�c use cases or dedicated runtime environments.

3.2.2 Non-Functional Requirements

Non-functional requirements de�ne quality attributes and constraints that the TAF must ful�ll. The
non-functional requirements for the TAF are described in the following:
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Run-time performance: The TAF is intended for CCAM systems that are critical in terms of time
and safety. Therefore, the TAF should be able to assess the trustworthiness of an entity,
which can be a node or data item, within the speci�c time constraints set by the application.
The reason for this is that the decisions of the CCAM system should be made based on
the output of the TAF. Therefore, the TAF must be fast enough to not cause unacceptable
delays in the decision-making process which could lead to safety issues.

Scalability: Both the scale of trust models and the scale of scenarios may vary a lot between
different use cases the TAF is applied to. This means that the TAF needs to be able to
successfully operate despite varying rates of incoming messages, varying numbers of ap-
plications that use the service of the TAF, varying levels of dynamicity and complexity of
individual trust models, and varying numbers of entities that have to be assessed in these
models. Hence, scalability is a key requirement for the TAF.

Ef�ciency: Given the critical functionality of the TAF, it is important that updates received by the
TAF are re�ected as fast as possible in the trustworthiness assessment calculated the TAF.
As the actual worth of assessments substantially depends on the timeliness of their avail-
ability, low processing delays are mandatory. At the same time, the runtime environment of
the TAF might be resource-constrained so that computational ef�ciency is vitally important.

Resilience: There are many ways to attack the TAF itself, resulting in the TAF providing incorrect
output or no output at all. Such attacks could be aimed at changing the trust relationships,
the trust sources considered, or the trust opinions between two entities. Therefore, the TAF
should include mechanisms to be resilient against possible attacks on its operations.

Security: Given the critical functionality of the TAF, it is important that its processing and results
are protected in terms of their integrity from malicious manipulation. Furthermore, con�-
dentiality may be a requirement as far as the trust model and values may provide insights
into vehicle and systems that should not be public.

3.2.3 Constraints and Assumptions

The prototype implementation of the TAF is a proof-of-concept system to showcase the feasibility
of the TAF and its concepts. However, it is not intended to be a fully-�edged, production-ready
platform. The prototype implementation is based on the following constraints and assumptions:

General Purpose Runtime Environments: Although being targeted for automotive environments,
the prototype focuses on general-purpose runtime systems (i.e., commodity hardware with
desktop/server CPUs) instead of highly specialized embedded systems. This choice eases
rapid development and is also in line with the target architectures of MEC deployments.

Abstracted Communication Layer: The TAF communicates with a lot of different components,
both within the same physical system and with other remote entities. In reality, these in-
teractions are based on a plethora of different communication technologies, protocols, and
message encodings. In order to streamline the prototype development, the prototype en-
vironment uses an abstraction layer that allows simple, message-based communication
between all involved entities. Furthermore, a human-readable message encoding (JSON)
has been chosen to simplify development, testing, and debugging.
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3.3 System Design

3.3.1 System Overview

Figure 3.1: High-level architecture of the Trust Assessment Framework (TAF). This includes the
�ve main components: Trust Model Manager, Trust Source Manager, Trust Assessment Manager,
Trust Decision Engine, and Trustworthiness Level Expression Engine. The illustration also shows
the three main internal interfaces of the TAF, namely the Trust Model Instance API (TMI API) and
the interfaces for the TLEE Invocation (TLEE Invoke) and the TDE Invocation (TDE Invoke). In
addition, the six external interfaces and services are depicted – the Trust Assessment Service
(TAS), the Trust Assessment Query Interface (TAQI), the V2X Message Listener (V2XML), the
Connect DLT (C-DLT), the Evidence Collection Interface (ECI), and the Node Discovery Interface
(NDI).

The TAF is internally organized as a modular system consisting of different components, as il-
lustrated in the high-level architecture in Figure 3.1. The Trust Model Manager (TMM) provides
an internal repository of available trust models and instantiates appropriate trust model instances
upon application requests. Furthermore, it manages the full life cycle of all trust model instances
by incorporating potential changes. The Trust Source Manager (TSM) maintains a list of possible
trust sources that could be used as evidence for assessing the trustworthiness of an entity. By
continuously assessing evidence from external trust sources, the TSM dynamically incorporates
trust opinions into existing trust model instances. The Trustworthiness Level Expression Engine
(TLEE) takes a trust model instance as an input and assesses the level of trustworthiness of the
included propositions. The Trust Decision Engine (TDE) eventually forms trustworthiness and
trust decision based upon output from the TLEE. Finally, the Trust Assessment Manager (TAM) is
a central component that orchestrates updates from the TMM & TSM and schedules TLEE com-
putations and TDE invocations. The TAM also implements external interfaces so that the trust
assessment service of the TAF can be accessed by applications. More details about the individ-
ual components of the TAF architecture are described in Section 3.5, following a speci�cation of
the external services (see Section 3.4).
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3.3.2 Design Goals & Key Design Principles

The basic architecture of the TAF follows a concurrent, event-driven architecture in which a num-
ber of components await, process, handle, and potentially also emit events. Based on the differ-
ent external services and interfaces as well as internal tasks the TAF has to integrate, we can
separate these components conceptually into the following groups:

(i) Components that process updates from outside the TAF and publish them as TAF-internal
events (e.g., V2X Message Listener).

(ii) Components that process internal updates by triggering changes of internal representations
(e.g., Trust Model Manager).

(iii) Components that observe changes to internal representations and schedule downstream
computations (e.g., Trust Assessment Manager).

(iv) Components that execute dedicated computations upon invocation (e.g., TLEE).
(v) Components that provide services to external entities in order to access internal represen-

tations and computation results (e.g., Trust Assessment Manager).

Note that this separation corresponds to an unidirectional �ow of execution for the most part: Ex-
ternal updates (e.g., CPM messages, evidence) are captured and eventually re�ected in internal
representations (e.g., trust model instances). Internal representations are then used as an input
to run computations (TLEE) and store their results (e.g., cache for recent ATLs). Orthogonal to
this, the results of recent computations are used to provide services to applications (e.g., respond
to a Trustworthiness Assessment Request (TAR), send noti�cations).

At the same time, the TAF represents a monolithic application that runs as a single application
process on one machine. This choice of architecture and separation of concerns between com-
ponents allows for the following design goals:

High concurrency: Being designed as a single application process, the TAF requires extensive
multi-threading to take advantage of actual parallelism of modern CPU architectures and
to provide scalability and performance, even under load. In our event-based architecture,
this can easily be done by using dedicated event processors for the different components.
Depending on the statefulness and data consistency requirements of components, some
components can even employ a pool of threads to handle events concurrently inside the
component. No internal events are published to the outside of the TAF. Instead, only well-
de�ned services/interfaces are used for external interaction with the TAF.
That said, the TAF does not use an external message queue/broker between its compo-
nents for a number of reasons: (i) additional message latencies due to network messaging
(ii) unrealistic messaging abstractions (e.g., having an unbounded message queue between
components by potentially of�oading messages to disk), and (iii) increased overhead when
using additional threads for sending and consuming messages. Instead, the TAF only uses
language-internal mechanisms (i.e., shared memory) for disseminating events internally.

Low coupling: The TAF architecture provides low coupling between most components. Stronger
coupling (i.e., direct function calls) is only used between the Trust Assessment Manager and
the TLEE for scheduling computationally expensive operations and for subsequent calls to
the TDE. Low coupling for the rest of the TAF is desirable for a number of reasons:

(i) As processing and emitting events is the primary mode of interaction between com-
ponents, components do not need to know much about the internals of other com-
ponents. Instead, components only need to know potential event types and can im-
plement reactive behavior to these events. New event types can be de�ned without
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interfering with existing components and implementations can be switched transpar-
ently as long as required event handlers are implemented.

(ii) The separation of components into independent event processors backed by threads
or thread pools allows for bulk-heading behavior in case of load peaks, which is more
favorable than back-pressuring behavior given the responsibilities of the TAF. When
using back-pressure, an overloaded component slow downs upstream components
and eventually slows down the system's ability to process any additional messages
from the outside. Such a behavior is important if a system requires guaranteed pro-
cessing of each single message and needs to throttle down an external source. How-
ever, in our scenario, we have no control over the amount and volume of external
messages. Even further, we would deliberately drop older messages over newer mes-
sages for processing if necessary, as newer messages usually contain a more recent
update from the outside world. This type of load-shedding helps to keep the ser-
vice running with reasonable latency. With bulk-heading, we can isolate components
in a way that an overloaded component has minimal impact on other components.
For instance, this would allow the TAM to invoke the TLEE and the TLEE to run its
computations even if the Trust Source Manager is under high contention due to an
unexpected surge of messages.

Single Writer Principle: Conceptually, the TAF could be considered to be a highly concurrent
in-memory database that maintains trust model instances and associated data items and
eventually runs calculations on subsets of its data. Over their life cycle, most trust model
instances will experience phases with very high update rates. Given the potentially large
number of concurrent trust model instances, as well as the high number of concurrent
modi�cations to these instances, it is important to be aware of potential bottlenecks. Our
approach to allow for high levels of concurrency is (i) to reduce the amount of shared state
and usage of concurrent data structures whenever shared state is necessary, (ii) to ap-
ply the single writer principle whenever possible. In this principle, only a single execution
unit is allowed to modify a data structure while others have read-only access. This principle
prevents write contention between multiple writers and is also aligned with implicit optimiza-
tions of modern CPU architectures (i.e., caching). Similarly, we consider ownership as a
concept to be used between the TAM and the TLEE. The TAM derives a copy of the struc-
ture and the values from the latest state of a trust model instance to be used for an TLEE
computation. These copies are then passed to the TLEE as parameters and will not be
accessed or modi�ed by the rest of the TAF anymore. Similarly, the resulting data structure
returned from the TLEE is considered to be immutable.

Pluggable Modules: TAF components that interact with the outside world (e.g., V2X Message
Listener) can be swapped for mockup modules. This facilitates development and testing, but
it also allows us to use speci�c adapters when running emulations or workload generators.

3.4 External Interfaces & Services

In this section, we specify the system design underlying the TAF prototype within the CONNECT
project. To this end, we specify the communication and interaction of the TAF with other entities
outside the TAF (e.g., applications and their respective functions, components on the same node,
other vehicles, MECs). This includes (i) services that the TAF provides to other entities, (ii) ser-
vices from other entities that the TAF utilizes for its own internal implementation, (iii) listening
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interfaces to passively receive noti�cations from other external components.

3.4.1 Interface & Service Overview

We assume three different message exchange patterns to be used by the TAF and its communi-
cation partners and its environment:

Request/Response messaging is used for accessing services with a traditional communication
pattern. In this case, the client needs to know the server identity, the service it provides, and
how to address the server. The request/response pattern can also be used with session se-
mantics (e.g., Trust Assessment Service). Here, the client �rst establishes a sessions with
a special request/response before being able to send further, session-speci�c requests.

Publish/Subscribe is a message pattern for the exchange of noti�cations or events, usually
between a known set of publishers and subscribers. In case subscribing entities are directly
contacting publishers in order to signal their subscription, there is a direct coupling between
both parties. This implies knowledge of the entities about the identities of the other entities.
Explicit subscriptions are required when the consumer needs to tell the publisher the exact
content it wants to subscribe to (i.e., publisher-based message �ltering/dissemination) or
when a subscription needs to managed explicitly in a service (e.g., speci�c timeouts for
subscriptions).
However, when using a messaging middleware like Kafka, as we do in our prototype, pub-
lish/subscribe can also be implemented in a more decoupled way by directly using topics.
So instead of knowing the list of subscribers (i.e., for publishers when sending noti�cations)
or publishers (i.e., for subscribers when signaling subscriptions), it is now suf�cient to only
know the name of a topic to publish to or to subscribe to. This enables communication �ows
between entities – irrespective of mutual knowledge of their identities. A caveat here is that
Kafka topics allow new consumers to read older messages that have been published even
before the subscription has occurred. This behavior needs to be addressed to prevent un-
wanted side-effects or unrealistic assumptions about the communication channel becoming
an unbounded archive of all previous messages.

One-Way Noti�cations are messages sent from one entity to a potentially unde�ned group of
receivers. Network scenarios for this type of messaging include broadcast, multicasts, or
geocasts. When using Kafka, such broadcast-like noti�cations can either be implemented
by using a well-known topics that all potential subscribers are expected to be consumers
of (e.g., prede�ned broadcast topic). Alternatively, the sending entity must know all ac-
tual receivers and address them appropriately by using corresponding topics (e.g., cell-
based/location-based topics for dynamic scenarios).

Table 3.1 illustrates which message exchange patterns are used as part of the interaction be-
tween the TAF and other entities.

Please note that the speci�cation of how to handle request/response communication might also
apply to parts of the publish/subscribe message exchanges when subscription requests are han-
dled explicitly. Here, the subscribing entity would invoke a request to the publishing entity to ask
for the name of the topic that is used for noti�cations. If subscriptions are handled implicitly (i.e.,
by directly subscribing to a named, well-known Kafka topic), this does not apply.
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Table 3.1: List of services and external interfaces and their usage in different TAF deployment
settings. Furthermore, the table lists the different role of the TAF in speci�c service settings.

Service/External Interface TAF (Standalone) TAF (Federated)

Trust Assessment Service X S, Pub X S, Pub
V2X Message Listener X R X R
Trust Assessment Query Interface X C/S X C/S
Evidence Collection Interface X C, R, Sub X C, R, Sub
NTM Service (external application) – X S, R

C: client role; S: server role; R: receiver/listener role; Pub: publisher role; Sub: subscriber role
NTM Service : helper service for federation; uses Trust Assessment Service and feeds Evidence Collection Interface (see Chapter 5)

Table 3.2: List of external interfaces with the involved entities, message exchange patterns and a
high level description.

Service Name Involved Entities Message Ex-
change Pattern

Description

Trust Assessment
Service

TAF, Application/-
Function

Request/Response,
Publish/Subscribe

Applications initialize ses-
sions with the TAF by stat-
ing relevant trust model tem-
plate ids; In a session an ap-
plication can invoke different
kinds of TARs and/or sub-
scribe to ATL updates.

V2X Message Lis-
tener

V2X Module, TAF One way noti�ca-
tion

Received CAMs / CPMs are
forwarded to the TAF.

Evidence Collec-
tion Interface

TAF, Evidence
Source (e.g. Mis-
behavior Detection
System, AIV)

Request/Response,
Publish/Subscribe,
One way noti�ca-
tions

The TAF either actively
queries a trust source for
evidence or receives up-
dates about evidence from
trust sources.

Trust Assessment
Query Interface

Vehicle TAF, MEC
TAF

Request/Response The Vehicle TAF receives
a trust value list containing
trust opinions sent from the
MEC.

3.4.2 Trust Assessment Service

The Trust Assessment Service (TAS) represents the primary service a TAF provides to its clients —
the continuous assessment of trustworthiness of relevant entities. In order to receive such a trust
assessment, clients have to establish a session with the TAF and indicate the trust model tem-
plate they are interested in. Once a session is established, the client can then either request trust
assessments or subscribe for noti�cations in case of changes in the trustworthiness of the target
entity.

This service represents a stateful, session-based protocol in which a client indicates interest in a
target trust model (by specifying the trust model template to be used) and the TAF as the server
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ensures the processing of matching trust model instances for the lifetime of that session.

A client can establish zero or more sessions with a TAF. Each session requires exactly one trust
model template to be used within this session. This means that a single client is allowed to run
multiple sessions in parallel with the same TAF. Having multiple concurrent sessions is particularly
necessary when a client is interested in trustworthiness assessments for different trust model
templates at the same time.

For receiving ATLs during an established session, the client can choose between pull-based TARs
(i.e., polling using request/response) or event-based subscriptions (i.e., publish/subscribe).

Session Initiation

In the session instantiation, the application tells the TAF which trust model template should be
used by sending a TAS Initialization Message (TAS INIT) which includes the Trust Model Template
ID among other parameters. The TAF then internally prepares session handling for this session
(e.g., by preparing internal data structures). Once ready, the TAF will respond with the ID of the
new session.

Application TAF

TASINIT(params)

TASESTABLISHED(TASSESSIONID)

Session Tear-Down

Before shutting down, the application must signal the TAF to tear down the session. This allows
the TAF to free all resources allocated for this session. For simplicity, the current design does not
include a lease-based session model in which sessions would be purged automatically in case of
client inactivity or missing renewals of the session.

Application TAF

TASTEARDOWN(TASSESSIONID)

TASFINISHED

Regular Trust Assessment Requests

Once a session has been established, the application can send TARs to TAF whenever a recent
trustworthiness assessment is needed. The TAF will respond to that request in an best-effort way
and will potentially use cached results that have been calculated recently.
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Application TAF

TAS TA REQUEST

TAS TA RESPONSE

Non-Cached Trust Assessment Requests

In case an application requires freshly calculated assessments and does not accept results po-
tentially precalculated recently by the TAF, it can request non-cached results from the TAF. This
is a deliberate trade-off by the application to favor latest results over shorter response times.

Application TAF

TAS TA REQUEST(allowCache=FALSE)

TAS TA RESPONSE

Subscription for Trust Level Changes

In addition to the previously described polling-based approaches, application can also subscribe
for changes of ATLs. In the �rst approach, the application subscribes to any change. This means,
whenever an ATL has been recalculated and is not identical to the previously published value, the
application will get noti�ed.

Application TAF

TAS SUBSCRIBE REQUEST(options)

TAS SUBSCRIBE RESPONSE(SUBID)

TAS NOTIFY

TAS NOTIFY

TAS UNSUBSCRIBE REQUEST(SUBID)

TAS UNSUBSCRIBE RESPONSE

Subscription for Threshold-based Changes

An alternative approach for publish/subscribe include a threshold provided by the application
during the subscription. In this case, the TAF will notify the application whenever an ATL has
been (re-)calculated and change in the resulting value exceeds the threshold speci�ed by the
application.
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Application TAF

SUBSCRIBE(options, threshold=x)

SUBSCRIPTION(SUBID)

ATL NOTIFY

ATL NOTIFY

UNSUBSCRIBE(SUBID))

UNSUBSCRIBED

3.4.3 V2X Message Listener

The V2X Message Service is implemented by a TAF-external component that receives CAMs and
CPMs (i.e., V2X Communication Module). This component provides a noti�cation interface so
that the TAF can register a listener and also receives noti�cations about incoming V2X messages.

V2X Message Noti�cations

By registering a listener, the TAF receives copies of incoming CAMs and CPMs. These messages
can then be processed by TAF-internal components.

TAF V2X Communication Module

V2X CAM

V2X CPM

TCH Noti�cations

TCH messages are created by the trustworthiness claims handler (TCH) and provide evidence
about the trustworthiness of a vehicle or a MEC. TCH messages are processed by the TAF as
evidence. However, TCH message have a secondary function that can be assigned to the listener
tasks: TCH message can be used by the TAF in order to learn about the presence of other entities
via these reports. Once a TCH message arrives at the TAF, the information about the trustee (i.e.
the entity about which the trust opinion is created) can be extracted from the message and used.
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TAF TCH

TCH NOTIFY

TCH NOTIFY

3.4.4 Trust Assessment Query Interface

The Trust Assessment Query Interface represents an auxiliary service of a TAF and enables other
TAF instances to query trust assessments of that instance. Hence, this interface enables TAF-to-
TAF interaction and can be seen as a �rst building block for federated behavior in which multiple
TAFs enhance their own perspective by incorporating assessments provided by other TAFs.

Note that this interface is substantially different from the primary service interface of TAF, the
trust assessment service. The Trust Assessment Query Interface is used by applications or
application functions that are collocated with the TAF. Furthermore, the trust assessment service
determines which trust models are instantiated by TAF based on existing sessions. In turn, the
Trust Assessment Query Interface represents a stateless, pull-based, read-only query protocol in
which a TAF can ask for trust values of a remote TAF.

Trust Assessment Query

A trust assessment query (TAQ) contains a selector to identify trust values the querying TAF
is interested in. A selector speci�es a trust model template type and potential propositions in
corresponding trust model instances. Using wildcards allows a selector to make broader queries,
e.g., queries that can ask for any trust model instance in which a node with a certain ID is part of.
The queried TAF then returns a potentially empty list of trust values satisfying the selector.

TAF 1 TAF 2

TAQI QUERY

TAQI RESULT

3.4.5 Evidence Collection Interface

The Evidence Collection Interface provides different mechanisms to collect information about
other entities to be used by the trust source manager. This includes: (i) actively polling known
nodes for evidence, (ii) subscribing for evidence noti�cations from know nodes, or (iii) receiving
evidence updates via one-way messages.

The TAF implements the following interaction scheme so that the TSM can choose between them
at runtime.
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Pull-based Evidence Collection

In this case, the TAF knows about an available evidence source (e.g., by using the Node Discovery
Interface) and speci�cally queries the target for evidence.

TAF Evidence Source

REQUESTFOREVIDENCE

Evidence

Subscription-based Evidence Collection

As an alternative to the previous interaction, a TAF can also use a known source of evidence and
subscribe for evidence updates. These subscriptions have a timeout and need to be renewed.

TAF Evidence Source

SUBSCRIBEFOREVIDENCE

SUBSCRIBED(Timeout=val)

Evidence

Evidence

One-Way Evidence Noti�cations

A third option is the reception of an unsolicited message that contains evidence. This evidence
can the be used by the TAF, if applicable.

TAF Evidence Source

Evidence

3.5 Internal Interfaces & Components

3.5.1 Overview of Interfaces & Components

Internally, the TAF consists of a number of components, as well as user-de�ned trust models. This
means that the TAF can take on several roles: (i) For the designers of trust models, the TAF is a
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Table 3.3: List of internal and external interface exposure in the TAF components.

Interface/Service TAM TMM TSM TLEE TDE

External
Trust Assessment Service X
V2X Message Listener X X
CONNECT DLT X X
Trust Assessment Query Interface X
Evidence Collection Interface X
Node Discovery Interface X X

Internal
TLEE Invocation X X
TDE Invocation X X

APIs for User-De�ned Code
Trust Model Template API X X
Trust Model Instance API X X
Trust Source Quanti�er API X

runtime platform that provides the execution environment so that trust models can be initialized
and updated, and (ii) �nally at runtime, for vehicular applications that utilize the functions of the
TAF, the TAF represents a service to outsource trustworthiness decisions based on available trust
models.

In order to ful�ll these roles, there is a boundary between platform internals that are entirely hid-
den from the applications and trust models, programming APIs that trust model designers can
use to develop own trust models, and external interface that can be accessed by the applications
at runtime. For the APIs, the TAF employs the so-called Hollywood Principle, a variant of de-
pendency inversion. This means that designers implement their trust model as a set of functions
against an internal API. However, the trust models are very limited in what they can do, as the
primarily de�ne how a trust model needs to be modi�ed upon external updates. Instead, the TAF
calls speci�c functions of a user-de�ned trust model based on internal events, hence the TAF al-
ways maintains the �ow of control. We will explore the corresponding APIs for such user-de�ned
models for trust model templates, trust model instances, and trust source quanti�ers later in this
chapter.

In addition, there are internal interfaces between internal components to specify their interaction
semantics (e.g., how the TAM can invoke the TLEE).

Table 3.3 illustrates the different components of the TAF and how they relate to different internal
and external services or APIs.

3.5.2 Trust Assessment Manager

The Trust Assessment Manager (TAM) is a central component for the TAF that is responsible for a
number of tasks: (i) providing the trust assessment service functionalities to applications (includ-
ing application session management); (ii) processing and incorporating changes of trust model
instances when indicated by the trust model manager or the trust source manager; (iii) scheduling
of TLEE computations; and (iv) scheduling of TDE function calls.
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The TAM hereby decouples and compartmentalizes independent functions of the TAF:

1. It intentionally separates the observation of external changes from the update of the corre-
sponding internal representations (i.e., trust model instances).

2. It intentionally separates the update of internal representations from the (re-)calculations of
ATLs (i.e., TLEE) and trust decisions (i.e., TDE).

3. It intentionally separates the internal state handling from external requests (i.e., TAS).

In doing so, the TAM can deliberately schedule TLEE and TDE executions depending on (i) the
number of pending change events for the trust model instance, (ii) the amount of trust model
instance updates not yet re�ected in the previous calculation, (iii) the staleness of previous calcu-
lation results stored in a cache, (iv) the demand for updated decisions based on actual sessions
or pending requests (i.e., non-cached TARs), and (v) the current number of other concurrently
issued executions for other trust model instances.

Internally, the TAM has a con�gurable number of workers that share the existing trust model
instances and allow for parallel processing of updates and TLEE calculations.

This gives us a high level of �exibility to con�gure and scale the TAF to different load scenarios
and runtime environments with varying factors of parallelism and caching.

3.5.3 Trust Model Manager

The Trust Model Manager is a component of the TAF responsible for managing Trust Model
Templates and Trust Model Instances. Trust Model Templates are application-speci�c templates
created at design-time which specify all the relevant information for the instantiation of Trust
Model Instances. A Trust Model Template is always matched to a speci�c function/application
and is meant to be used by the TAF to inform about which data the application needs as input
to run a certain function, i.e., which data the TAF needs to output the Actual Trustworthiness
Level for. Moreover, the Trust Model Template also speci�es all the relevant Trust Objects, Trust
Model Instantiation Policies, Trust Relationships, Trust Sources, and Trust Methods which are
needed. Trust Model Instances are instantiated at run-time based on the Trust Model Templates
and they are used to store Atomic Trust Opinions, Trust Opinions, and Actual Trustworthiness
Levels assessed during run-time.

Trust Model Templates are stored in a Trust Model Template Database (TMT-DB) which is man-
aged by the Trust Model Manager. Each Trust Model Template in the TMT-DB has a Trust Model
Template ID (TMT-ID) associated with it, unique to each Trust Model Template. The TMT-ID values
are pre-agreed upon and known to both the TAF and the application requesting a Trustworthiness
Assessment, and, in most cases, do not change over time.

In the process of initializing a session with the TAF, an application will send the TMT-ID as part
of the initialization message . The Trust Assessment Manager then forwards the TMT-ID to the
Trust Model Manager which then either:

1. locates the corresponding Trust Model Template in the local TMT repository or, if not,
2. queries the Distributed Ledger Technology (DLT) where additional Trust Model Templates

are stored for that speci�c TMT-ID.

If the speci�c TMT-ID is not found either in the local TMT-DB or in the DLT, then the Trust Model
Manager returns a null value to the Trust Assessment Manager.
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If, however, a corresponding Trust Model Template is found, then the Trust Model Manager will
either:

1. directly create a Trust Model Instance based on this template and return a reference to the
instance to the Trust Assessment Manager, or

2. return a reference to a dynamically spawn instances at later points in time upon certain
events.

During the run-time phase, the TAF will receive a Trustworthiness Assessment Request (TAR)
from an application, which will, among other pieces of information, contain a TMT-ID. This indi-
cates that the application wants the TAF to perform trust assessment based on that speci�c Trust
Model Template. The Trust Assessment Manager will use the TMT-ID to check whether there is
already a Trust Model Instance associated with it. If there is, and if the Actual Trustworthiness
levels have already been assessed and stored in the instance, the TAM will return the corre-
sponding Actual Trustworthiness Levels to the application. If there is no Trust Model Instance for
the corresponding TMT-ID yet, then the Trust Assessment Manager forwards the TMT-ID to the
Trust Model Manager to start instantiating the instance(s).

In general, the Trust Model Manager is responsible for:

1. Creating appropriate Trust Model Instances during run-time based on the input it receives
from the Trust Assessment Manager, as well as the incoming Cooperative Awareness Mes-
sages (CAMs) and Collective Perception Messages (CPMs).

2. Adding new trust objects to already existing Trust Model Instances based on appropriate
input (CAMs and CPMs).

3. Deleting expired trust objects (such as CPMs representing vehicles which the TAF has not
heard about in a while).

4. Deleting Trust Model Instances when a vehicle for which the instance was instantiated is no
longer sending CAM or CPMs after a certain period of time.

5. Managing and updating the Trust Model Template Database.

3.5.4 Trust Source Manager

The Trust Source Manager (TSM) is a component of the TAF responsible for managing Trust
Source Quanti�er Instances (TSQ-I) .A TSQ-I is created at run-time based on the correspond-
ing Trust Source Quanti�er Template (TSQ-T) which is created at design time. Each TSQ-I is
assigned to exactly one Trust Source. Trust Sources are external entities outside of the TAF.
They provide evidence about the trustworthiness of a node or a data item. Examples for Trust
Sources are a misbehavior detection system or the implemented security controls in a node. The
TSQ-I receives evidence from the corresponding Trust Source and calculates an atomic trust
opinion based on this evidence. To be able to do that, the corresponding TSQ-T describes how
the evidence provided by the Trust Source should be interpreted. In addition, in the TSQ-T the
corresponding formulas and calculation rules for calculating the belief, disbelief and uncertainty
of the atomic trust opinion are de�ned. See Chapter 9 for the calculation rules and formulas of
the trust sources misbehavior detection and implemented security controls.

There are two options for where the TAF obtains the TSQ-T. Both options are described in the
following:
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1. The TSQ-Ts could be stored in the TAF. They are created during design time and are
installed together with the TAF on the vehicle/MEC when the corresponding node is set up
by the manufacturer. Updates of the TSQ-Ts would be possible by an Over-The-Air update
of the software of the TAF.

2. The TSQ-Ts could be stored in the cloud/DLT. If a TSQ-T is required for the calculation of
an atomic trust opinion and this template is not stored locally in the TAF, the TAF requests
the template from the cloud/DLT and will store it in its local memory.

In the trust model instance described in the previous section, it is speci�ed which TSQ-T should
be used to calculate the corresponding trust opinion. The TSQ-Ts have unique IDs (TSQ-T IDs).
As already described in the previous section, an application sends the TMT-ID as part of the
initialization message when a session is initialized between the application and the TAF. At this
initialization phase, the TSM will process the trust model instance and extract the corresponding
TSQ-T IDs for each trust relationship. In addition to the TSQ-T IDs, further metadata is also
provided in the trust model for each trust source. Based on this metadata a TSQ-I is created
out of the TSQ-T. This metadata contains information for the calculation of the trust opinions.
An example for this are weights describing the importance of each misbehavior detector when
using a misbehavior detection system as a trust source. These weights are used as inputs for
the calculation rules and formulas described in the TSQ-T. In addition to the metadata necessary
for the calculation rules and formulas, the trust model instance also includes information about
where the TSM should request the evidence from. For example, for misbehavior detection as a
trust source, it is speci�ed that the evidence will be requested from the misbehavior detection
system running on the vehicle/MEC. For security controls as a trust source, it is speci�ed that the
evidence will be requested from the Attestation and Integrity Veri�cation (AIV) component. Based
on the TSQ-T ID and the corresponding metadata provided in the trust model instance, the TSM
creates an instance based on TSQ-T, which is the TSQ-I.

3.5.5 Trustworthiness Level Expression Engine

The Trust Source Manager, calculates the Trust Opinions for each trust relationship. However,
Trust Models frequently consist of multiple interconnected trust relationships, creating a trust
network. To determine the Trust Opinion for the entire trust network—also referred to as the Actual
Trust Level (ATL) throughout this deliverable—a collection of specialized functions is required.
These functionalities are supplied by various modules within the TLEE. Further details about the
Trustworthiness Level Expression Engine are outlined in Chapter 4.

From the project's initiation, the TLEE was designed to meet critical requirements, including oper-
ation under strict timing constraints and the ability to evaluate trust in complex networks involving
both direct and indirect relationships. It integrates key concepts such as transitive trust and trust
fusion to ensure comprehensive trust assessment. Moreover, the engine must dynamically adapt
its calculations at run-time to accommodate structural changes in the Trust Model Instance (i.e.,
the evolving Trust Network), where new relationships may form and existing ones may be dis-
carded.
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3.6 Realization of Trust Models

3.6.1 Trust Model Overview

In the CONNECT Deliverable 3.1 [2], we had de�ned a trust model as:

A trust model is a graph-based model which represents all components and data
needed to perform a certain function. It consists of trust objects and directional trust
relationships between trust objects (i.e., the trust network). It also stores trust sources
used to quantify trust relationships.

This is a relatively generic and broad de�nition which we now extend by focusing on the trust
model's functionality.

At its core, a Trust Model is a directed acyclic graph data structure whose nodes we refer to as
Trust Objects . A visual concept of a Trust Model is shown in Figure 3.2.

Figure 3.2: A visual concept of a Trust Model.

A Trust Model always has a single node that has no incoming edges which we refer to as the
root node of the Trust Model. The root node represents the entity for which the trustworthiness is
being assessed which we refer to as the Agent (the black Trust Object in Figure 3.2). The Trust
Model also has at least one leaf node representing the entity whose trustworthiness is being
assessed which we refer to as the Proposition (the grey Trust Objects in Figure 3.2). There are
at times intermediary nodes between the root node and the leaf nodes as shown in Figure 3.2
(the white Trust Objects).

The arrows in the visual concept shown in the Figure 3.2 represent that there is a Trust Rela-
tionship between trust objects, where the source node of the arrow is referred to as a Trustor
and the target node of the arrow is referred to as aTrustee. A Trust Relationship was de�ned in
Section 4.1 of Deliverable D3.1 [2] and is expressed in form of a subjective logic binomial opinion,
! T rustor

T rustee , as de�ned in Section 5.4.1 of Deliverable D3.1 [2].
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The Trust Sources embedded in the Trust Model represent the entities which the Trust Assess-
ment Framework needs to collect evidence from to quantify and assess a single Trust Relation-
ship. There is a set of Trust Sources attached to every single Trust Relationship inside a Trust
Model, but their number and type will vary among Trust Relationships.

The Trust Methods are also embedded in the Trust Model as they are necessary to either quan-
tify a set of evidence from a single Trust Source to an Atomic Trust Opinion, to fuse Atomic Trust
Opinions into a Trust Opinion, or to fuse two or more Trust Opinions into an Actual Trustworthiness
Level.

The capabilities of a trust model can be generalized as follows:

(i) It allows the security analyst to specify all information at design-time which are relevant for
trustworthiness assessment and are used by the TAF at run-time.

(ii) It allows to store quanti�cations of trustworthiness at different stages of trustworthiness
assessment during TAF's run-time.

Speci�cally, a Trust Model:

1. Speci�es the Trust Objects whose trustworthiness should be assessed with the goal of
evaluating the Actual Trustworthiness Level(s) for a speci�c application or function.

2. Speci�es the Trust Relationships representing Trust Opinions between any two Trust Ob-
jects which need to be quanti�ed.

3. Speci�es the Trust Model Instantiation Policies for instantiating additional Trust Objects
inside a single Trust Model Instance at run-time when needed. A Trust Model will change
its structure and incorporate, for example, new trust objects if a new vehicle appears in a
cooperative driving scenario.

4. Speci�es a list of all of the Trust Sources whose evidence is needed for assessing the
trustworthiness of Trust Objects in form of a Trust Opinion .

5. Speci�es mathematical Trust Methods for fusing Atomic Trust Opinions to create Trust
Opinions .

6. Speci�es a mathematical method for fusing two or more Trust Opinions , when needed to
produce an Actual Trustworthiness Level .

7. Stores all of the assessed (Atomic) Trust Opinions for each individual Trust Relationship.
8. Stores all of the assessed Actual Trustworthiness Levels .

A trust model at design time contains speci�cations of the potential structure of the model and
how the trust model can be instantiated, populated, and maintained at runtime.

3.6.2 Trust Model Templates and Instances

To be able to distinguish between a design-time trust model and a run-time trust model, we
de�ned the following two manifestations of trust models – templates and instances:

Trust Model Template (TMT) is a design-time manifestation of a trust model. A Trust Model
Template is created at design-time with the goal of capturing all of information necessary
for the Trust Assessment Framework to assess trustworthiness for a speci�c application
upon the receipt of a Trustworthiness Assessment Request. A Trust Model Template spec-
i�es all of the relevant Trust Objects, Trust Model Instantiation Policies, Trust Relationships,
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Trust Sources, and Trust Methods which are to be instantiated as part of a Trust Model In-
stance. As such, a uniquely identi�able, application-speci�c Trust Model Template is used
by the Trust Model Manager to instantiate a corresponding Trust Model Instance at run-time,
making a TMI completely dependent on the design of the TMT.

Trust Model Instance (TMI) is a run-time manifestation of a trust model. A Trust Model Instance
re�ects the TAF's current and latest view on the world and is thus a single, internal source of
truth for any computations to be done during trust assessment. The TAF uses the informa-
tion inside a Trust Model Instance to know which Trust Sources to instantiate, which Trust
Relationships need to be quanti�ed in form of a Trust Opinion, and which Trust Opinions
form an ATL. However, a TMI is also designed to serve as a data structure to store Atomic
Trust Opinions, Trust Opinions, and Actual Trustworthiness Levels during the lifetime of an
instance. As such, a TMI will be continually updated with recalculated opinions and levels.

Trust model templates can specify varying levels of dynamicity regarding the topology used by
the model at runtime. Static trust model instances have a �xed topology that is already fully
determined at design time in their template. In turn, there are also trust model instances whose
graph structure can change over time based on the policies inside their corresponding template
and external input to the TAF, such as CAMs and CPMs. We refer to the prior as Static Trust
Model Instances and the latter as Dynamic Trust Model Instances .

Static Trust Models Instances

The structure of Static Trust Model Instances is solely determined by their Trust Model Templates.
The graph structure of the static Trust Model Instance stays the same throughout the lifetime of
the instance and it does not change based on any input received during run-time.

In case of in-vehicular applications which utilize the in-vehicle network to collect input data, like
in our running example, the graph structure of the Trust Model Instance is identical to the pre-
de�ned structure speci�ed in the corresponding Trust Model Template. Its structure is static in
the sense that it does not change over time, i.e., all of the different Trust Relationships and the
Trust Objects stay the same. This is because static Trust Models Instances are instantiated for
applications whose data �ow is �xed and for which the nodes the data �ows through are known
in advance. However, different types of trustworthiness opinions such as Atomic Trust Opinions,
Trust Opinions and ATLs will be stored inside the instance at run-time and they are expected to
change over time depending on changes in evidence received.

An example Trust Model Template for the use-case of Adaptive Cruise Control (ACC) is shown
in Figure 3.3. As can be seen from the �gure, the TMT consists of Trust Objects, Trust Relation-
ships, Trust Methods, and Trust Sources. The TMT has a single root node, VC, representing the
Vehicular Computer, which is the Agent for which the TAF would be assessing trustworthiness
as this is where the ACC application will be running. Moreover, there are four leaf nodes, Rdata ,
G, Cdata , and Ldata , representing the radar data, the GNSS sensor, the camera data, and the
LIDAR data, which are the propositions, i.e., the entities whose trustworthiness we need to as-
sess in form of Actual Trustworthiness Levels. In order to do that, we need to �rst quantify every
single relationship which is represented by a directed edge, including the relationships between
the Vehicle Computer Trust Object, VC, and the Zonal Controller Trust Objects, ZC5 and ZC2.
This will be done by analyzing evidence from pre-determined Trust Sources and by using pre-
selected Trust Methods to perform the quanti�cation of evidence, all of which have already been
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Figure 3.3: A visual concept of a Trust Model Template - static use-case.

speci�ed in the TMT. But before all of this is done at run-time, a Trust Model Template needs to
be instantiated to create a Trust Model Instance.

Figure 3.4: A visual concept of a static Trust Model Instance

An example of a Static Trust Model Instance for the use-case of Adaptive Cruise Control is shown
in Figure 3.4. As can be seen from the �gure, the structure of the TMI is the same as that of its
corresponding TMT in Figure 3.3. What is different, however, is that the instance will, at some
point, contain numerical values which have been stored in it in the process of trustworthiness
assessment. The �gure shows only Trust Opinions between relevant Trust Objects, such as ! V C

ZC 5
,
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! L
L data

, etc. for the sake of not overloading the �gure, but the TMI that the �gure represents is
intended to also cache the Atomic Trust Opinions that the TSM uses to create the Trust Opinions,
as well as the ATLs which the TLEE forms from Trust Opinions through the process of trust
discounting.

Note that for applications which are represented by Static TMIs, a single TMI is needed to assess
the trustworthiness of all the of relevant input data. That is, a single static TMI per application
is enough to calculate all of the necessary propositions. This is not the case for Dynamic Trust
Model Instances.

Dynamic Trust Models Instances

Dynamic Trust Model Instances are instantiated based on their Trust Model Templates and based
on external input received by the TAF, such as Cooperative Awareness Messages (CAMs) and
Collective Perception Messages (CPMs). Unlike in the case of Static TMIs, there can be multiple
Dynamic TMIs per single application i.e. multiple Dynamic TMIs all based on a single TMT. This is
due to the fact that Dynamic TMIs are instantiated for each sender of a CAM or a CPM, and each
sender that sends a CAM/CPM to the ego vehicle running the TAF will have its own corresponding
TMI inside the TAF.

Figure 3.5: A visual concept of a Trust Model Template - dynamic use-case.

An example of a Trust Model Template used for the use-case of a Local Dynamic Map (LDM)
which would store trustworthiness of vehicular information extracted from CAMs and CPMs is
shown in Figure 3.5. As can be seen from the �gure, this TMT also consists of Trust Objects,
Trust Relationships, Trust Methods, and Trust Sources. The TMT has a single root node, Ve,
representing the ego vehicle, which is the Agent for which the TAF would be assessing trustwor-
thiness. Moreover, there are two leaf nodes in this TMT, Cx , representing a CAM message sent
by vehicle Vx , and Cxjy , representing a CPM message sent by vehicle Vx containing information
about vehicle Vy . These are the propositions, i.e., the entities whose trustworthiness the TAF
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needs to assess in form of Actual Trustworthiness Levels. In order to do that, the TAF would build
a Trust Opinion on Cx and Cxjy directly. However, this TMT suggests that a secondary opinion on
the received CAM and CPM should be built by collecting an opinion of a Mobile Edge Computer
(MEC), MN , on the vehicle Vx which sent the messages. There is also a relationship between
the Vx and its own messages, as well as a relationship between the ego vehicle, Ve, and the
MN that provided an opinion on the vehicle which sent the messages Vx . But before all these
relationships are assessed at run-time, this Trust Model Template would need to be instantiated
to create a Dynamic Trust Model Instance.

Figure 3.6: A visual concept of a Dynamic Trust Model Instance

An example of a Dynamic Trust Model Instance for the use-case of a Local Dynamic Map is shown
in Figure 3.6. As can be seen from the �gure, the graph structure of the initial TMI is the same
as the �xed structure speci�ed in its corresponding TMT in Figure 3.5. However, Trust Objects
have been instantiated for speci�c entities. For example, a Trust Object has been instantiated for
a speci�c vehicle, Vb, which sent a CAM, Cb, containing information, such as speed and position,
about itself, and a CPM, Cbje, containing information about the ego vehicle. Trust Objects have
been instantiated for these two messages as well in this TMI. Moreover, a Trust Object has been
instantiated for a speci�c Mobile Edge Computer, MA , which is the MEC that can provide an
opinion on the sender vehicle, Vb. As can be noted, a Dynamic Trust Model Instance focuses on
a single sender vehicle and the trustworthiness of its messages. Similar to Static TMIs, Dynamic
TMIS will cache Atomic Trust Opinions, Trust Opinions, and ATLs at run-time and they are also
expected to change over time depending on changes in evidence.

Moreover, the graph structure of the Dynamic Trust Model Instance is expected to change during
the lifetime of the instance. This is because Dynamic Trust Model Instances represent vehicular
applications which use CAMs and CPMs as input and, as such, require the TAF to calculate
trustworthiness of incoming CAMs and CPMs. As CAMs and CPMs are sent about different
vehicles at different points in time, the Trust Model Manager needs to dynamically update the
structure of a Trust Model Instance to include new Trust Objects and remove the ones which are
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no longer relevant.

Figure 3.7: A visual concept of a Dynamic Trust Model Instance whose structure changed

An example of what the change of the structure of a Dynamic TMI could look like is shown in
Figure 3.7. This example TMI is an extension of the initial TMI shown in Figure 3.6. It would have
been extended upon the receipt of a CPM from the same vehicle Vb that contained information
about vehicles Vc and Vd. These would be represented as Trust Objects Cbjc and Cbjd in the
updated Dynamic TMI shown in Figure 3.7. Should vehicles Vc and Vd get out of detection range
of the sender vehicle Vb, Vb would no longer include information about these vehicles in its CPM
messages received by the ego vehicle Ve. This would trigger the deletion of Trust Objects Cbjc

and Cbjd at certain point in time.

The dynamic addition and deletion of Trust Objects to a single Trust Model Instance can result in
multiple changes of the structure of the Trust Model Instance over time. Hence, it is important to
be able to distinguish between different TMIs at different points in time. Moreover, we anticipate
that even the Trust Model Templates may need to be changed over time, albeit signi�cantly less
frequently as compared to the Trust Model Instances. For this, we propose to have the Trust
Model Versioning scheme as explained in the following subsection.

3.6.3 Trust Model Programming Model

The programming model for trust models consists of two separate APIs, both following an inver-
sion of control approach: The trust model developers provide user-de�ned functions implemented
against the interface of these APIs. At runtime, the TAF then calls these user-provided functions
in the appropriate runtime context inside the TAF.

The Trust Model Template API speci�es templates of trust models and provide the basis to spawn
actual instances of the trust model. This also includes speci�cations with types of trust sources
and evidence are used in this trust model and what internal events should be used as a trigger to
spawn new trust model instances.

In turn, the Trust Model Instance API speci�es how a speci�c instance of a trust model evolves
over its life cycle. This includes the instantiation of the trust model instance, the handling of
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updates to the instance, provision of trust model data to the TLEE, and eventually, the destruction
of the trust model instance with potential cleanup operations.

Trust Model Template API

The Trust Model Template API de�nes static properties of the trust model and de�nes how in-
stances can be spawned. Currently, there are the following spawn options:

Static Spawning When using static spawning, there is a 1:1 mapping between the trust assess-
ment session (requested by the application at the TAF) and trust model instance. Whenever
a session gets created, the session speci�es the trust model template, and upon establish-
ing the session, the TAF will create exactly on trust model instance as well. This instance
will exist as long as the underlying session is running.

Dynamic Spawning This variant allows the deferred creation of one or more instances within a
session, based on certain types of internal events. This events include:

• Learning about the presence of other vehicles extracted from V2XCPMmessages.
• Learning about the presence of other vehicles extracted from TCHNOTIFYmessages.

Based on the selected trigger, the trust model template will spawn a new trust model in-
stance for each target entity once it becomes present. Usually, observed entities have a
time-to-live that is extended for each new contact. However, if an entity is not observed via
the two mechanisms listed above, the entity will be marked as gone after a timeout, and the
corresponding trust model instance for that entity will be destroyed as well.

The following functions illustrate the API for trust model templates. It lists all the functions that
need to be implemented by the trust model developer to add a new trust model template:

TemplateName()( string

Returns the name of the trust model template.

returns A string representation of the trust model template.

Version() string

Returns the version of the trust model template.

returns A string representation indicating the implementation version of the trust model
template, using semantic versioning format (e.g., 1.0.2 ).
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Spawn(params map[string]string, context TafContext) ([]TrustSourceQuantifier,
TrustModelInstance, DynamicTrustModelInstanceSpawner, error)

This function prepares the spawning operation of trust model instances for this template.
It could either directly return a trust model instance (static spawning), or return a dynamic
spawner which creates new instances upon internal events (dynamic spawning).

params An optional key/value map of parameters to be used for this trust model in this
session.

context An internal struct containing runtime information of the TAF, including the TAF
con�guration.

returns In case of a non-error call, the function returns the set of trust source quanti-
�ers to be used for this type of trust model in this session. Next it either returns
a trust model instance or a dynamic spawner that will create instances dy-
namically. The spawner must implement callback functions to react to relevant
internal events.

EvidenceTypes() []EvidenceType

Returns a list of EvidenceType(s) used by instances of this template.

returns the list of evidence types used by this trust model. As each evidence type is
associated with a trust source, it also indirectly lists the trust sources used by
this trust model.

Description() string

Returns a textual description of the template.

returns the template's description.

Type() TrustModelTemplateType

Returns the TrustModelTemplateType of this template, i.e., whether the spawning operation
is static, or dynamic. If it dynamic, it also encodes whether this is based on observed vehicles
(CPMs) or trustees (TCH).

returns the internal template type.

Identifier() string

Returns an identifying string that includes the name and the version of the template.

returns the template's full identi�er.

SigningHash() string

Returns a textual representation of a hash that states the authenticity and integrity of the trust
model.

returns the signing hash of that template.
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Trust Model Instance API

The Trust Model Instance API speci�es how an instance of a trust model evolves over time. When
implementing a new trust model, the designers and developers of that trust model not only need
to implement the template as illustrated before, but they also need to implement the trust model
instance against the following interface:

ID() string

Returns the name of the trust model template.

returns A string representation of the trust model template.

Version() int

Returns the version number of the state of this instance. The version number is a logical
clock that gets incremented for each set of change operations executed on the instance. This
includes both changes to the topology of the trust model and changes of the opinions.

returns the latest version number.

Fingerprint() uint32

Returns a numerical �ngerprint of the structure of the instance. The exact number has no
semantic meaning and should be treated similar to a hash code. However, if the �ngerprint
of two versions of an instance are equal, their structure is identical.

returns the latest �ngerprint.

Structure() trustmodelstructure.TrustGraphStructure

Returns the topological structure of the instance in form of an adjacency list between the trust
objects. This is used by the TLEE to get the topological structure of the trust model instance.

returns the structure as an adjacency list struct.

Values() map[string][]trustmodelstructure.TrustRelationship

Returns the trust values of an instance. More precisely, in returns for each scope a list of trust
relationships. The trust relationships each specify the opinions between trustor and trustee in
that scope. Again, this is used by the TLEE to get the topological structure of the trust model
instance.

returns the relationship values for each scope.

Template() TrustModelTemplate

Returns the template this instance is based upon.

returns the corresponding template.
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RTLs() map[string]subjectivelogic.QueryableOpinion

Returns the required trust levels for each proposition. This is used by the Trust Decision
Engine to do the �nal decision on ATLs values calculated by the TLEE.

returns a map that contains propositions and their corresponding required trust levels
encoded as subjective logic opinions.

Initialize(params map[string]interface)

Initialize is called once when an instance has been spawned before it receives the �rst up-
dates. A map of optional (runtime) parameters can be passed to Initialize to con�gure the
instance in addition to parameters used at spawn time.

params An optional key/value map of parameters to be used for this trust model in-
stance in this session.

Update(update Update) bool

Update applies an update operation on the instance, potentially modifying the structure and/or
values of the underlying trust graph of this instance. Currently, valid update operations include
ADDTRUSTOBJECT, REMOVETRUSTOBJECT, and UPDATEATO.

update Internal update operation that needs to be applied to the instance.
returns The returning boolean indicates whether this change requires a recalculation

of ATLs (so whether the TLEE should be called after the update).

Cleanup()

Cleanup is called once before an instance gets removed from a TAM worker and destroyed.

returns (no return value)

In summary, a trust model instance has the following behavior, as shown in Figure 3.8:

3.7 Realization of Trust Sources

3.7.1 Trust Source Overview

The Trust Source Manager (TSM) is a component of the TAF responsible for managing Trust
Source Quanti�er Instances (TSQ-I) As the TSM manages the TSQ-Is, it is aware of which in-
stance needs evidence from which trust source. Therefore, the TSM handles the communication
between the TAF and the trust sources. As already mentioned before, these are external entities
that represent trust sources, such as a misbehavior detection system. The TSM either requests
evidence or subscribes to the external entity so that it receives evidence as soon as the evidence
has changed. The TSM also manages received evidence and forwards it to the corresponding
TSQ-I. For this purpose, a unique identi�er is necessary in each received evidence and which
can be used by the TSM to map the evidence to the corresponding TSQ-I.
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spawned running destroyed
Initialize() Cleanup()

Update()

Structure() , Values() , RTLs()

Figure 3.8: Life-cycle of a trust model instance with API calls. The Update() operations apply
changes to the trust model instance. The Structure() , Values() and RTLs() functions are
used to get the state of the trust model instance and run the TLEE calculation & TDE execution.

Based on the received evidence, each TSQ-I creates an atomic trust opinion. This is a subjective
trust opinion calculated by a TSQ-I that has not been fused or discounted with trust opinions
provided by other TSQ-Is. For one trust relationship in the trust model instance, several trust
sources can be speci�ed. The TSM is aware of which trust sources should be used for each
trust relationship. After the corresponding TSQ-Is have calculated the atomic trust opinions for
the speci�ed trust sources of a trust relationship, the TSM fuses the atomic trust opinions to a
trust opinion which is assigned to the corresponding trust relationship. For the fusion of the trust
opinions, different fusion operators are possible. The operator to be used for the fusion is also
speci�ed in the trust model instance for each trust relationship. An overview of the described
approach is shown in Figure 3.9.

Figure 3.9: High level overview of the trust source manager handling receiving evidence and
calculating a trust opinion for a single trust relationship.
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3.7.2 Trust Source Programming Model

The user-facing programming model for trust sources consists of two separate APIs: an API to
connect trust sources to the TAF (Trust Source Provider API) and an API to quantify concrete
evidence as part of a trust model (Trust Source Quanti�er API).

The Trust Source Provider API is TAF-global, meaning that a speci�c implementation of that API
enables a trust source for the entire TAF and all of its potential trust models. In contrast, the Trust
Source Quanti�er API is speci�c to a trust model implementation. This means that different trust
model can use the same trust source, however they can use different quanti�cation mechanisms
to derive their trust opinions from that source. Even further, quanti�ers are instantiated for each
session and can be con�gured via optional parameters. So there could be two sessions that use
the same type of trust model with the same trust sources and the same quanti�cation mechanism,
but the output of the trust source quanti�ers of the two sessions could still vary due to different
per-session con�gurations (e.g., changing the weights for certain evidence items).

Trust Source Provider API

The Trust Source Provider API de�nes how arbitrary trust sources can be integrated into the TAF.
It speci�es how any network message or network service endpoint can be turned into a trust
source that can be processed and integrated by the TAF at runtime.

Although this API is implemented as an experimental, proof-of-concept feature, the �nal prototype
of the TAF is shipped with hard-coded trust sources as de�ned by the speci�c use cases.

The Trust Source Provider API differentiates various types of trust sources, depending on the
interaction scheme and semantics:

Pull-based sources are trust sources that require the TAF to actively request evidence. This
can either be done periodically, or based on some internal event (e.g., a client application
asking the TAF for latest assessments, which requires the TAF to update its knowledge
about pull-based sources).

Push-based sources are trust sources that notify the TAF in case of updates. These noti�ca-
tions are in most cases either received via broadcasts or they require an active subscription
of the TAF at the trust sources.

Another parameter is the scope of a trust source when used inside the TAF for populating trust
models:

TAF-scoped sources are trust sources where a single instance of the trust source provider can
be used for the entire TAF. Hence, evidence updates to various trust models can be fed this
single provider.

Session-scoped sources are trust sources that require a speci�c subscription for a trust as-
sessment session. This is usually the case when the session requires con�gurable sub-
scriptions that are only valid for that session, and evidence updates cannot be shared with
other sessions using the same trust source.
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Trust Source Quanti�er API

The Trust Source Quanti�er API consists of a single, user-provided function that converts arbitrary
evidence into an atomic trust opinion.

The function is stateless, but can access con�guration parameters (e.g., weights) of the associ-
ated session:

func(values map[EvidenceType]interface) subjectivelogic.QueryableOpinion

A quanti�er function to convert evidence from a trust source into an atomic trust opinion.

values As input, the function expects a map in which the key speci�es the concrete
type of evidence and the value encodes the corresponding raw evidence. The
exact type of raw evidence varies and depends on the evidence type (e.g.,
boolean value, numerical value).

returns The quanti�er returns the atomic trust opinion calculated based on the set of
evidence values provided as input.

3.8 Prototype Details

3.8.1 Enabling Technologies

Golang

One of the initial technical decisions concerned the selection of an appropriate programming lan-
guage for implementing the TAF prototype. This choice was guided by four key requirements:
(i) the language had to support high-level abstractions to facilitate rapid prototyping, (ii) it needed
to run reliably across a range of architectures and systems, (iii) it had to offer ef�cient runtime per-
formance, and (iv) it had to be compatible with execution inside a trusted execution environment,
speci�cally Gramine.

Based on these criteria, an initial shortlist included C/C++, Rust, and Go. Scripting languages
such as Python or Node.js were excluded early on due to their limited performance characteris-
tics. Java and other JVM-based languages were also discarded, primarily because of insuf�cient
support for Gramine.

Although Rust and C/C++ ful�lled the technical requirements, they posed a signi�cant productivity
barrier: the majority of the teams involved had limited practical experience with these languages.
In contrast, Go provided a more accessible development environment without sacri�cing runtime
ef�ciency or deployment �exibility. As a result, Go was selected as the implementation language
for the TAF prototype.

Apache Kafka

Kafka was chosen as the message layer for the project to provide a robust and language-agnostic
abstraction for communication between the TAF and other external components. Its publish-
subscribe model offers a clean separation between message producers and consumers, enabling
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�exible integration of heterogeneous components. Kafka supports arbitrary message contents,
allowing us to transmit structured data such as JSON without imposing rigid serialization con-
straints. Additionally, the rich ecosystem of Kafka tooling—including connectors, monitoring solu-
tions, and client libraries for numerous programming languages—facilitates development, testing,
and operations across the entire prototype architecture.

JSON

To enable structured, interoperable communication between the TAF and external components,
JSON was chosen as the message format. JSON offers several advantages in this context: it
is language-agnostic, human-readable, and widely supported across platforms and programming
environments.

To de�ne and document message types, JSON Schemas were employed. This approach not only
standardizes message structures but also facilitates automated validation during development
and at runtime.

Within the TAF prototype and accompanying helper applications, established libraries and tooling
were used to serialize and deserialize (marshal/unmarshal) JSON messages to and from native
data structures. These tools also enforce schema compliance during message processing to
ensure consistency and correctness across system boundaries.

3.8.2 Key Features

The following list showcases the main implementation features of the �nal prototype, in addition
to the other ful�lled requirements evaluated in Section 3.9.

Generic Platform We have succeeded in implementing the TAF prototype as a single platform
that covers all use cases, trust models, trust sources, and target environments with one
code base and as a single-packaged software application. This also includes federation
features.

Portability & Adaptability Being a generic software platform, the TAF provides builds for several
hardware architectures as well as wide range of con�guration options. This allows the TAF
to be used on hardware-restricted architectures with a low level of con�gurable parallelism
while the same implementation can also be executed on a many-core server with a different
CPU architecture and using a high number of parallel workers. In doing so, the same TAF
implementation can conceptually be run on both vehicles and MEC servers, without any
necessary code changes. Important con�guration options include the level of parallelism
(i.e., number of TAS workers), debugging con�gurations (i.e., log levels, auxiliary debug
output �les), and the con�guration of other components (e.g., communication endpoints,
TLEE version to be used).

Pluggable Trust Models An important design decision was the separation of trust model imple-
mentations and the TAF as a generic runtime platform to execute arbitrary trust models
at runtime. This allows the implementation of new trust models against the APIs provided
by the TAF without a strong coupling between the TAF internals and the trust model im-
plementations. In fact, the Trust Source and Trust Model programming models provide an
abstraction in such a way that all internal complexities of TAF are hidden and the trust mod-
els cannot access internal logic of the TAF beyond the de�ned APIs. New trust models can
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be added to the TAF simply by adding their code implementations into a new trust model
folder of the plugin folder of the TAF.

Web UI One additional feature of our TAF prototype is the optional web-based user interface
that allows to explore sessions and trust model instance while the TAF is running. This is
not only very helpful as a development and debugging feature, it also helps to explain and
understand the concepts and mechanisms of the TAF in a live environment.

3.8.3 Featured Trust Models and Trust Sources

In total, the prototype TAF implementation features seven different trust models which rely on four
different types of trust sources, as shown in Table 3.4.

Use Case Trust Models Trust Sources
1. Cooperative Adaptive Cruise Control VCM@0.0.1 AIV
2. Intersection Movement Assist IMA STANDALONE@0.0.1

IMA STANDALONE@0.0.2
NTMSTANDALONE@0.0.1
IMA FEDERATED@0.0.1

TCH, MBD
TCH, MBD
TCH, MBD
NTM, MBD

3. Task Of�oading
Slow Moving Traf�c Detection

TO@0.0.1
SMTD@0.0.1

TCH
TCH, MBD

Table 3.4: Scenarios, Trust Models, and Trust Sources.

3.9 Evaluation

This section evaluates the ful�llment of technical requirements and KPIs of the TAF as discussed
in Chapter 5 of D2.2. These requirements include functional requirements (FR.TR.1 General-
izability, FR.TR.4 Correctness, FR.TR.6 Flexibility of Trust Sources, FR.TR.5 Robustness and
Resilience) as well as non-functional requirements (FR.TR.2 Performance, FR.TR.3 Scalability).

3.9.1 Evaluation Strategy

The evaluation strategy consists of two separate approaches: (i) For most functional require-
ments, the outcome of the actual prototype is compared against the criteria of the original re-
quirements. In most cases, this is a simple comparison of the actual state of the prototype with
the desired target state. (ii) For the remaining requirements, performance evaluations are exe-
cuted and the results of these measurements are compared against KPIs. This approach requires
the actual execution of the prototype in an appropriate runtime environment and corresponding
workloads.

3.9.2 Generalizability (FR.TR.1)

This requirement states that the �nal TAF prototype should be able to handle three heterogeneous
CCAM use cases, capturing in-vehicle, vehicle to vehicle and vehicle to MEC (and vice versa)
scenarios as well as different trust relationships.
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As shown in Table 3.4, the TAF prototype supports seven different trust models which rely on four
different types of trust sources. These trust model map to three heterogeneous use cases and
cover �ve different scenarios:

1. Use Case: Cooperative Adaptive Cruise Control X
(a) Scenario: Vehicle Computer Migration X

• Trust Models: VCM@0.0.1
• Instantiation: application-triggered
• Trust Sources: AIV
• in-vehicle

2. Use Case: Intersection Movement Assist X
(a) Scenario 1: Federated Setup X

• Trust Models: IMAFEDERATED@0.0.1, NTMSTANDALONE@0.0.1
• Instantiation: TCH-triggered (MEC), CPM-triggered (vehicles)
• Trust Sources: MBD, TCH, NTM
• vehicle-to-vehicle (CPMs), MEC-to-vehicle (federated)

(b) Scenario 2: Standalone Setup X
• Trust Models: IMASTANDALONE@0.0.1, IMASTANDALONE@0.0.2
• Instantiation: CPM-triggered (vehicles)
• Trust Sources: MBD, TCH
• vehicle-to-vehicle (CPMs)

3. Use Case: Task Of�oading/Slow Moving Traf�c Detection X
(a) Scenario: Task Of�oading X

• Trust Models: TO@0.0.1
• Instantiation: TCH-triggered
• Trust Sources: TCH
• vehicle-to-MEC

(b) Scenario: Slow Moving Traf�c Detection X
• Trust Models: SMTD@0.0.1
• Instantiation: CPM-triggered (vehicles)
• Trust Sources: MBD, TCH
• vehicle-to-vehicle (CPMs)

Given the wide range of different use cases, scenarios, trust models, trust sources, and interac-
tions covered by our TAF prototype, we can con�dently con�rm its generalizability.

3.9.3 Run-Time Performance (FR.TR.2) & Scalability (FR.TR.3)

In terms of the run-time performance, we had targeted a processing time (latency) below 100 ms
for the arrival of new evidence up until the calculation of the corresponding ATL result value.

For the scalability, we extended the run-time performance considerations by also adding more
concurrent trust models (i.e., the TAF has to maintain multiple trust model in parallel) and higher
update rates (i.e., new evidence arrives in higher frequencies).

We combined the analysis of both non-functional requirements by executing performance evalu-
ations of the TAF.
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Evaluation Goals

The speci�c goal of this evaluation is the measurement of latency (i.e., time between receiving an
evidence update and providing a new ATL) as a function of (i) different trust models, (ii) varying
numbers of concurrent trust models, (iii) varying frequencies of evidence updates, and (iv) differ-
ent hardware setups.

This evaluation should also explore whether the original latency requirements can still be ful�lled
under higher load scenarios.

Evaluation Setup

The experimental setup includes four parameters (i.e., trust model, scenario size, runtime envi-
ronment, update rates) with varying experimental levels, as de�ned below:

Trust Model This parameter de�nes the trust model that runs on the evaluated TAF. For the
measurements, we selected two distinct trust models:

• IMASTANDALONE@0.0.1: A vehicle-based trust model that observes the trustworthi-
ness of another vehicle as well as observations of that vehicle. For the evaluation, the
number of observation is hardcoded to 16, meaning that each trust model instance
consists of 18 trust nodes (16 observations, ego vehicle, target vehicle), as well as
33 trust relationships (relationships from ego and target vehicle to the observations,
relationship from ego to target vehicle).

• TO@0.0.1: A MEC-based trust model that observes the trustworthiness of a target
vehicle based upon TCH reports. This trust model is limited to two trust nodes and a
single trust relationship for each instance (MEC and target vehicle).

In Deliverable D6.1, it was initially speci�ed that performance evaluations would be con-
ducted in the context of the CACC use case. However, to enable a more meaningful
assessment of run-time performance and scalability, the trust model for the Intersection
Movement Assist (IMA) use case was selected instead. The IMA scenario is signi�cantly
more complex and involves a larger number of nodes, making it better suited for evaluating
run-time performance and scalability. Given that the trust model for the CACC use case
is much simpler and involves far fewer nodes, its performance results would outperform
those obtained with the more complex IMA model. Therefore, using the IMA use case for
evaluation provides a more rigorous test and does not impose any limitations.

Scenario Size The scenario size de�nes how many other vehicles exist in the evaluation run.
Thus, this parameter speci�es the number of parallel trust model instances at runtime, as
the TAF spawns a trust model instance for each observed entity (in both trust models).
Scenarios range from sparse to very crowded setups:

• 16 other vehicles
• 64 other vehicles
• 256 other vehicles
• 1,024 other vehicles

Runtime Environment The runtime environment speci�es the system on which the TAF gets
executed. Here, we selected a server variant that corresponds to the MEC side as well as
a hardware-constraint machine to emulate a vehicular computer for the evaluation.
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• server machine (AMD EPYC 9274F with 24 cores and 48 threads, 192GB RAM with
10Gbit NIC) running Ubuntu 24.04 LTS (Kernel: 6.8.0-51-generic)

• Raspberry Pi 3 (Cortex-A53 quad core CPU, 512 MB RAM with a 1Gbit NIC) running
Raspberry Pi OS Lite / Debian 12 (Kernel: Linux 6.6.74+rpt-rpi-v8)

Update Rates This parameter speci�es the frequency in which other entities send evidence up-
dates to the TAF. Note that resulting total load in terms of induced throughput is the product
of the scenario size and the update rate:

• 1 update per second
• 10 updates per second

In addition to the runtime environment the TAF runs on (i.e., server vs. Raspberry Pi), the testbed
consisted of two additional, dedicated machines with a setup identical to the server : a Kafka
broker and a client generating and inducing the workload. For the broker, we used Apache Kafka
3.7.1 in the default con�guration. The workload was created using xk6-kafka 0.31.1 ,

Not all of the hypothetical 2 � 4 � 2 � 2 setups had been explored. Instead, the MEC trust model
had only been assigned to the MEC runtime environment while the vehicular trust model had only
been used on the Raspberry Pi. We also capped the maximum load at a rate of 2,560 updates
per second for the vehicular setup.

We have deployed the TAF prototype at v0.4.1 using a con�guration that featured the internal
TLEE and a thread pool size equivalent to the corresponding system architecture of the run-
time environment. Debugging outputs and the interactive web frontend had been disabled in the
evaluation builds.

For each con�guration of the evaluation, we reset the testing environment, deployed the TAF,
and then induced the target workload (i.e., evidence update messages) for 60 seconds after a
warm-up phase that we excluded from the measurements. Within the 60 seconds, we measured
and collected the processing latency for all incoming evidence updates using /usr/bin/time
and perf , respectively. We also controlled the actual Kafka message consumption rate at the
TAF to make sure that the actual throughput is kept. After the collection, we analyzed the dis-
tribution of latency measurements. In addition, we measured mean CPU utilization and memory
consumption for the TAF during these runs.

Experiments & Outcomes

In summary, measurements had been conducted for the following run con�gurations for the ve-
hicular trust model:

• Raspberry PI ×IMASTANDALONE@0.0.1× 16 vehicles × 1/s updates
• Raspberry PI ×IMASTANDALONE@0.0.1× 16 vehicles × 10/s updates
• Raspberry PI ×IMASTANDALONE@0.0.1× 64 vehicles × 1/s updates
• Raspberry PI ×IMASTANDALONE@0.0.1× 64 vehicles × 10/s updates
• Raspberry PI ×IMASTANDALONE@0.0.1× 256 vehicles × 1/s updates
• Raspberry PI ×IMASTANDALONE@0.0.1× 256 vehicles × 10/s updates

Likewise, the evaluation of the MEC-based trust model was conducted using the following runs:

• Server × TO@0.0.1× 64 vehicles × 1/s updates
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Proc. Times (ms) Resource Usage

Setup p50 p99 CPU Util. Mem (kB)

16 � 1/s 1.854 2.612 1.50% 21,504
16 � 10/s 1.439 2.304 12.75% 22,548
64 � 1/s 1.746 2.218 5.75% 23,400

64 � 10/s 1.317 9.730 36,75% 24,360
256 � 1/s 1.127 4.737 16.50% 29,580

256 � 10/s 1,385.2 1,681.6 78.75% 45,756

Table 3.5: Results for the vehicle-oriented measurements using the Raspberry Pi.

Proc. Times (ms) Resource Usage

Setup p50 p99 CPU Util. Mem (kB)

64 � 1/s 0.185 0.279 0.08% 36,480
64 � 10/s 0.093 0.187 0.48% 39,456
256 � 1/s 0.186 0.269 0.29% 40,692

256 � 10/s 0.106 0.276 1.81% 42,164
1024 � 1/s 0.156 0.309 0.96% 43,776

1024 � 10/s 0.949 95.944 5.10% 52,448

Table 3.6: Results for the MEC-oriented measurements using the 24-core server.

• Server × TO@0.0.1× 64 vehicles × 10/s updates
• Server × TO@0.0.1× 256 vehicles × 1/s updates
• Server × TO@0.0.1× 256 vehicles × 10/s updates
• Server × TO@0.0.1× 1,024 vehicles × 1/s updates
• Server × TO@0.0.1× 1,024 vehicles × 10/s updates

The collected latency measurements have resulted in the following median (p50) and p99 pro-
cessing times, as shown on in Table 3.6 and Table 3.5.

Discussion of Results

The evaluation results show that the TAF prototype is able to cope with increasing loads, even
when running in resource-constrained environments.

The vehicle-oriented evaluations show good performance results for small and moderate loads.
Concurrently maintaining 256 trust models with a total of 4,608 trust objects and 8,448 trust rela-
tionships still yields 99th percentile latencies below 5 ms for 256 updates per second. Once the
update rates exceed 1,000 updates per second, there is a signi�cant increase in CPU utilization
and also the average processing latency then exceeds 1 second. This result is in line with our as-
sumptions, as the TAF prototype has neither been optimized for outdated single-board computer
architectures, nor does it currently apply load shedding in overload situations (i.e., drop updates
to maintain latency thresholds).

The MEC-oriented evaluations indicate that the TAF can easily handle more than thousand par-
allel trust model instances with update rates above 10,000 updates per second. Here, more than
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99% of updates are handled within 100 ms, while half of the updates are processed even within
less than 1 ms. At the same time, the memory footprint is negligible and the CPU utilization
indicates that the TAF could even handle much more computationally complex updates at similar
rates.

That said, we argue that both the runtime performance requirements as well as the scalability
requirements have been generally met by out prototype TAF.

3.9.4 Correctness (FR.TR.4)

This requirement states that the TAF must be able to produce a correct ATL for a proposition.
More precisely, the requirement speci�es that at least 70% of attacks should be detected by the
TAF. To evaluate this, we use the trust model for the Cooperative Adaptive Cruise control and
for the Intersection Movement Assist (Scenario 2). With these two trust models, all trust sources
and almost all trust topologies are re�ected and evaluated.

For each trust model we specify several scenarios. For each scenario we describe the attack, the
corresponding evidences and the expected output of the TAF. By comparing the expected output
with the actual output of the TAF, we evaluate the correctness of the TAF.

For all scenarios, we use the projected probability to make a trust decision. For this purpose, we
always use an RTL of 0.7. This value was determined empirically. However, in real world scenar-
ios an extensive analysis would be necessary to determine an appropriate RTL (see Chapter 10).

Cooperative Adaptive Cruise Control

The trust model instance for the Cooperative Adaptive Cruise Control is shown in Figure 3.10.
For this use case, the AIV is used as a trust source to calculate the trust opinions of the individual
trust relationships. The types of evidence provided by the AIV to the TAF are shown below. For
each security control, the AIV indicates whether the control is implemented and whether it has
detected malicious behavior.

1. Secure Boot
2. Secure Over The Air Update
3. Access Control
4. Application Isolation
5. Control Flow Integrity
6. Con�guration and Integrity Veri�cation

In our evaluation, we focus on the proposition V C1 in the trust model instance, since the calcu-
lations for the proposition V C1 and V C2 are exactly the same. In the following, be provide two
scenarios, one scenario in which V C1 is benign and one scenario in which V C1 is malicious. For
each scenario, the behavior of the TAF is evaluated.

Benign Scenario In the benign scenario, V C1 is not compromised. Therefore, all foreseen
security controls are active in V C1 and did not detect any malicious behavior. The detailed values
for each security control provided by the AIV to the TAF are shown in the following.

1. Secure Boot: implemented and no detection
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Figure 3.10: Trust Model Instance of CACC use case

2. Secure Over The Air Update: implemented and no detection
3. Access Control: implemented and no detection
4. Application Isolation: implemented and no detection
5. Control Flow Integrity: implemented and no detection
6. Con�guration and Integrity Veri�cation: implemented and no detection

Since V C1 is benign, the expected output of the TAF is that the proposition V C1 is trustworthy.
Based on the speci�ed evidences, the TAF provides the trust opinion ! AT L = (0 :76; 0:1; 0:14) for
V C1. The disbelief derives from the design time trust opinion speci�ed for this use case. The
uncertainty derives from the speci�ed weights for each security controls. Further details about
the quanti�cation method are described in Chapter 9. This results to the projected probability
of 0:83. As the RTL is 0:7, the TAF decides that V C1 is trustworthy. Thus, the TAF provides a
correct decision for this scenario.

Malicious Scenario In the malicious case we assume that the operating system of V C1 is
compromised. In this scenario, all foreseen security controls in V C1 are active. The security
control Secure Boot failed as the OS is compromised. Therefore, V C1 is not trustworthy. The
detailed values for each security control provided by the AIV to the TAF are as follows:

1. Secure Boot: implemented and detection
2. Secure Over The Air Update: implemented and no detection
3. Access Control: implemented and no detection
4. Application Isolation: implemented and no detection
5. Control Flow Integrity: implemented and no detection
6. Con�guration and Integrity Veri�cation: implemented and no detection

Based on the speci�ed evidence, the TAF provided the trust opinion ! AT L = (0 :0; 1:0; 0:0) for
V C1. This results in the projected probability of 0:0. As the RTL is 0:7, the TAF decides that V C1

is not trustworthy. Thus, the TAF provides a correct decision for this scenario.
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Intersection Movement Assist

The trust model instance for the Intersection Movement Assist (IMA) is shown in Figure 3.11. For
this use case, the TCH and the MBD are used as trust sources. The types of evidence provided
by the TCH are shown in the following. For each security control, it is provided whether the control
is implemented and whether it has detected malicious behavior.

1. Secure Boot
2. Secure Over The Air Update
3. Access Control
4. Application Isolation
5. Control Flow Integrity
6. Con�guration and Integrity Veri�cation

The types of evidences provided by the MBD are shown in the following. For each misbehavior
detector, it is provided if the detector has detected malicious behavior.

1. Distance Plausibility
2. Speed Plausibility
3. Speed Consistency
4. Position Speed Consistency
5. Kalman Position Consistency
6. Kalman Position Speed Consistency (Speed)
7. Kalman Position Speed Consistency (Position)
8. Local Perception Veri�cation

In our evaluation, we focus on the proposition C 27 19 in the trust model instance, since the
calculations are exactly the same for each proposition. In the following, we provide a scenario
where C 27 19 is benign. Furthermore, we provide two scenarios in which C 27 19 is malicious.
In the �rst malicious scenario, the TCH provides negative evidence. In the second malicious
scenario, the MBD provides negative evidence. For each scenario, the behavior of the TAF is
evaluated.

Benign Scenario In the benign scenario, the observation C 27 19 is benign. Therefore, the
TCH and the MBD did not detect malicious behavior. The detailed values for each security control
provided by the TCH to the TAF are as follows:

1. Secure Boot: implemented and no detection
2. Secure Over The Air Update: implemented and no detection
3. Access Control: implemented and no detection
4. Application Isolation: implemented and no detection
5. Control Flow Integrity: implemented and no detection
6. Con�guration and Integrity Veri�cation: implemented and no detection

The detailed values for each misbehavior detector provided by the MBD to the TAF are as follows:

1. Distance Plausibility: no detection
2. Speed Plausibility: no detection
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Figure 3.11: Trust Model Instance of IMA use case

3. Speed Consistency: no detection
4. Position Speed Consistency: no detection
5. Kalman Position Consistency: no detection
6. Kalman Position Speed Consistency (Speed): no detection
7. Kalman Position Speed Consistency (Position): no detection
8. Local Perception Veri�cation: no detection

As the observation C 27 19 is benign, the expected output of the TAF is that the proposition
is trustworthy. Based on the speci�ed evidence, the TAF provided the trust opinion ! AT L =
(0:98; 0:0; 0:02) for the proposition C 27 19. Further details about the quanti�cation method are
described in Chapter 9. This results in a projected probability of 0:99. As the RTL is 0:7, the TAF
decides that C 27 19 is trustworthy. Thus, the TAF provides a correct decision for this scenario.

Malicious Scenario - TCH In this malicious case, we assume that the operating system of the
vehicle computer of the sending vehicle V 27 is compromised. Therefore, the secure boot of the
vehicle computer failed. This results in the following values for each security control provided by
the TCH to the TAF:

1. Secure Boot: implemented and detection
2. Secure Over The Air Update: implemented and no detection
3. Access Control: implemented and no detection
4. Application Isolation: implemented and no detection
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5. Control Flow Integrity: implemented and no detection
6. Con�guration and Integrity Veri�cation: implemented and no detection

In contrast to the TCH, the MBD did not detect malicious behavior. This results in the following
values for each misbehavior detector provided by the MBD to the TAF:

1. Distance Plausibility: no detection
2. Speed Plausibility: no detection
3. Speed Consistency: no detection
4. Position Speed Consistency: no detection
5. Kalman Position Consistency: no detection
6. Kalman Position Speed Consistency (Speed): no detection
7. Kalman Position Speed Consistency (Position): no detection
8. Local Perception Veri�cation: no detection

Since the vehicle V 27 is compromised, there is a very high risk that the data sent is compromised
as well. Therefore, the expected output of the TAF is that the proposition is trustworthy. Based
on the speci�ed evidence, the TAF provided the trust opinion ! AT L = (0 ; 1; 0) for the proposition
C 27 19. This results in the projected probability of 0:0. Since the RTL is 0:7, the TAF decides
that C 27 19 is not trustworthy. Thus, the TAF provides a correct decision for this scenario.

Malicious Scenario - MBD In this malicious case, we assume that the position in the obser-
vation C 27 19 provided by vehicle V 27 has been compromised in the vehicle. However, none
of the security controls have detected misbehavior, which leads to the following security controls
provided by the TCH to the TAF:

1. Secure Boot: implemented and no detection
2. Secure Over The Air Update: implemented and no detection
3. Access Control: implemented and no detection
4. Application Isolation: implemented and no detection
5. Control Flow Integrity: implemented and no detection
6. Con�guration and Integrity Veri�cation: implemented and no detection

In contrast, the misbehavior detection system has detected malicious behavior. Since the position
is compromised, all position related detectors have detected misbehavior. This results in the
following values for each misbehavior detector, which are provided from the MBD to the TAF:

1. Distance Plausibility: detection
2. Speed Plausibility: no detection
3. Speed Consistency: no detection
4. Position Speed Consistency: detection
5. Kalman Position Consistency: detection
6. Kalman Position Speed Consistency (Speed): no detection
7. Kalman Position Speed Consistency (Position): detection
8. Local Perception Veri�cation: detection

As the observation C 27 19 is compromised, the expected output of the TAF is that the proposition
is not trustworthy. Based on the speci�ed evidence, the TAF provided the trust opinion ! AT L =
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(0:59; 0:38; 0:03) for the observation C 27 19. This results in the projected probability of 0:6. As
the RTL is 0:7, the TAF decides that the observation C 27 19 is not trustworthy. Thus, the TAF
provides a correct decision for this scenario.

Summary

We have evaluated in total two different trust models, three different trust sources and �ve different
scenarios. For each scenario, the expected output of the TAF is equal to the actual output of the
TAF. In this way, we have shown that the calculations in the TAF provide the expected output and
the TAF works correctly. Table 3.7 provides an overview of the individual use cases, scenarios,
expected output of the taf and the actual output of the TAF. As 100% of the attack cases were
detected correctly, the correctness-requirement is ful�lled.

Use Case Scenario Expected Output Actual Output

Cooperative Adaptive
Cruise Control

Benign Scenario Trustworthy TrustworthyX

Cooperative Adaptive
Cruise Control

Malicious Scenario Not Trustworthy Not TrustworthyX

Intersection Movement As-
sist

Benign Scenario Trustworthy TrustworthyX

Intersection Movement As-
sist

Malicious Scenario 1 Not Trustworthy Not TrustworthyX

Intersection Movement As-
sist

Malicious Scenario 2 Not Trustworthy Not TrustworthyX

Table 3.7: Overview of the evaluation results of the correctness of the TAF.

3.9.5 Robustness and Resilience (FR.TR.5)

One core requirement related to the deployment of TAF has to do with the inherent need of re-
silience and robustness of the overall trust-related calculations. This would limit the attack vectors
that may affect the trust assessment process and, consequently, the trust decisions of the TAF. Of
course, one approach would be to include the overall TAF component as part of the CONNECT
Trusted Computing Base presented in [3]. However, this contradicts the overarching effort of
minimizing the TCB that needs to be maintained and measured. Consequently, an alternative ap-
proach would be to run it as a trusted component running in an isolated, con�dential environment.
Nevertheless, it is crucial to take into consideration that this requirement should not compromise
the safety-critical CCAM applications running along with the TAF computations.

Based on this consideration, the aim is to evaluate the overhead that is in�icted by different �avors
of trusted execution environments. To this extent, Chapter 6 presents a comparison of different
TEE environments leveraging software- and hardware- based root of trust elements. Based on
the �ndings of this evaluation, an interesting insight refers to the possibility of new secure element
technologies (e.g., Intel TDX environments) to support the FR TR 5 requirement without affecting
the safety-critical operational pro�le of CCAM applications.
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3.9.6 Flexibility of Trust Sources (FR.TR.6)

This requirement states that the �nal TAF prototype should be able to handle at least three differ-
ent trust sources.

As shown in Table 3.4, the TAF prototype supports four different types of trust sources. These
trust sources map to three heterogeneous use cases:

1. Use Case: Cooperative Adaptive Cruise Control X
(a) Scenario: Vehicle Computer Migration X

• Trust Models: VCM@0.0.1
• Trust Sources: AIV

2. Use Case: Intersection Movement Assist X
(a) Scenario 1: Federated Setup X

• Trust Models: IMAFEDERATED@0.0.1, NTMSTANDALONE@0.0.1
• Trust Sources: MBD, TCH, NTM

(b) Scenario 2: Standalone Setup X
• Trust Models: IMASTANDALONE@0.0.1, IMASTANDALONE@0.0.2
• Trust Sources: MBD, TCH

3. Use Case: Task Of�oading/Slow Moving Traf�c Detection X
(a) Scenario: Task Of�oading X

• Trust Models: TO@0.0.1
• Trust Sources: TCH

(b) Scenario: Slow Moving Traf�c Detection X
• Trust Models: SMTD@0.0.1
• Trust Sources: MBD, TCH

Given the wide range of different trust sources, which are the AIV, TCH, MBD and NTM covered
by our TAF prototype, we can con�dently con�rm the �exibility of trust sources.

3.9.7 Evaluation Summary

We have evaluated our TAF in detail to analyze whether it ful�lls each trust requirement and
the KPIs speci�ed for the requirement. The evaluation showed that the KPIs speci�ed for each
requirement are ful�lled. An overview of the requirement, the corresponding KPIs and the results
of the evaluation are shown in Table 3.8.

Trust Requirement KPI Result

FR.TR.1 Generalizability Three CCAM use cases Three CCAM Use cases X
(Vehicle Computer Migration, Intersection
Movement Assist, Task Of�oading / Slow Mov-
ing Traf�c Detection)
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FR.TR.2 Run-time Perfor-
mance

Less than 100 ms In the most complex trust models we used in
the evaluations (see Section 3.9.3), 99% are

handled within 100 ms X
(Half of the requests are handled within less
than 1 ms)

FR.TR.3 Scalability For up to 50 trust objects, the
response time should remain
within 100ms

In the most complex evaluation setting with
4,608 trust objects, 99% or the requests are

handled within 100 ms X
(Half of the requests are handled within less
than 1 ms)

FR.TR.4 Correctness Detection of at least 70% of
the events of interest repre-
senting possible attacks

100 % detection of incidents of risk consider-
ing an existing compromise evaluated within

our evaluations (see Section 3.9.4) X
FR.TR.5 Robustness and
Resilience

TAF needs to be executed
within a TEE

TAF can be executed within a TEEX

FR.TR.6 Flexibility of Trust
Sources

At least three trust sources Four trust sourcesX
(AIV, TCH, MBD, NTM)

Table 3.8: Overview of the evaluation results of the TAF.
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Chapter 4

Trustworthiness Level Expression Engine

As explained in the previous section, the TSM is responsible for creating, or quantifying Trust
Opinions on a level of Trust Relationships. Furthermore, as de�ned in [2], the Trust Model com-
bines various trust relationships among different trust objects. In response, TLEE is responsible
for assessing the trustworthiness on the level of the trust model (i.e., the trust network). To cal-
culate the trust opinion for the whole trust network, a set of functionalities are necessary that
are provided by different modules in the TLEE. In section 4.1, we �rst explain the high-level
architecture and the functional speci�cations of the different components of the TLEE. In Sec-
tion section 4.2, we present the mathematical de�nitions of Josang's trust discounting and fusion
operators, along with our newly proposed trust discount operator, developed in response to newly
identi�ed requirements from the CONNECT project. Furthermore, in section 4.3, we describe the
internal API of the TLEE with the TAM (as shown in Figure 3.1), where we detail on the interface
of the TLEE with the rest of the TAF components. Lastly, we conclude this chapter with some
development insights of the TLEE in section 4.4.

4.1 Architecture and Functional Speci�cations

In Figure 4.1, we show the high-level TLEE architecture. As previously explained in Section 3.5
and showed in Table 3.3, TLEE communicates with the TAM through a single internal interface
(TLEE Invoke / RunTLEE) that triggers the execution of the �ve main components of the TLEE: Sub-
Trust Model Extractor, DSPG transformer, Expression Synthesizer, Meta-to-Concrete Expression
Converter and Evaluator. Firstly, the Sub-Trust Model Extractor takes an input a Trust Model. A
Trust Model can comprise of a single or multiple propositions. The propositions are the variables
in the leaves of the Trust Model, for which the TLEE needs to calculate the opinions, precisely, the
actual trust values (ATLs). In �g. 4.2 and �g. 4.3, we show two Trust Models with multiple ( Rdata,
G, Cdata and Ldata) propositions and single proposition (X ), respectively. Currently, we con-
sider different propositions as independent variables and we do not consider any contextual de-
pendencies among the variables. Thus, the initial TLEE component extracts distinct (Sub-)Trust
Models per proposition, which are then passed to the next modules of the TLEE. The remain-
ing TLEE components—the DSPG transformer, Expression Synthesizer, Meta-to-Concrete Ex-
pression Converter and Evaluator—are each instantiated separately for every Sub-Trust Model,
ensuring one dedicated instance per TM. Additionally, it is important to emphasize that in order
to cope with the dynamic nature and the continuous changes in the structure of the trust mod-
els, the DSPG transformer, Expression Synthesizer and Meta-to-Concrete Expression Converter
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Figure 4.1: TLEE Architecture

operate symbolically by rewriting expressions on trust opinion variables. Lastly, the Evaluator
calculates the �nal trust opinion or the Actual Trust Level (ATL) for each Sub-Trust Model.

Figure 4.2: A Trust Model with multiple propositions
Figure 4.3: A Trust Model with a single
proposition

The TLEE “reduces” the trust network into an equivalent single edge (from the root to the leaf
of the network) for each proposition by applying trust discounting and fusion operations. This
consolidation allows the derivation of a uni�ed trust opinion, known as the Actual Trust Level
(ATL). We also demonstrate this process in �gures 4.4 and 4.5. As previously explained, �g. 4.4
shows an example of a trust model as received from the TAM, with four different propositions
Rdata, G, Cdata and Ldata. All the trust opinions (! s) that are depicted as part of this trust
model are on a level of trust relationship. These opinions are calculated and quanti�ed by the
TSM, and their numerical values (quadruples of (belief; disbelief; uncertainty; baserate)) are
sent to the TLEE as part of the Trust Model.

To summarize, the TLEE is responsible for aggregating the trust opinions on the trust relation-
ships that have been previously calculated by the TSM, and passed to the TLEE through the Trust
Model. Based on this aggregation—trust discounting and fusion—the �nal ATL (per proposition)
is derived. Figure 4.5 shows four ATLs (! V C

Rdata , ! V C
G , ! V C

Cdata and ! V C
Ldata ), one for each proposition

of the Trust Model. These consolidated edges encapsulates the comprehensive trust �ow from
the root of the trust model to the proposition, while considering the various trust relationships on
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the path and their corresponding trust opinions. Finally, we provide the algebraic expressions of
the trust discounting and fusion operators later on in this chapter, as part of section 4.2.

Figure 4.4: TM as received from the TSM
Figure 4.5: TM as aggregated by the TLEE

In the following, we explain in more detail the necessary processes to calculate the ATL values
and the TLEE's functional speci�cations: the inputs, the outputs and a short summary of the
functionality of the �ve main TLEE components.

Sub-Trust Model Extractor.

Input: trust model / trust network
Output: sub-TMs (one for each proposition)

Figure 4.6: Sub-Trust Model Extractor.

Figure 4.6 shows the input and the output of the Sub-Trust Model Extractor. A Trust Model (TM)
comprises multiple propositions, represented as leaf-node variables, for which the TLEE com-
putes opinions or Actual Trust Levels (ATLs). In the current implementation, propositions are
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treated as independent variables, with no consideration of contextual dependencies between
them. In response, as the �rst component of the TLEE, the Sub-Trust Model Extractor isolates
each proposition into its own (Sub-)Trust Model. Each extracted Sub-Trust Model serves as input
to subsequent TLEE components, facilitating a modular evaluation framework where each propo-
sition is processed independently.

DSPG Transformer.

Input: Sub-TM
Output: trust network in a DSPG format

Figure 4.7: DSPG Transformer.

To illustrate the transformations enabled by the DSPG transformer, we adopted a different Trust
Model compared to the one described earlier. Speci�cally, the sub-TMs depicted in Figure 4.6
focus solely on a single path from the root to the leaf, and these Trust Networks are already in
a DSPG format. In this scenario, the TLEE only requires the discount operator to simplify these
TMs into a single edge, eliminating the need for DSPG transformations.

Figure 4.7 shows the input and the output of the DSPG transformer. DSPG stands for Directed
Series-Parallel Graph (DSPG) [12], and we have already given a detailed explanation on Sub-
jective Trust Networks and DPSG, as part of section 5.3.4. in [4]. To shortly recap: a subjective
trust network (STN) is a graph representation of trust and belief relationships from agents, via
other agents and sensors to target entities/variables, where each trust and belief relationship is
expressed as a subjective opinion [12]. Please note that throughout this chapter we might use
the terms 1) trust model, 2) trust network and 3) STN, interchangeably. On the other side, for the
trust network to be able to be analysed, i.e., for the operators for fusion and trust discounting to
be applied to referral and functional trust relationships, trust network needs to be represented as
a Directed Series-Parallel Graph (DSPG). DSPGs have a fundamental role in the TLEE imple-
mentation.

De�nition 4.1.1 (Directed Series-Parallel Graph (DSPG) [12]). A graph is called a Directed
Series-Parallel Graph (DSPG) if it can be decomposed as a combination of Series and Paral-
lel graphs and it only consists of directed edges that form paths without loops from the source to
the target.

By employing trust discounting and fusion operations, the DSPG trust network can be effectively
transformed into an equivalent single edge, as previously shown in Figure 4.5. For that reason,
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as part of the DSPG Transformer, we �rst check if the received trust network is in a DSPG format.
If the trust network is a non-DSPG, then we do the necessary transformation.

To summarize, as input the DSPG transformer receives a trust network, which could be a complex
non-DSPG or a DSPG graph. The functionality of this component is to �rst checks if the network
is a DSPG graph. If not, it synthesizes the complex non-DSPG to a DSPG graph. To perform the
transformation, we remove the smallest possible number of edges that break the DSPG structure.
Alternatively, during the transformation, some additional information can be used as a heuristic
(e.g., the opinions from the TSM) to make a more informed decision which edges to remove.

Expression Synthesizer.

Input: trust network in a DSPG format
Output: meta-tree expression

Figure 4.8: Expression synthesizer.

Figure 4.8 shows the input and the output of the Expression Synthesizer. As input this com-
ponent receives a trust network in a DSPG format, and outputs a Meta-Tree Expression. The
Meta-Tree Expression could be in tree or String format, as shown in the �gure. Therefore, the
functionality of this module is to build the Meta-Tree Expression from the trust network. This in-
cludes many sub-functionalities, where the two main one are: calculation of the nesting levels
and graph analysis based on which the expression is built. Lastly, our aim is to build an overall
solution that is �exible and generalizable. For that reason, we have designed an engine that is
math model agnostic and operates on a symbolic level, in order to support future extensions to
other mathematical theories that enable dynamic trust assessment beyond SL. As a result, this
module produces a meta-tree expression, which we will explain in more detail later in this section.

Step 1: Nesting levels calculation

In Figure 4.9, we show the calculated nesting levels for the exemplary DSPG. The concept of
nesting level is important for analysing trust networks represented as a DSPG. To understand and
de�ne nesting levels, we �rst need to explain the concept of parallel-path subnetwork (PPS). First,
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a DSPG graph can consist of multiple subnetworks that themselves are DSPGs that can contain
parallel paths [12]. Therefore, we are interested in identifying subnetworks within a DSPG that
contain parallel paths. A parallel-path subnetwork (PPS) in a DSPG is the set of multiple paths
between a pair of connected nodes (e.g., nodes A and D , or A and data in Figure 4.9). The
nesting level of an edge re�ects how many PPSs the edge is part of in the DSPG. Each edge has
a speci�c nesting level greater or equal to 0. For example, a trust network consisting of a single
trust path, has trust edges with nesting level 0, because the edges are not part of any subnetwork
of parallel paths. If we refer again to Figure 4.9, then we can see that the edges between nodes
A and D are part of two PPSs, and have nesting level of 2; whereas the edges between nodes
A and C, C and data, and D and data are part of one PPS, therefore have nesting level of 1.

Figure 4.9: Nesting levels for the exemplary DSPG.

Step 2: Building Expression

Based on the calculated nesting levels, we start with building the expression. In the �rst phase
in the process of building the expression, see Figure 4.10, we �rst discount the opinions ! A

B and
! B

D , to build the opinion ! A
D . On the left hand-side of the �gures you can see the trust network

including its nesting levels, and how it changes during the graph reduction process. However, on
the right hand-side of the �gures, we show how the expressions are built iteratively in each of the
phases. In the second phase, see �gure 4.11, there are two opinions ! A

D that need to be fused
as part of this phase, to derive a single ! A

D opinion. In the third and fourth phase, see �gure 4.12
and �gure 4.13, we discount the opinions ! A

D and ! D
data , and ! A

C and ! C
data , respectively. In this

process we derive two opinions from A to data (! A
data ). In the �nal phase, see �gure 4.14, we

fuse both of the opinions from the fourth phase, and derive the �nal ! A
data .

As previously explained, our aim is to build an overall solution that is �exible and generalizable.
For that reason, we have designed an engine that is math model agnostic and operates on a
symbolic level, in order to support future extensions to other mathematical theories that enable
dynamic trust assessment beyond SL. For instance, using other formal frameworks for trust as-
sessment under uncertainty, e.g., Epistemic SL or EBSL (”evidence-based subjective logic), or
even using homomorphic approaches to abstract from a particular mathematical model, as part
of future research efforts. As part of our design of the TLEE, we have implemented this by �rst in-
troducing meta-operators (meta-fusion and meta-discount), as part of the Expression Synthesizer
module. Hence, the output of this module is a meta-tree expression containing meta-operators
that are instantiated to concrete operators in the next module.
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(a) Graph reduction (b) Meta-tree expression

Figure 4.10: Building expression, phase 1.

(a) Graph reduction (b) Meta-tree expression

Figure 4.11: Building expression, phase 2.

(a) Graph reduction (b) Meta-tree expression

Figure 4.12: Building expression, phase 3.
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(a) Graph reduction (b) Meta-tree expression

Figure 4.13: Building expression, phase 4.

(a) Graph reduction (b) Meta-tree expression

Figure 4.14: Building expression, phase 5.

Meta-to-Concrete Expression Converter.

Input: meta-tree expression (and optionally, math model & fusion operators)
Output: concrete-tree expression

We introduced a separate component Meta-to-Concrete Expression Converter, with a very simple
functionality. Speci�cally, this component takes two inputs: 1) the meta-tree expression generated
by the previous component, and 2) optionally, a mathematical model (such as SL, EBSL, etc.)
along with fusion operators. It then converts these inputs into a concrete tree expression. In other
words, the functionality of this component is to map the meta operators with concrete operators
based on the speci�c mathematical model that can be given as an input parameter.
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Figure 4.15: Meta-to-Concrete Expression Converter.

Since as part of CONNECT project, we are exclusively building the TAF with the subjective logic
theory, the Math Model parameter (SL) is hard-coded in the TLEE, and all the information about
the fusion operators are provided as part of the Trust Model. If the fusion operators are not already
indicated in the trust model (i.e., the rewritten expression), then the component can also receive
a parameter that speci�es the concrete fusion operator (e.g., cumulative, average, etc.) that will
be used for all the META-FUSION that do not have a speci�ed fusion operator. As a result, the
trust model and, in turn, the TLEE graph analysis can adjust to different use case demands.

Figure 4.15 shows the input and the output of the Meta-to-Concrete Expression Converter. As
input the Meta-to-Concrete Expression Converter receives the Meta-Tree Expression from the
previous module. The Meta-to-Concrete Expression Converter outputs a Concrete-Tree Expres-
sion in tree or String format.

Evaluator.

Input: concrete-tree expression + trust opinions on trust relationships
Output: ATL (one per sub-TN) and (optional) stringified Expression

Figure 4.16 shows the input and the output of the Evaluator module. As input, the Evaluator
receives the Concrete-Tree Expression from the previous module and the fetches the values of
the Trust Opinions on Trust Relationships from the Trust Model that is provided as input to the
TLEE. As previously explained, the trust opinions on the level of trust relationships are sent by
the TAM as part of the Trust Model, and calculated by the TSM.

To recap, as we already explained earlier in this section, until this component the TLEE engine
rewrites the expressions symbolically, on a level of trust opinion variables. If we refer to �g-
ure 4.15, then those opinions variables are the leaves of the tree. After 1) fetching the numerical
values of the Trust Opinions on Trust Relationships calculated by the TSM, and 2) applying the
concrete discount and fusion operators, the �nal, numerical Trust Opinion for the Trust Network,
or in other words, the ATL is calculated. The ATL(s) is the output of the Evaluator and, therefore,
the TLEE.
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Figure 4.16: Evaluator.

In the following subsection, we provide more details on the formalisms behind different trust fusion
and trust discount operators.

4.2 Trust Fusion and Discount Operators

As part of Subjective Logic theory, Jøsang [12] has proposed �ve fusion operators. In sec-
tion 4.2.1, we explain each of the fusion operators, followed up with real-life, exemplary situations
where the operators are applicable. Additionally, we provide the mathematical formulas for each
of the operators. More details about the operators can be found in [12]. Additionally, part of prior
works [13], Jøsang has proposed three operators for trust transitivity/discount. We provide a
summary of those three operators in section section 4.2.1. As part of this section we also discuss
several limitations of the proposed trust discounting operators by Jøsang. In response, as one
of the many contributions that we have made as part of the CONNECT project, we have also
proposed a novel trust discounting operator, which addresses some of the shortcomings that we
have identi�ed in the operators proposed by Jøsang, in regard to discounting trust on referral
paths. We summarize the novel discounting operator in section 4.2.3. For further details about
the novel discounting operator, refer to [14].

Finally, it should be noted that the trust fusion and discount operators are formally de�ned within
the Trust Model, which serves as input to the TLEE. The selection of speci�c operators depends
on the particular requirements and objectives of each use case scenario under examination.
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4.2.1 Trust fusion operators

• Belief Constraint Fusion (BCF) [12] is suitable in situations where each agent expresses
an opinion stating which variable values are the most correct, but in case of totally con-
�icting opinions the belief fusion is not allowed (i.e.,, an agreement between the expressed
opinions is not possible). An example is when a group of friends try to agree on seeing a
movie. If they share the same preferences for a movie, they can agree on watching that
movie. However, if their preferences do not match then there is no agreement and they will
not watch any movie together.
The algebraic expression for the Belief Constraint Fusion operator is given as follows [12]:

! A& B
X :

8
>>>>><

>>>>>:

b(A& B )
X (x) = Har( x)

(1� Con)

u(A& B )
X = uA

X uB
X

(1� Con) ;

a(A& B )(x) = aA
X (x)(1 � uA

X )+ aB
X (x)(1 � uB

X )
(2� uA

X � uB
X ) ; for uA

X + uB
X < 2;

a(A& B )(x) = aA
X (x)+ aB

X (x)
2 ; for uA

X = uB
X = 1:

The term Har (x) represents the relative harmony between constraints (in terms of overlap-
ping belief mass) on x. The term Con represents the relative con�ict between constraints
(in terms of non-overlapping belief mass) between ! A

X and ! B
X .

Har (x) = bA
X (x)uB

X + bB
X (x)uA

X +
X

(xA \ xB )= x

bA
X (xA )bB

X (xB );

Con =
X

(xA \ xB )=0 =

bA
X (xA )bB

X (xB ):

• Cumulative Belief Fusion (CBF) [12] is when it is assumed that, as more and more (in-
dependent) sources are included, the amount of independent evidence increases. For
instance, by applying this operator to a subscriber's historical location data, a mobile net-
work operator can generate an opinion with progressively reduced uncertainty regarding
the subscriber's frequented locations.
Let ! A and ! B be source A and B 's respective opinions over the same variable X . Let
! (A � B )

X be the opinion such that [12]:
Case 1: For uA

X 6= 0 _ uB
X 6= 0 :

8
>>>>><

>>>>>:

b(A � B )
X (x) = bA

X (x)uB
X + bB

X (x)uA
X

uA
X + uB

X � uA
X uB

X

u(A � B )
X = uA

X uB
X

uA
X + uB

X � uA
X uB

X

a(A � B )
X (x) = aA

X (x)uB
X + aB

X (x)uA
X � (aA

X (x)+ aB
X (x)) uA

X uB
X

uA
X + uB

X � 2uA
X uB

X
if uA

X 6= 1 _ uB
X 6= 1

a(A � B )
X (x) = aA

X (x)+ aB
X (x)

2 if uA
X = uB

X = 1

Case 2: For uA
X = uB

X = 0 :

8
><

>:

bA� B
X (x) = 
 A

X bA
X (x) + 
 B

X bB
X (x)

uA� B
X = 0

aA� B
X (x) = 
 A

X aA
X (x) + 
 B

X aB
X (x)
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where 8
>><

>>:


 A
X = lim u A

X ! 0

u B
X ! 0

uB
X

uA
X + uB

X


 B
X = lim u A

X ! 0

u B
X ! 0

uA
X

uA
X + uB

X

Then ! (A � B )
X is called the cumulatively fused opinion of ! A

X and ! B
X , representing the com-

bination of the independent opinions of sources A and B .

• Averaging Belief Fusion (ABF) [12] is when it is assumed that including more sources
does not imply that the extra evidence supports the �nal conclusion (i.e., dependence be-
tween sources is assumed). In ABF, a vacuous opinion contributes the same weight as
every other opinion, therefore ABF has no neutral element and is idempotent. An example
of this type of situation is when an examination committee tries to grade an student after
having observed her dissertation.
Let ! A and ! B be source A and B 's respective opinions over the same variable X . Let
! (A � B )

X be the opinion such that [12]:
Case1 : uA

X 6= 0 _ uB
X 6= 0 :

8
>><

>>:

b(A � B )
X (x) = bA

X (x)uB
X + bB

X (x)uA
X

uA
X + uB

X

u(A � B )
X = 2uA

X uB
X

uA
X + uB

X

aA� B
X (x) = aA

X (x)+ aB
X (x)

2

Case2 : uA
X = uB

X = 0 :
8
><

>:

b(A � B )
X (x) = 
 A

X bA
X (x) + 
 B

X bB
X (x)

u(A � B )
X = 0

aA� B
X (x) = 
 A

X aA
X (x) + 
 B

X aB
X (x)

where 8
>><

>>:


 A
X = lim u A

X ! 0

u B
X ! 0

uB
X

uA
X + uB

X


 B
X = lim u A

X ! 0

u B
X ! 0

uA
X

uA
X + uB

X

Then ! (A � B )
X is called the averaged opinion of ! A

X and ! B
X , representing the combination of

the dependent opinions of A and B .

• Weighted Belief Fusion (WBF) [12] is suitable in cases where the source opinions should
be weighted as a function of the con�dence of the opinions. When the input opinions
have equally con�dent argument opinions, the fusion is averaging. In case one of the
opinions is con�dent and the other is uncertain, then the con�dent opinion contributes the
highest weight, however the combined con�dence does not increase. WBF is commutative,
it considers a vacuous opinion as neutral element and is idempotent. An example of this
type of situations is when, e.g. medical doctors express opinions about a set of possible
diagnoses.
Let ! A and ! B be source A and B 's respective opinions over the same variable X . Let
! (Ab� B )

X be the opinion such that [12]:
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Case1 : (uA
X 6= 0 _ uB

X 6= 0) ^ (uA
X 6= 1 _ uB

X 6= 1)

8
>><

>>:

b(Ab� B )
X (x) = bA

X (x)(1 � uA
X )uB

X + bB
X (x)(1 � uB

X )uA
X

uA
X + uB

X � 2uA
X uB

X

u(Ab� B )
X = (2� uA

X � uB
X )uA

X uB
X

uA
X + uB

X � 2uA
X uB

X

aAb� B
X (x) = aA

X (x)(1 � uA
X )+ aB

X (x)(1 � uB
X )

2� uA
X � uB

X

Case2 : uA
X = 0 ^ uB

X = 0
8
><

>:

b(Ab� B )
X (x) = 
 A

X bA
X (x) + 
 B

X bB
X (x)

uAb� B
X = 0

aAb� B
X (x) = 
 A

X aA
X (x) + 
 B

X aB (x)

where
8
<

:


 A
X = lim uA

X ! 0;uB
X ! 0

uB
X

uA
X + uB

X


 B
X = lim uA

X ! 0;uB
X ! 0

uA
X

uA
X + uB

X

Case3 : uA
X = 1 ^ uB

X = 1
8
><

>:

b(Ab� B )
X (x) = 0

u(Ab� B )
X = 1

aAb� B
X (x) = aA

X (x)+ aB
X (x)

2

Then ! (Ab� B )
X is called the weighted fusion opinion of ! A

X and ! B
X .

• Consensus & Compromise Fusion (CCF) [12] is suitable in cases where the input opin-
ions are in con�ict. CCF is designed to maintain shared beliefs from each source, and to
transform con�icting beliefs into a compromise belief. If a consensus belief already exists, it
is preserved, and compromise belief is formed when necessary. The resulting fused belief
is uncertain in the presence of totally con�icting beliefs. CCF is idempotent, commutative
and considers a vacuous opinion as the neutral element. This is helpful in situations when
different experts generate opinions identifying different options, such as when doctors with
different expertise suggest potential causes in a diagnostic process. The fused opinion
re�ects the opinion of all experts, and illustrates the group as a whole is certain about a
certain set of potential causes.
The Consensus & Compromise Fusion opinion is de�ned as the result of the following
three computation phases: (1) consensus phase, (2) compromise phase, (3) normalization
phase.
Step 1: Consensus step.
The consensus step simply consists of determining shared belief mass between the two
arguments, which is stored as the belief vector bcons

X :

bcons
X (x) = min (bA

X (x); bB
X (x))

The sum of consensus belief denoted bcons
X is expressed as:

bcons
X =

X

x2R (X )

bcons
X (X )

CONNECT D3.3 Page 66 of 171



D3.3 - CONNECT Trust & Risk Assessment and CAD Twinning Framework (Final Version)

The residue belief masses of the arguments are
(

bresA
X (x) = bA

X (x) � bcons
X (x)

uresA
X = bB

X (x) � bcons
X (x)

Step 2: Compromise step.
The compromise step redistributes con�icting residue belief mass to produce compromise
belief mass, stored in bcomp

X X expressed by :

bcomp
X = bresA

X (x)uB
X + bresB

X (x)uA
X +

X

f y\ z= xg

aX (y=z)aX (z=y)bresA
X (y)bresB

X (z)

+
X

f y[ z= xgf y\ z6= ;g

(1 � aX (y=z)aX (z=y))bresA
X (y)bresB

X (z)

+
X

f y[ z= xgf y\ z= ;g

bresA
X (y)bresB

X (z)

Then the following quantities are computed:
Preliminary uncertainty mass:

upre
X = uA

X uB
X

Sum of compromise belief:
bcomp

X =
X

x2P (X )bcomp
X (x)

In general, bcons
X + bcomp

X + upre
X < 1, hence normalisation of bcomp

X is required:
Normalisation factor:

� =
1 � bcons

X � upre
X

bcomp
X

Because belief on X represents uncertainty mass, the fused uncertainty is

uA� B
X (x) = upre

X + �bcomp
X (X )

The compromise belief mass on X must then be set to zero, i.e. bcomp
X (X ) = 0

Step 3: Merging consensus and compromise belief.
After normalisation, the resulting CC-fused belief is

bA� B
X (x) = bcons

X (x) + �bcomp
X (x) 8x 2 R (X )

The CC-fused opinion is then expressed as ! A� B
X = ( bA� B

X ; uA� B
X ; aX ) This marks the end of

the three-step process for consensus & compromise fusion.

4.2.2 Trust discount operators

The second operator that is fundamental to quantifying trust is the trust discount. Trust discount-
ing innately is related to the concept of trust transitivity. We explained the concept of trust dis-
counting in more detail as part of section 5.3.4. in [4]. Furthermore, it is critical to note that while
[12] presents only a single trust discount operator (unlike the diverse fusion operators discussed
earlier), subsequent work by Jøsang in [13] introduces multiple trust discounting operators with
distinct properties. The following section elaborates on these operators in detail.
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• Uncertainty Favouring Trust Transitivity [13]. When agent A distrusts recommending
agent B , it implies that A believes B doesn't know the truth on X , leading A to also not know
the truth on X . This discounting operator is proven to be associative but not commutative,
meaning the order of combining opinions matters. In paths with multiple recommending
entities, opinion independence is assumed. Eq. 4.1 shows how to calculate the Uncertainty
Favouring Trust discounted opinion.

! A:B
X :

8
>>><

>>>:

bA:B
X = bA

B bB
X

dA:B
X = bA

B dB
X

uA:B
X = 1 � (bA:B

X + dA:B
X )

aA:B
X = aB

X

(4.1)

• Base Rate Sensitive Trust Transitivity [13] operator does not consider the base rate aA
B

when discounting, which may seem counter intuitive. This operator is equivalent to the
trust discount operator from [12]. For example, in a scenario where a stranger seeks a car
mechanic in a town known for honesty and asks the �rst person he meets to direct him to
a good car mechanic. Since the stranger does not know this person he will have a fully
uncertain trust opinion him (b = 0; d = 0; u = 1 ). However, the base rate will be high since
it's known that citizens of this city are honest. Therefore this should impact somehow the
discounted result. Eq. 4.2 shows how to calculate the Base Rate Sensitive Trust discounted
opinion.

! A:B
X :

8
>>><

>>>:

bA:B
X = E(! A

B )bB
X

dA:B
X = E(! A

B )dB
X

uA:B
X = 1 � (bA:B

X + dA:B
X )

aA:B
X = aB

X ;

(4.2)

where E(! A
B ) = bA

B + aA
B uA

B .
Nonetheless, this approach requires caution. For instance, if the stranger has high trust
expectations but receives a recommendation from someone with uncertain beliefs, the re-
sulting belief may seem counter intuitive. This issue could become more pronounced with
longer trust paths. Therefore, a safety principle might be to apply base rate-sensitive dis-
counting only to the last transitive link. In summary, the Uncertainty Favouring Trust dis-
counting operator is safe and conservative, while the Base Rate-Sensitive operator can be
more intuitive in some situations but requires careful application. Another solution to avoid
this problem is to use only the uncertainty favouring operators and set the base rate to 1

2
assuming that other information that might impact the base rate are already taken into ac-
count in the belief and disbelief.

• Opposite Belief Favouring Trust Transitivity [13]. When agent A distrusts recommend-
ing agent B , it suggests A believes B consistently suggests the opposite of B's true opinion
about the truth value of X . Consequently, A not only distrusts X to the extent that B sug-
gests belief but also trusts X to the extent that B suggests disbelief because two disbeliefs
combine to form belief in this scenario. This operator embodies the idea of ”your enemy's
enemy is your friend,” applicable in certain situations. However, it should only be applied
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Figure 4.17: Trust discounting for Two-Edge Path [12, Ch.14.3]

when plausible.

! A:B
C :

8
>>><

>>>:

bA:B
C = bA

B bB
C + dA

B dB
C

dA:B
C = bA

B dB
C + dA

B bB
C

uA:B
C = 1 � (bA:B

C + dA:B
C )

aA:B
C = aB

C

(4.3)

This operator may enable a reputation-based attack where a malicious actor with poor
credibility deliberately asserts truthful information. Since the agent expects adversaries to
lie, it may incorrectly reject valid claims based solely on the source's negative reputation.

4.2.3 Novel discount operator

During the TLEE development, We have identi�ed that existing discounting operators often en-
counter challenges in discounting trust across multiple edges, particularly when confronted with
referral trust opinions. Concretely, the existing operators for discounting trust that have been
previously proposed in [12, 13], provide only solutions for trust discounting when the �nal edge
of the network is always a functional or direct trust. However, based on practical scenarios en-
countered while working on the use cases from the CONNECT project, we identi�ed the need
to discount trust only on referral (or indirect) edges—a limitation that existing discounting opera-
tors do not address. In response, we present a novel trust discount operator for referral edges
in a path. Our operator is designed to discount two referral edges in a manner that aligns with
existing trust discounting principles. This advancement seeks to mitigate inconsistencies encoun-
tered when discounting multi-edge referral paths. Beyond discounting trust on only two edges,
our new operator enables calculating trustworthiness of paths containing multiple referral edges
within complex networks. Furthermore, as part of the evaluation of the novel discounting oper-
ator, we also established a relationship between path length and trustworthiness. Our �ndings
highlight that longer referral paths tend to yield less trustworthy outcomes. Additional information
regarding the evaluation is available in [14].

Summary of the existing Trust Discounting Operators

In his book [12], Jøsang proposes two trust discount operators for 1) Two-Edge Path and 2) Multi-
Edge Path. The process of trust discounting for Two-Edge Path is shown in �g. 4.17. As the name
suggests, this trust discounting operator (
 T E ) discounts the opinions on two edges: one referral
trust ! A

B from node A to node B, and one functional trust ! B
X from node B to variable X .
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Figure 4.18: Trust Discounting for Multi-Edge Path [12, Ch.14.3]

The Two-Edge Path Discounting Operator (
 T E ) is de�ned as follows [12]:

! [A ;B ]
X = ! A

B 
 T E ! B
X :

8
>>><

>>>:

b[A ;B ]
X = PA

B bB
X

d[A ;B ]
X = PA

B dB
X

u[A ;B ]
X = 1 � (b[A ;B ]

X + d[A ;B ]
X )

a[A ;B ]
X = aB

X

(4.4)

where PA
B is the projected probability. The Two-Edge Path discount operator is equivalent to the

Base Rate Sensitive Transitivity that Jøsang et al. propose in [13], which we explained in more
detail in section 4.2.2.

On the other hand, the trust discounting for Multi-Edge Path describes how trust discounting is
performed for longer trust paths, in situations when there are more than two adjacent edges, as
shown in �g. 4.18. Namely, �g. 4.18 shows a trust path from node A1 to variable X via an arbitrary
number of intermediate nodes A2; A3; : : : ; An .

The derived opinion ! [A 1 ;:::;A n ]
X on Multi-Edge Paths is de�ned as follows:

! [A 1 ;:::;A n ]
X = [ ! A 1

A 2
; : : : ; ! A n � 1

A n
] 
 ME ! A n

X : (4.5)
8
>>><

>>>:

b[A 1 ;:::;A n ]
X = PA 1

A n
bA n

X

d[A 1 ;:::;A n ]
X = PA 1

A n
dA n

X

u[A 1 ;:::;A n ]
X = 1 � (b[A 1 ;:::;A n ]

X + d[A 1 ;:::;A n ]
X )

a[A 1 ;:::;A n ]
X = aA n

X

where PA 1
A n

is the projected probability of the referral trust path [A1; :::; An ], computed as

PA 1
A n

=
nY

i =1

PA i
A i +1

: (4.6)

We want to emphasise that the operators for Two-Edge Path Trust Discounting (
 T E ) and Multi-
Edge Path Trust Discounting (
 ME ) are two different operators. Hence, we label them with two
different symbols, as we also show in table 4.1. Additionally, please note that in order to apply
these discount operators, the last edge should always be a functional trust edge.

Problem statement

For demonstration purposes, as an example, we take the Trust Network shown in �g. 4.19. The
STN has four referral trust relationships or edges (! A

B , ! B
D , ! A

C , and ! C
D ) forming a chain, as can
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Table 4.1: Trust discount operators

Operator Name Symbol Function
Two-Edge Path
Eq. eq. (4.4), �g. 4.17


 T E ! A
B 
 T E ! B

X

Multi-Edge Path
Eq. eq. (4.5), �g. 4.18


 ME [! A 1
A 2

; : : : ; ! A n � 1

A n
] 
 ME ! A n

X

Referral-Edge Path
Eq. eq. (4.7), �g. 4.20


 RE (( ! A 1
A 2


 RE : : : ) 
 RE ! A n � 2
A n � 1

) 
 RE ! A n � 1
A n

Figure 4.19: Exemplary Trust Model.

be seen in the �gure. Additionally, vehicle D has a direct or a functional trust on its velocity vn . In
this example, the �nal goal is to calculate the opinion ! A

vn
that for example, a vehicle A has on the

velocity vn even though the vehicle does not observe the velocity directly (i.e., it does not have
a direct relationship with the velocity). This is done by �rst discounting the referral trust opinions
ACD and ABD , and then fusing the obtained opinions.

As previously shown in eqs. (4.4) and (4.5), the existing trust discounting operators need the last
edge to be a functional trust, which is not the case in ACD and ABD paths, where CD and BD
are also referral trust. Although in the previous work Jøsang [12] differentiates and proposes trust
discounting operators for Two-Edge and Multi-Edge paths, the case where the graph topology
consists only of referral chains, has been left out of consideration in his theoretical contributions.
To overcome this problem, one might be tempted to use the existing trust discounting operator for
Two-Edge Path (Eq. eq. (4.4)) to discount AC and CD . However, this operator was not built for
this purpose, primarily because the second opinion, in this case CD is expected to be a functional
trust edge. Furthermore, if we want to discount two referral trust edges as part of a chain topology,
as shown in �g. 4.19, the solution needs to be consistent with the trust discounting operator for
Multi-Edge Path, which already considers discounting on multiple referral edges. Another solution
could be to discount using only projected probability since this is the exact way that the Multi-
Edge Path uses to discount referral edges (cf. PA 1

A n
in Eq. eq. (4.5)). This means that only the

projected probabilities (see Eq. eq. (4.6)) are used instead of the opinions; therefore, resulting in
a projected probability again. However, in our example in �g. 4.19, the node D requires fusing
of the two previously discounted referral paths ACD and ABD , which is only possible when we
have opinions (not probabilities).

In this work we aimed to build a trust discounting operator for two or more referral trust opinions
(without having the last edge in the STN as a functional trust), since this is needed for some
STN topology types, as we showed in �g. 4.19. Moreover, the new trust discounting operator for
two referral trust opinions must provide consistent results with the already existing operators that
Jøsang introduced for Two-Edge Path and Multi-Edge Path trust discounting.
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Figure 4.20: Trust Discounting for Referral-Edge Path

The proposed Referral-Edge Path Discounting Operator

As part of this section, we propose a new Referral-Edge Path Discounting Operator (
 RE ) to
address the problem previously explained. The idea behind the new Referral-Edge Path Dis-
counting Operator is derived from the principles of the Uncertainty Favouring Operator that was
previously proposed in [13]. A notable distinction between our operator (see Eq. eq. (4.7)) and
the uncertainty favouring operator is that we focus on ensuring the projected probability of the
resulting discounted opinion (e.g.,, P [A ;B ]

C ) to be equal to the product of the projected probabilities
of the two original opinions prior discounting (e.g.,, P [A ;B ]

C = PA
B PB

C ).

There are two ways to achieve this, either by adjusting the belief and the disbelief, or the base
rate. We decided to adjust the base rate because the symmetry between belief and disbelief
implies that altering one necessitates a corresponding adjustment to the other. Furthermore, if
we refer to �g. 4.17, when discounting the referral trust edge AB and functional trust edge BX ,
we can observe that the base rate of the �nal discounted opinion ! [A ;B ]

X is equal to the base rate of
the functional trust edge. Therefore, adjusting the base rate of the referral trust will not impact the
base rate of the ultimate derived opinion. We de�ne the Referral-Edge Discounting Path Operator
(
 RE ) as follows:

! [A ;B ]
C = ! A

B 
 RE ! B
C : (4.7)

8
>>>><

>>>>:

b[A ;B ]
C = bA

B bB
C

d[A ;B ]
C = bA

B dB
C

u[A ;B ]
C = 1 � (b[A ;B ]

C + d[A ;B ]
C )

a[A ;B ]
C = (bA

B + uA
B aA

B )( bB
C + uB

C aB
C )� bA

B bB
C

1� bA
B (bB

C + dB
C )

Our proposed operator is associative, and it works in the same way for discounting two or multiple
referral edges (see �g. 4.20) without any inconsistencies.

4.3 TAM/TLEE Interface Explanation: RunTLEEMethod

Overview. The RunTLEE methodinvokes the core function of the TLEE that performs trust evalu-
ation based on a speci�ed trust model. It can take as input both static and dynamic trust models,
which are subsequently analyzed by different modules of the TLEE, as we have explained in more
details in the earlier sections of this chapter. The TLEE processes the trust network structures
of the Trust Models, which also include relationship data (i.e., trust opinions) to produce the �-
nal Actual Trust Level (ATL) for the Trust Model Instance received as input in this function call.
In �g. 4.21, we show the method signature.
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Figure 4.21: RunTLEEfunction call

Parameters.

1. trustmodelID (string ). This parameter is the unique identi�er for the Trust Model that
the TLEE receives as input. For static trust model instance, it is a permanent identi�er,
whereas, for dynamic trust model instances it is the template identi�er used by the TMM.

2. version (int ). This parameter tracks changes in the numerical values of the opinions of
the trust relationships in the in the Trust Model.

3. fingerprint (uint32 ). This parameter is the cryptographic hash of the trust model struc-
ture, and it changes whenever the graph topology changes. Its purpose is to enables
detection of structural modi�cations in the trust model.

4. structure (trustmodelstructure.TrustGraphStructure ). This parameter holds the
structure of the Trust Model, speci�ed as part of the TMM, including: Node relationships,
Fusion operators and Discount operators, providing information about how trust should be
computed and propagated.

5. values (map[string][]trustmodelstructure.TrustRelationship ). Lastly, this param-
eter holds the numerical trust opinions for each of the trust relationships in the Trust Model.
This values are calculated and updated by the TSM. As previously explained, the numerical
values of the trust opinions are used in the very �nal step of the TLEE, concretely as part
of the Evaluator component, when the ATL value is calculated. Until this component, the
TLEE operates on a symbolic level, enabling run-time modi�cations of the numerical values
of the opinions.

It is important to emphasize that during the design of the Trust Assessment Framework, the
version and fingerprint parameters were deliberately decoupled, to utilize a speci�c feature
of the TLEE, and optimize the engine's calculation and performance. Namely, the Expression
Synthesizer is the most computationally expensive component of the whole TLEE. As previously
explained, as part of the Expression Synthesizer, we build the expression. This expression is
only changing (i.e., it needs to be re-computed) when the structure of the Trust Model is chang-
ing. As long as the structure of the Trust Model instance remains the same—even in dynamic
models where only the numerical values of the trust opinions change—the TLEE will only trigger
the Evaluator component. Navigating to the two different types of changes as part of the Trust
Model instance, is enabled by both of these parameters.

Return values.

CONNECT D3.3 Page 73 of 171



D3.3 - CONNECT Trust & Risk Assessment and CAD Twinning Framework (Final Version)

1. Computed ATLs(map[string]subjectivelogic.QueryableOpinion ). Returns the ATLs,
one for each sub-trust model, as part of the Trust Model Instance. The return value is a
map where keys are the TMs identi�ers and the values are their computed trust opinions.

2. Error (error ). Returns any errors that occurred during execution. Nil if execution was
successful.

TLEE multithreading

The current TAF implementation leverages multithreading by spawning multiple workers as gor-
outines, each responsible for invoking the TLEE with a distinct set of TM instances in parallel.
Each worker independently instantiates its own TLEE, allowing multiple TLEE instances to run
concurrently—one per worker. This approach ensures that the TLEE itself does not need to be
multithreaded, as the concurrency is handled externally by the TAF-level workers. Since TMs
may differ in instance, version, and �ngerprint, isolating them per worker and per TLEE instance
ensures thread safety and simpli�es the system design.

4.4 Development Insights: From Implementation to Evalua-
tion

4.4.1 Design and Implementation Evolution

In the �rst design of the TAF, which is documented in [2], the TLEE and the rest of the TAF
components were designed without the central Trust Assessment Manager (TAM) component.
In this design, the TLEE was receiving the Trust Models directly from the Trust Model Manager
(TMM), and the numerical values of the opinions of the trust relationships, from the Trust Source
Manager (TMS), indicating two input interfaces to the TLEE, one with the TMM and one with
the TSM. In this design, the numerical trust opinions were kept decoupled from the Trust Model
(precisely the trust model structure), identifying the need for some synchronization mechanisms
for the structural changes of the network and the numerical changes of the trust opinions. Lastly,
as part of the �rst TAF design, the TLEE had a single output interface. Using this interface, the
outcome of the TLEE, i.e., the ATL for the whole Trust Network was sent to the Trust Decision
Engine (TDE). With the change of the conceptual design of the Trust Model in deliverable [5], now
encompassing not only the structure but also the opinion's numerical values, some of the issues
that emerged from the initial TAF design were mitigated. Additionally, as part of this deliverable,
we re�ned the TAF design by introducing the TAM, which, among other roles, now serves as a
central communication bus for all TAF components. The solution introduces a singular input and
output interface for all TAF components to communicate with the TLEE via the TAM. In alignment
with the updated TAF design, we have speci�ed a method with the designated signature of the
interface between the TAF and the TLEE, the RunTLEEfunctional call, as shown in �g. 4.21.
Consistent with the revised TAF architecture, we have formally de�ned the TAF-TLEE interface
speci�cation through the RunTLEEfunctional call, alongside the concrete signature, as shown
in �g. 4.21 and described in section 4.3.

Throughout the project, there were continuously changing requirements, which in response, re-
quired continuous re�nement in the design, the functional speci�cations and implementation of
the TLEE. These requirements originated from three primary sources: identi�cation of some
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limitations in the theory of the SL, modi�cations to the conceptual design of other TAF compo-
nents, and use case-driven necessities that mandated TAF adaptations. All of these categories of
changes required subsequent modi�cation of the TLEE implementation. One of these changes
was the introduction and the implementation of the Sub-Trust Model Extractor. In the initial de-
sign of the TAF and the �rst version of the TLEE implementation, the team was still contemplating
on how to consider the various propositions (i.e., variables in the leaves of the trust model),
especially within the formal framework of the Subjective Logic. Once we have agreed that we
consider these propositions as independent variables, we proceeded with implementing the Sub-
Trust Model Extractor. The concrete functional speci�cations of this component are described
in section 4.1. The second change was the implementation of the new trust discount operator for
referral paths (Referral-Edge Path discounting), as part of the TLEE. We have provided the formal
de�nition of the new trust discount operator in section 4.2.3, and have modi�ed the TLEE imple-
mentation to identify when this operator needs to be applied instead of the discount operator that
Jøsang proposes in his book [12]. We have done this by implementing a logic in the TLEE that
provides a speci�c analysis of the structure of the Trust Model (i.e., the trust network), and iden-
ti�es where the Referral-Edge Path discounting operator is necessary. And lastly, since Jøsang
in [12] considers only a single trust discount operator, we have designed the Trust Model, and
consequently, speci�ed the TLEE/TAM interface and the TLEE implementation, in accordance
with only a single discount operator. The implementation supported con�gurable trust fusion op-
erators within the Trust Model while employing the standard Trust Discount operator by default.
Hence, the most recent change in the TLEE was based on a newly identi�ed requirement from
the IMA use case, which required an option to specify different trust discount operators in the
trust model.

4.4.2 Evaluation Evolution

In Chapter 8 of deliverable D6.1 [6], we present a comprehensive benchmarking methodology
for evaluating the TLEE, along with detailed performance results. Our analysis focuses on the
TLEE's capability to process varying levels of complexity inherent in trust models, expression
construction, and evidence processing. The benchmarking framework systematically assesses
computational ef�ciency, scalability, and robustness under different workload conditions. Results
demonstrate the TLEE's ability to maintain consistent performance while accommodating increas-
ingly complex trust relationships and evidence-based reasoning tasks. These �ndings validate
the engine's design choices and provide measurable insights into its operational boundaries in
real-world deployment scenarios.

The performance assessment of the TLEE in Deliverable D6.1 [6] focused exclusively on stan-
dalone TLEE functionality, analyzing core computational metrics such as inference latency and
model-complexity scalability. In contrast, section 3.9 of this deliverable expands the evaluation
scope to the integrated Trust Assessment Framework (TAF), where the TLEE operates as a com-
ponent within the full system architecture.
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Chapter 5

Federated TAF Concepts

In this chapter, we describe four concepts of the federated TAF, which were created within the
CONNECT project. In Deliverable D3.2 [5], we developed three approaches of a federated TAF,
in which different types of information are exchanged between the individual TAF instances. It
was initially envisioned that the �rst two approaches would be implemented within the context
of this work package while the third approach was left to future work. However, none of these
approaches were appropriate for the use cases of the CONNECT project, where a federated TAF
is used. As a result, a further approach of a federated TAF was created and implemented. This
approach of the federated TAF (Case 4) will be evaluated in the context in the context of a use
case in D6.2. This chapter provide an overview of all approaches to present the current status of
the federated TAF concepts.

The trust assessment query interface of the TAF (see Chapter 3) enables the second concept
outlined in this chapter (although limited to the scope of propositions), while the NTM-based
federation implementation corresponds to the fourth concept of this chapter.

5.1 Case 1 - Request for an atomic opinion relative to a trust
source

In the �rst case, the federated TAF architecture is leveraged by the requesting TAF A to gain
access to the information provided by a remote source of trust evidence, aka trust source, acces-
sible to the petitioned TAF B.

Assumptions Let TAF A be the requesting entity and TAF B be the petitioned entity. We as-
sume that a secure communication channel exists between the containers hosting TAF A and TAF
B; furthermore, as per the CONNECT architecture, we assume that TAF A and TAF B have attes-
tation capabilities, and therefore, can produce trust evidence that can be exchanged to mutually
assure the trustworthiness of the federated TAFs. This includes evidence about the integrity of
the communication channel and authenticity of the sender.

Notation Consider the simple trust model depicted in the right hand side of Figure 5.1, where
! B

X

�
�
TAF B

denotes the trust opinion of node B (trustor) on node X (trustee), as evaluated in TAF B.
The two blocks on the side of the arrow between B and X represent two trust sources producing
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Figure 5.1: Case 1: Representation of the requesting TAF A (left) and the petitioned TAF B (right).

evidence relevant to the trust relationship. From these, the Trust Source Manager of TAF B
evaluates the atomic opinions ! B

X jT1

�
�
TAF B

and ! B
X jT2

�
�
TAF B

. The trust opinion ! B
X

�
�
TAF B

is evaluated
by TAF B by taking both atomic trust opinions into account. Notice that if only one atomic opinion
! B

X jT1

�
�
TAF B

is available, then ! B
X

�
�
TAF B

= ! B
X jT1

�
�
TAF B

.

Federation Refer to Figure 5.1, where trust opinions and atomic opinions evaluated in the re-
questing TAF A are depicted in red and trust opinions and atomic opinions evaluated in the pe-
titioned TAF B are depicted in blue. TAF A needs to complete an assessment which requires
to evaluate ! A

X

�
�
TAF A

, but since it does not have access to any relevant trust source, it cannot

evaluate it directly. However, TAF A knows that an atomic opinion ! B
X jT1

�
�
TAF B

is available in the
TAF B . The TAF A model hence triggers a federation request addressed to TAF B , requesting
! B

X jT1

�
�
TAF B

. As visible in Figure 5.1, TAF A does not know of the existence of the atomic opinion

! B
X jT2

�
�
TAF B

at TAF B .

TAF B responds with the required atomic opinion ! B
X jT1

�
�
TAF B

, which TAF A uses to evaluate

! B
X

�
�
TAF A

= ! B
X jT1

�
�
TAF B

. Moreover, TAF B provides its attestation evidence to TAF A , so that TAF A

has the atomic opinion ! A
B jT1

�
�
TAF A

. As a consequence, TAF A can evaluate ! A
B

�
�
TAF A

= ! A
B jT1

�
�
TAF A

.

Finally, TAF A can combine ! B
X

�
�
TAF A

and ! A
B

�
�
TAF A

to provide ! A
X

�
�
TAF A

= ! A;B
X

�
�
TAF A

using trust dis-
counting.

5.2 Case 2 - Request for a trust opinion for a single trust rela-
tionship

In this section we consider the case where the federated TAF architecture is leveraged by the
requesting TAF A not simply for querying an atomic opinion relative to an unaccessible trust
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Figure 5.2: Case 2: Representation of the requesting TAF A (left) and of the petitioned TAF B

(right).

Figure 5.3: Case 2: Representation of the requesting TAF A (left) and of the petitioned TAF B

(right).
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source, but to require the result of a trust opinion computation performed by the petitioned TAF B .
This case is very similar to case 1, just the way how the opinion is created differs.

Assumptions We consider the same assumptions as in the previous case. As before, TAF A is
the requesting entity TAF B is the petitioned entity.

Federation The TAF A and TAF B are depicted in Figure 5.2. As in Case 1, the TAF A model
needs to assess the opinion ! A

X

�
�
TAF A

, and it cannot evaluate it directly since it has not access to
any relevant trust source. This time, TAF A knows that TAF B is able to assess the trust opinion
! B

X

�
�
TAF B

. Then TAF A initiates the federation process,requesting ! B
X

�
�
TAF B

.

TAF B receives the federation request. Notice that, by the TAF B perspective, this is in principle
equivalent to receiving a TAR for ! B

X

�
�
TAF B

by an application. TAF B responds with the required

! B
X

�
�
TAF B

, which it evaluates as fusion of the trust sources ! B
X jT1

�
�
TAF B

and ! B
X jT2

�
�
TAF B

. Further-
more, TAF B sends its attestation evidence, which constitute a trust source for TAF A , which
evaluates the atomic opinion ! A

B jT1

�
�
TAF A

.

Finally, TAF A is able to discount the received opinion ! B
X

�
�
TAF B

by ! A
B

�
�
TAF A

, and to evaluate the

required ! A
X

�
�
TAF A

= ! A;B
X

�
�
TAF A

.

Federation (variation of TAF B ) To better illustrate this case we consider the federation pro-
cess in the same setting, with the variation of the TAF B depicted in Figure 5.3. As before TAF A

is initiating the federation to require ! B
X

�
�
TAF B

.This time TAF B evaluates ! B
X

�
�
TAF B

=! B ;Y
X

�
�
TAF B

, as

it would do in receiving a TAR for ! B
X

�
�
TAF B

.

Trust model design requirements For the above process to take place the following require-
ments need to be ful�lled:

• The requesting TAF A needs to know that the petitioned TAF B is able to evaluate ! B
X

�
�
TAF B

;

• The requesting TAF A and the petitioned TAF B reference trust opinion ! B
X

�
�
TAF B

in a unique
way.

The previous requirements are satis�ed if TAF A and TAF B share the notation and the semantics
of the elements in Figure 5.2. Notice that the requesting TAF A explicitly encodes the fact that
! B

X

�
�
TAF B

is evaluated by TAF B . Notice that this implies that TAF A does not need to know how

! B
X

�
�
TAF B

is evaluated by TAF B , which is an advantage towards computation distribution across
TAFs.

5.3 Case 3 - Distributed calculation of a trust opinion

In this section, we �nally consider a scenario where the federated TAF architecture is leveraged to
assess the same trust object, by TAF A and by TAF B . As a motivating example, imagine vehicle
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Figure 5.4: Case 2 Example: MEC-based V2X Node Trustworthiness Assessment Service

V and vehicle Y , in the same neighborhood, both receiving V2X data D from vehicle W . Both V
and Y are interested in assessing the trustworthiness of the data D , as explained for the Vehicle
TAF in Figure 5.4.

Both V and Y run the onboard misbehaviour detection service, and can produce trust evidence
both relevant to the V2X data D (data-centric misbehaviour detection) and to the vehicle as
source of V2X data W (node-centric misbehaviour detection). Both TAF V and TAF Y receive
TARs to evaluate the ATLs ! V

D

�
�
TAF V

and ! Y
D

�
�
TAF Y

, as detailed in Figure 5.5.

The interest in federating TAF V and TAF Y resides, in this case, in making the whole evidence
available at both sides, which is bene�cial because it should provide a reduction on the uncer-
tainty on both ATLs. The most straightforward way to achieve this is by implementing federation
instances so that all the atomic opinions from the trust sources can be shared. This is shown in
Figure 5.6.

Sharing all the available atomic opinions would require several federation requests to take place
(one for each shared atomic opinion). This has the drawback both of provoking a communication
overhead (due to the multiple federation processes) and a potential increase in the complexity of
both TAF V and TAF Y , which need to embed information about all the available trust sources.
For these reasons, the federation solution that appears most favorable is the one depicted in
Figure 5.7. In this case, only two federation processes take place (one from TAF V towards
TAF Y , and one from TAF Y towards TAF V ). Notice that the �nal ATLs ! V

D

�
�
TAF V

and ! Y
D

�
�
TAF Y

will

have the same value only if both ! V
Y

�
�
TAF V

and ! Y
V

�
�
TAF Y

correspond to full belief, zero uncertainty
opinions. In this case, TAF V and TAF Y may be understood to work on the same global trust
model; and the federation principle allows a distributed evaluation of the required ATL, where half
of the computation is performed by TAF V and the other half by TAF Y .

Note that there can be cases where evaluation of TAF V evaluates back to TAF Y and this might
lead to (prohibited) circular evaluations that are not identi�able in any single trust model. There-
fore, we only allow forward and no backward references, i.e., if TAF V references TAF Y then if
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Figure 5.5: Example: two vehicles. Standalone case.

Figure 5.6: Example: two vehicles. Federation, sharing of the atomic opinions from the trust
sources.
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Figure 5.7: Example: two vehicles. Federation, sharing of trust opinions.

evaluation of a trust object in TAF Y encounters a link back to TAF V , the evaluation would be
aborted and fail. A more complex algorithm to avoid cycles can be envisioned.

5.4 Case 4 - Pushing actual trustworthiness level (ATL) up-
dates

Next up, we cover a more speci�c variant of the second case. This case was created as an
additional approach of the federated TAF beyond what was included in Deliverable D3.2 and was
implemented in the context of the CONNECT project. Here, we only focus on the actual trustwor-
thiness levels as the only trust relationships shared between federated nodes. Furthermore, this
variant uses a push-based communication approach instead of a pull-based approach.

Assumptions Again, as in the second case, TAF A is the receiving entity and TAF B is the
sending entity. TAF A is considering the trustworthiness of certain entities in its trust models and
requires TAF B to provide their derived opinions (ATLs) on them, without knowing internal details
of TAF B 's trust models.

Federation TAF B hosts a trust model in which certain ATLs might be of interest for other TAF
instances. TAF B maintains a mutlicast group of other TAFs to feed ATL update to. After TAF A

has registered at TAF B , TAF B sends change noti�cations to TAF A once the ATLs have changed.
By limiting the queryable entities to ATL values (leaf nodes), the internals of the used trust models
used by the providing TAF B stay hidden.
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Trust model design requirements The outlined approach are based on the following require-
ments:

• The subscribing TAF A needs to know that TAF B is able to provide relevant ATLs (irrespec-
tive of the speci�c trust models);

• The subscribing TAF A is using a trust model that relies on node trustworthiness messages
(NTMs) as a trust source, hence TAF B becomes a trust source for TAF A when sending
trust noti�cations.
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Chapter 6

Trust Assessment Framework inside a TEE

6.1 Motivation

The CONNECT TAF framework introduces trust-aware decision-making for managing CCAM
functions throughout their lifecycle. For instance, if a safety-critical CCAM function is deployed
on an ECU that begins to exhibit signs of faulty behavior, the ATL value associated with that
ECU is expected to decrease signi�cantly. This drop would then trigger the enforcement of an
appropriate security control strategy—such as migrating the function to another ECU within the
vehicle. From this example, it becomes obvious that it is of paramount importance to provide the
necessary safeguards when it comes to the TAF deployment. In fact, this is also re�ected in the
trust requirement FR TR 5 documented in D2.2 [7] by which the deployed TAF instance needs to
operate under resilience and robustness assurances.

To this extent, it becomes obvious that the CONNECT TAF is a critical service that participates in
continuous monitoring and enforcement of security controls and policies in the system. Hence,
it needs to be treated as a Trusted Component within the in-vehicle architecture and, as such,
it needs to be deployed with the necessary assurances attesting to the correctness of its state
during runtime. This opens the investigation of placing the entire TAF functionality within a Trusted
Execution Environment as illustrated in the overarching CONNECT Architecture [7].

In the �rst release of the overarching CONNECT framework, focus is put on the evaluation of the
TAF service as a standalone element outside of any trusted execution environment. From this
evaluation, it is clear that the 60-70 milliseconds required to derive a trust decision showcase the
potential to support the safety-critical CCAM applications presented in [6] and the de�ned runtime
barrier of 200 milliseconds.

As we progress toward the second release of the CONNECT framework, a key question arises
concerning the overhead introduced by the Trusted Execution Environment and its impact on the
overall runtime performance of the TAF. In the following section, we conduct an initial evaluation
of the performance overhead associated with different types of TEEs, using the Gramine LibOS
runtime as documented in [8]. Speci�cally, this process of ”graminizing” the TAF application in-
volves the speci�cation of the Gramine Manifest ile that describes all the software stack (including
the TAF application) and con�guration that needs to be executed inside the enclave. To do so,
we de�ne a trust model template designed to incrementally stress the TAF's computational logic.
Based on this model, we assess the additional runtime cost introduced by three TEE con�gu-
rations: (1) a software-based TEE utilizing Gramine Direct capabilities, (2) a hardware-backed
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TEE by integrating the graminized TAF application with an Intel SGX-enabled host system that
provides a full hardware root of trust, and (3) a hardware-based TEE through the deployment of
the TAF service inside a TDX Trusted VM.

6.2 Experimental Setup

Going beyond the microbenchmarking in the context of the IMA use case [6], for this evaluation
we want to de�ne a scenario that will gradually increase the complexity with respect to the internal
operations that need to be performed within the TAF component. Consequently, in this section
we consider a simple trust model deployed on a TAF agent running on a MEC infrastructure (or a
Road-Side Unit).

In this context, the TAF agent sequentially receives a new trustworthiness claim from a vehicle in
its vicinity. According to this scenario, each vehicle transmits a single set of evidence and then
stops interacting with the TAF. This triggers the TAF to instantiate a new trust model instance to
keep track of the trustworthiness of both the vehicle and the data that it transmits to the MEC.
The trust model instance describing the relationships for a single vehicle V1 is presented in Figure
6.1. For the entire lifespan of the experiment, all the trust model instances are maintained; the
Time-To-Live parameter for the trust model instances is intentionally set to high number (i.e., 1
hour) so that no vehicle is considered detached and all trust model instances are persisted inside
the TAF instance.

The received trustworthiness claims used to quantify the relevant trust opinions are slightly dif-
ferent for the purposes of this evaluation (Table 6.1. For the trust opinion of the analyst node A
on the integrity of the vehicle V1, ! A

V1
, attestation evidence is collected proving the correct con-

�guration of the OBU system (i.e., running the correct software stack). For the trust opinion on
the integrity of the data, ! A

C1
, relevant data traces are used. The extracted evidence claims from

the data traces show indications that the transmitted data are sent successfully without any cyclic
redundancy check (CRC) errors. In addition, the data traces include evidence pertaining to the
resilience of the communication channel. To provide more evidence on the runtime execution of
the in-vehicle network, traces regarding the isolation of the device applications are provided. Fi-
nally, a data trace includes a network telemetry metric, namely the round-trip time corresponding
to the transmission of the data. Of course, as applied in the evaluations of D6.1 [6], the internal
trust opinion, ! V1

C1
, is assumed to have a trust opinion of full belief.

Concerning the execution of the scenario, we are running the TAF agent on a host machine
with a single Intel® Xeon® processor D-1736NT CPU @ 2.70GHz with 8 cores and 256 GB
RAM. To simulate the transmission of trustworthiness claims from different vehicle nodes each
time, we have developed a simple script that initially con�gures the TAF agent (i.e., using a
TAS INIT REQUEST to con�gure the trust model template and a TAS SUBSCRIBE REQUEST
to subscribe for new trust assessment reports). Then, with a frequency of one second, the
script sends a single trustworthiness claim each time representing a different vehicle identi�er.
To further stress the TAF computation logic, the trust model is developed so that upon receiving
a new message, the new trust model instance is created, and then the TLEE is invoked to re-
calculate the ATL value for all the trust model instances that are available in memory. The script
is executed until there are 100 vehicles simulated (and thus 100 trust model instances maintained
inside the Trust Model Manager component).
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Figure 6.1: Simpli�ed trust model for experimentation in different TEE environments

Opinion Default
! (b ; d ; u )

Evidence Trust Property

! A
V1

(0; 0; 1) Binary Integrity Measurement List Software Stack Con�guration Integrity

! A
C 1

(0; 0; 1)
CRC Checks/Sequence numbers Communication Integrity
Net�ow headers Communication Resilience
Isolation level Source Integrity
Round-Trip time Communication Availability

Table 6.1: Trust model information for organization A: Trustworthiness evidence and trust quan-
ti�cation weights.

6.2.1 Baseline TAF execution

To seamlessly evaluate the TEE overhead in the TAF runtime execution, we containerize the
TAF executable and manage it through the Docker runtime environment. Listing 6.1 presents the
docker-compose.yml con�guration �le that is used to deploy the TAF as a docker service (lines
1-10) and the necessary Kafka (lines 12-39) and Zookeeper (lines 41-57) services to interact
with the TAF service. By running the ”docker compose up -d” command, all the services are
spawned and we are ready to run the evaluation script and collect our measurements. The
evaluation is executed with three concrete scenarios: i) all 100 vehicles report positive data, ii)
30% of the vehicles report failed CIV attestation appraisals, and iii) 70% of the vehicles report
failed CIV attestation appraisals. With this we want to capture the runtime overhead that the trust
quanti�cation function may infer to the overall runtime assessment. This is due to the fact that
upon receiving a failed attestation, the rest of the quanti�cation function logic is omitted and the
trust opinion is immediately set to full disbelief.

1 taf :
2 image : ubi / taf :1.0 - perf - level -of - isolat ion
3 container_name : mec_taf
4 entrypoint : [" sh", " -c" , " TAF_CONFIG =/ app / res / taf . json /app /

out /main "]
5 volumes :
6 - ./ taf /main :/ app /out /main : ro
7 - ./ taf / taf . json :/ app / res / taf . json : ro
8 depends_on :
9 - kafka

10 network_mode : host
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11

12 kafka :
13 image : conf luent inc /cp -kafka :7.6.0
14 container_name : " kafka "
15 hostname : kafka
16 environment :
17 KAFKA_BROKER_ID : 1
18 KAFKA_ZOOKEEPER_CONNECT : zookeeper :2181
19 KAFKA_LISTENERS : DOCKER_INTERNAL ://0.0.0.0:9092 , LOCALHOST

://0.0.0.0:9091 , EXTERNAL ://0.0.0.0:9093
20 KAFKA_ADVERTISED_LISTENERS : DOCKER_INTERNAL :// kafka :9092 ,

LOCALHOST ://127.0.0.1:9091 , EXTERNAL :/ /192.168.2.14:9093
21 KAFKA_LISTENER_SECURITY_PROTOCOL_MAP : DOCKER_INTERNAL :

PLAINTEXT , LOCALHOST :PLAINTEXT , EXTERNAL : PLAINTEXT
22 KAFKA_INTER_BROKER_LISTENER_NAME : DOCKER_INTERNAL
23 KAFKA_OFFSETS_TOPIC_REPLICATION_FACTOR : 1
24 KAFKA_LOG_RETENTION_HOURS : 48
25 KAFKA_TRANSACTION_STATE_LOG_MIN_ISR : 1
26 KAFKA_TRANSACTION_STATE_LOG_REPLICATION_FACTOR : 1
27 KAFKA_GROUP_INITIAL_REBALANCE_DELAY_MS : 0
28 ports :
29 - 9093:9093
30 - 9091:9091
31 volumes :
32 - kafka :/ var / l ib / kafka /data
33 depends_on :
34 - zookeeper
35 logging :
36 options :
37 max -size : "10m"
38 max - fi le : "10"
39 restart : unless - stopped
40

41 zookeeper :
42 image : conf luent inc /cp - zookeeper :7.6.0
43 container_name : " zookeeper "
44 hostname : zookeeper
45 environment :
46 ZOOKEEPER_CLIENT_PORT : 2181
47 ZOOKEEPER_TICK_TIME : 2000
48 ports :
49 - 2181:2181
50 volumes :
51 - zookeeper -data :/ var / l ib / zookeeper /data
52 - zookeeper - logs :/ var / l ib / zookeeper / log
53 logging :
54 options :
55 max -size : "10m"
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56 max - fi le : "10"
57 restart : unless - stopped
58

59 volumes :
60 kafka :
61 name: demo_kafka
62 zookeeper -data :
63 name: demo_zookeeper -data
64 zookeeper - logs :
65 name: demo_zookeeper - logs

Listing 6.1: Docker�le for experimentation

6.2.2 TAF as a Gramine application (Sw- and Hw-based TEE)

When transitioning to a software-based TEE, there is additional pre-processing that needs to take
place prior to the TAF service deployment. Speci�cally, in the context of enclave applications us-
ing Gramine LibOS, it is essential that the enclave Manifest is speci�ed. The Manifest is basically
an application-speci�c con�guration text �le that speci�es the environment and resources for run-
ning an application inside Gramine. The Manifest template �le that is used for describing the TAF
enclave is presented in Listing 6.2. Once speci�ed, this Manifest template is subjected to the
Sealing process, where it is being signed by a Sealing Authority (e.g., the Security Administrator
operating the CONNECT Cloud infrastructure) to derive the �nal Manifest �le. This signed proof
of the con�guration speci�cs of the TAF enables the secure launch of the graminized applica-
tion; i.e., the TAF cannot secure launch as a service without the proper con�guration �les and
packages.

By inspecting Listing 6.2, we can observe that in the manifest template we specify the path to
the expected TAF con�guration �le (lines 8, 17) and the URI for the actual TAF executable �le
(line 16). Once subjected to the sealing process, the hash of each �le is computed, meaning that
they cannot be tampered with prior to their execution inside the enclave. In addition, inside the
manifest we can specify performance-related settings such as the stack size of each thread in
each enclave (line 20; set to 2MB) and the entire memory required for the TAF enclave to operate
(line 25; set to 2GB).

1 # Copyright (C) 2023 Gramine contr ibutors
2 # SPDX -License - Ident i f ier : BSD -3- Clause
3

4 l ibos . entrypoint = "/ app /out /main "
5 loader . log_level = "{{ log_level }}"
6 loader . entrypoint = " fi le :{{ gramine . l ibos }}"
7 loader .env . LD_LIBRARY_PATH = "/ lib :/ l ib :{{ arch_l ibdir }}:/ usr /{{

arch_l ibdir }}"
8 loader .env . TAF_CONFIG ="/ app / res / taf . json "
9

10 # loader .argv = ["/ app /out /main "]
11

12 fs .mounts = [
13 { path = "/ l ib " , uri = " fi le :{{ gramine . runt imedir () }}" } ,
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14 { path = "/ etc / hosts " , uri = " fi le :/ etc / hosts " } ,
15 { path = "/ app / res ", uri = " fi le :/ app / res " } ,
16 { path = "/ app /out /main ", uri = " fi le :/ app /out /main " } ,
17 { path = "/ app / res / taf . json ", uri = " fi le :/ app / res / taf . json " } ,
18 ]
19

20 sys . stack . size = "2M"
21 sys . enable_extra_runt ime_domain_names_conf = true
22

23 sgx .debug = true
24 sgx . edmm_enable = ' false '
25 sgx . enclave_size = '2G'
26 sgx . max_threads = '32 '
27

28 sgx . trusted_f i les = [
29 " f i le :{{ gramine . l ibos }}" ,
30 " f i le :{{ gramine . runt imedir () }}/" ,
31 " f i le :/ etc / hosts " ,
32 " f i le :/ app /out /main ",
33 " f i le :/ app / res / taf . json "
34 ]
35

36 sgx . al lowed_f i les = [
37 " f i le :/ app / res / cert / tchkeys_publ ic_key .pem",
38 ]

Listing 6.2: Gramine Manifest Template to generate TAF as an enclavized application

As already mentioned, from the sealing process the output is a set of �les describing all the
integrity checks for the expected con�guration characteristics of the TAF graminized application
and the authenticity check showing that this manifest is signed by the expected signing authority.
In order to run the TEE-backed TAF service using the Docker runtime, we need to update the
command that launches the TAF process (i.e., entrypoint command) and pass the sealed manifest
�les to the container environment. Listing 6.3 lists the updated description of the TAF service in
the docker-compose.yml deployment con�guration �le. Compared to the plain TAF service, we
can see that in order for the enclavized application to work inside the containerized environment,
we need to expose the host the SGX drivers through the devices in lines 5-6 of Listing 6.3. In
addition to that, lines 7-8 provide the necessary custom pro�le to run gramine-direct applications
inside the docker containers, useful for evaluating the software-based TEE �avor of the TAF
service. Finally, a key differentiator between the two TEE-based TAF instances is the entrypoint
command. For the software-based TEE version, the TAF service is deployed using the entrypoint
in line 9, while for the full-�edged, SGX-rooted graminized application the TAF is deployed by
replacing the entrypoint with the commented line 10 (Listing 6.3).

1 taf :
2 image : ubi / taf :1.0 - perf - level -of - isolat ion
3 container_name : mec_taf
4 devices :
5 - "/ dev / sgx_enclave :/ dev / sgx_enclave "
6 - "/ dev / sgx_provision :/ dev / sgx_provision "
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7 securi ty_opt :
8 - seccomp =./ docker . json
9 entrypoint : [" sh", " -c" , gramine -direct taf ] # For Sw -based

TEE
10 # entrypoint : [" sh", " -c" , gramine -sgx taf ] # For Hw -based TEE
11 volumes :
12 - ./ taf / taf . manifest . sgx :/ app / taf . manifest . sgx : ro
13 - ./ taf / taf . sig :/ app / taf . sig : ro
14 - ./ taf / taf . manifest :/ app / taf . manifest : ro
15 - ./ taf /main :/ app /out /main : ro
16 - ./ taf / taf . json :/ app / res / taf . json : ro
17 - ./ taf / hosts :/ etc / hosts : ro
18 depends_on :
19 - kafka
20 network_mode : host
21

22 # The remainder of the fi le remains as is
Listing 6.3: Docker�le for experimentation (TAF as a graminized application)

6.2.3 TAF inside a Trusted VM (TDX)

For the �nal evaluation phase, we have launched an Ubuntu-based virtual machine operating
within a Trusted Domain Extensions (TDX) environment. The VM is con�gured as a trusted
execution environment (TEE), inside its own Trust Domain (TD). This provides the necessary
con�dentiality and integrity of the application and its data, even in the presence of a potentially
compromised host or hypervisor.

Once the Trusted VM is con�gured and deployed, we deploy the TAF agent as a typical go appli-
cation, as we do in the baseline scenario. For the instantiation of the TDX VM, we did not specify
custom resource parameters; instead, we relied on the default CPU and memory con�gurations
provided by QEMU during VM launch. This setup demonstrates a minimal and reproducible de-
ployment approach suitable for evaluating TDX-based security guarantees.

6.3 Performance Evaluation and Take-away messages

As mentioned in the experimentation setup, the scenario is executed three consecutive times:

• All positive traces : All 100 vehicles report positive traces about the vehicle's correct state
and the transmitted data.

• 30% failing vehicles : 30 out of the 100 vehicles report negative traces about the vehicle's
correct state due to an invalid CIV reports.

• 70% failing vehicles : 70 out of the 100 vehicles report negative traces about the vehicle's
correct state due to an invalid CIV report.

The following �gures showcase the TEE overhead on the TAF execution considering the afore-
mentioned scenarios. By comparing Figures 6.2 - 6.4, we quickly observe that the actual content
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of the trustworthiness claims do not cause any impact on the TAF runtime. In fact, this is an
expected behavior considering the simple operations selected in the trust quanti�cation functions
allowing the mapping of concrete evidence to subjective logic opinions in constant time (see
Chapter 9). That being said, we will focus on Figure 6.2 for the interpretation of the overhead
posed by a TEE environment.

From the plot of Figure 6.2, it is clear that the SGX-based poses a non-negligible overhead on
the overall TAF execution. Recall that the monitored execution refers to the duration of the TAF to
process the incoming trustworthiness claim, quantify the corresponding trust opinions stemming
from the evidence and eventually re-calculate the ATL values for all trust model instances that
are persisted in-memory. One critical think to notice is that only in the case of the SGX-enabled
enclave, the increase in the in-memory storage requirements (i.e., due to the need of storing
more and more trust models) leads to an gradual increase in the overhead that the TEE poses in
the overall TAF runtime performance.

Based on the previous observation, Table 6.2 provides additional insight on the additional over-
head posed by the two TEE environments. Speci�cally, it is clear that the average overhead
identi�ed in this scenario is slightly below 40%. At the same time, regardless of the additional
computational overhead (i.e., increase in the number of vehicles and trust models that need to be
maintained) the additional overhead posed by the software-based TEE version has a standard
deviation of 9.31%, indicating that the overhead is small and generally below 10%.

Finally, one key takeaway message is related to the runtime performance of the TAF service when
executed inside a Trusted VM deployed in a TDX-capable machine. Of course, having executed
the TAF instance as a typical GoLang executable - i.e., not managed as a docker container -
on a completely different machine does not allow the direct comparison with the aforementioned
measurements. However, it demonstrates that the adoption of latest trusted computing exten-
sions could potentially unlock the secure and trustworthy deployment of core application- and
trust- related functions, while also respecting the runtime constraints posed by the safety-critical
CCAM ecosystem. Speci�cally, by adopting such TDX-capable infrastructure at the MEC layer
may unlock the secure task of�oading of critical functions (e.g., inference of video stream data in
the context of slow moving detection objects) or the federation of TAF agents achieving a wider
perception of the target environment.

Table 6.2: Average and Standard Deviation of Overhead Measurements

Overhead Metric SW-based TEE Overhead HW-based TEE Overhead

Average (AVG) 6.59% 38.78%
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Figure 6.2: Overhead of placing TAF inside a TEE environment (All positive traces)

Figure 6.3: Overhead of placing TAF inside a TEE environment (30% of the vehicles report CIV
violation)
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Figure 6.4: Overhead of placing TAF inside a TEE environment (70% of the vehicles report CIV
violation)

CONNECT D3.3 Page 93 of 171



D3.3 - CONNECT Trust & Risk Assessment and CAD Twinning Framework (Final Version)

Chapter 7

Digital Twin

7.1 Motivations for a Digital Twin

Traditionally, a Digital Twin is an architectural pattern where the state of a physical entity is repli-
cated in some way in the digital space. This replication can leverage various technologies like
sensors to observe the physical entity, data connections to components inside the physical entity,
simulation models which represents the entity's behaviour or 3D/2D models representing the en-
tity. Digital Twins can be used in a range of different use cases, most commonly related to system
monitoring, prediction of maintenance, change management or remote operation.

In CONNECT, we want to use such a Digital Twin to support of�oading the processing of Trust
Assessment Requests from a TAF inside a vehicle to a MEC server. One rationale behind this
use case is that Trust Models and Trust Sources may become so large and complex that the
computations performed to obtain the Trust Levels will require too much computing power for the
processing capabilities available inside a vehicle. With the CONNECT architecture also taking
advantage of the capabilities of Edge Computing, we consider it possible to perform those com-
putations in a much less restricted environment while staying close enough to the vehicle in order
to achieve acceptable latencies.

So in CONNECT, a digital twin of a trust assessment framework (termed TAF-DT) represents a
remote replica of a vehicle's TAF, including all of its state, like trust models, trust sources, and
inference capabilities which runs in a MEC device. This is similar but not identical to the de�nition
of digital twins given above, as we do not create a model of a physical entity, but rather replicate
a model of trust relationships in a second location.

The of�oading capability offered by a TAF-DT could be especially worthwhile in the context of
a federated TAF when a MEC server running a TAF-DT for a vehicle could query that vehicle's
TAF (or rather its digital twin) without actually communicating with that vehicle. Instead, it now
becomes possible to query the state of other vehicles, or trigger computations involving their trust
models, without imposing additional load on those vehicles or the network. This would provide
numerous advantages, for example, it lessens delays caused by higher priority computations
needing to be run on a vehicle when a federated request is received or reduces the exposure of
vehicles to denial of service via �ooding them with federated requests.

On the other hand, it also creates new challenges to be solved, foremost the replication and
synchronisation of the TAF-DT with the original TAF (also called main TAF).

In this chapter, we analyse the TAF-DT in terms of challenges, and requirements, and also pro-
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vide generic architectural foundations. We also provide an analysis of how components could
be distributed in a Digital Twin deployment and the speci�cation of a synchronization protocol
including the associated messages. Finally, we present the results of a preliminary evaluation of
the overheads introduced by using a Digital Twin to of�oad trust computations in the CONNECT
architecture, and an outlook on future developments.

7.1.1 Challenges

In this section, we identify the main challenges to design a TAF-DT. While we will not be able to
tackle all of them in CONNECT due to limited resources and time, we still aim to provide pointers
on how to resolve them.

The core challenge will be to keep the TAF-DT's state consistent with the main TAF, ensure
availability of both TAFs, while still allowing some partitioning tolerance. These three properties
are interlinked and the CAP (consistency, availability, partition tolerance) theorem shows that only
two of them can be guaranteed at the same time, so some compromises will have to be made.

• Consistency of state: While strict consistency may come with an unacceptable burden in
latency and network overhead, the main TAF and TAF-DT should be eventually consistent,
i.e., always converge to the same state. Also the drift of state between both should be
limited. As ensuring perfect synchronization between the twin and the physical counterpart
is not something we can expect to do easily, to address this challenge we plan to study how
trust opinions behave when introducing small changes in the underlying trust model.

• Availability: A stable communication link between main TAF and TAF-DT must be main-
tained while respecting the intermittent nature of automotive communication. While TCP
provides many of the required properties, it is not particularly suited for vehicular communi-
cation. Another problem for availability will be handovers where the vehicle moves from one
cell to another. Pseudonym changes would be another challenge, however, for our practical
design and implementation, this will be disregarded to contain complexity.

• Latency: Ensuring timely responses and communication between TAFs is a precondition to
enable consistency and maintain latency requirements of applications. While this is already
challenging for the standalone TAF, federated TAF and TAF-DT will have additional sources
of latency. For the TAF-DT this might be caused mainly by synchronization delays. On the
other hand, a MEC server querying a local TAF-DT instead of a remote TAF in a vehicle
might also bring advantages in terms of latency. Note that in CONNECT, we will only be able
to address some aspects of latency, as we do not have full control of the cellular network
and telecommunication operator infrastructure.

• Con�dentiality of TAF: Because the TAF-DT replicates the state of a vehicle, it also con-
tains con�dential information about this vehicle and its trust model, so we must make sure
that this state does not leak outside of the TAF-DT execution environment. To achieve this,
we plan to rely on trusted execution environments investigated in CONNECT in the form of
Intel SGX and GRAMINE.

• Integrity of Computation: The TAF-DT will be tasked with trust computations on behalf
of the vehicle, but it will run outside of the control of said vehicle. Any entities querying
the TAF-DT must be able to trust that the TAF-DT itself is trustworthy and its computations
cannot be manipulated, for example, by a maliciously manipulated MEC server. To this end,
we also plan to leverage trusted execution environments.
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Depending on the targeted use cases, a Digital Twin can be implemented in different ways. For
example when focusing on Asset management (e.g. for maintenance prediction and equipment
monitoring) the bulk of it would be time series made from telemetry data captured by sensors on
the physical counterpart. In other use cases, for example if the digital twin itself produces data, it
could also contain a simulation model, a 3D representation of the physical counterpart etc..

As our TAF-DT represents a very special notion of a digital twin, we come up with speci�c chal-
lenges and requirements.

As a result, we should correctly identify the scope of the digital twin use case and derive ap-
propriate requirements in order to take appropriate design decisions and select the appropriate
technologies to implement it.

7.1.2 Requirements

To ful�ll the objectives highlighted previously we de�ne a number of requirements on the TAF-DT

Execution of the TAF computations related to a speci�c TAF instance in an edge node

Description
The TAF-DT must be able to transfer requests issued locally in a vehicle
to a remote instance of the TAF and execute it there.

Rationale This requirement implements the basic of�oading functionality.

TAF computations in the edge node are based on a replica of the TAF instance state

Description
The two TAF instances must be able to communicate and synchronize
their internal state with suf�cient quality.

Rationale

In order to achieve suf�ciently comparable outcomes on trust computa-
tions, the state of the standalone TAF in the vehicle and the TAF-DT must
remain synchronized. Strict consistency will very likely violate latency and
other QoS requirements of applications. Therefore, a weaker form of con-
sistency (like eventual consistency) is aimed for. Furthermore, we assume
that a event-based update mechanism will be used that delivers events
which change the state in parallel to both nodes. The update mechanism
can also be opportunistic in that it uses spare communication bandwidth
for synchronization.

Communication with other TAF instances inside MEC

Description
A TAF-DT instance must be able to interact with other TAF instances (in
particular those inside the same MEC server) in order to query their opin-
ions or publish its own.

Rationale
This requirement enables functionalities necessary to use replicated TAF
instances in a federation use case.

Con�dentiality of the TAF internal state inside the edge node

Description
An edge node must not be able to read or infer the internal state of the
replicated TAF instances it hosts.

Rationale

The TAF-DT replicates the internal state of a component of the vehicle.
It is the responsibility of the vehicle to allow access to part of its state.
Therefore the TAF-DT must not disclose state beyond what the admitted
TARs would reveal anyways.
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Integrity of the TAF internal state inside the edge node

Description
An edge node must not be able to modify the internal state of the replicated
TAF instances it hosts.

Rationale
The TAF-DT replicates the internal state of a trusted component of the
vehicle. The TAF-DT must ensure that it accurately re�ects this state.

7.1.3 Implementation in CONNECT

Evaluation of results

In CONNECT, we are mainly interested in the ability of the edge to complement interactions
with vehicles. The TAF-DT is mainly pursued as an illustration of these interactions as it can be
queried either from a vehicle or the edge. The main research questions to be addressed by the
TAF-DT in CONNECT are the following:

• What are the synchronization constraints between the trust model of the vehicle and
of the digital twin which should be considered to produce useful results? These
constraints may refer to a minimum frequency for pushing updates from the vehicle to the
twin, whether it is necessary to synchronize the whole state at once or if it can be done
incrementally. These results will inform us on the viable solution space for implementing an
of�oaded trust management solution. The trade-off between consistency of state between
the two entities and added latency needs to be investigated through simulation studies.

• Which strategies can be used to minimize the amount of data transfers to synchro-
nise the twin and the vehicle? For example, if we can synchronize the trust model par-
tially, how to choose which parts will be transferred? Or can we let the twin build parts of
the trust model autonomously and resolve disagreements later? This may lead to identify
research opportunities to explore further.

• Is it feasible to of�oad the computations of trust opinions for a vehicle to a digital
twin? Based on the results of exploring the previous questions, and taking into account the
state of the art regarding the performances of 5G networks, we should be able to compare
the requirements for our digital twin solutions to what should be achievable. We also plan
to demonstrate the of�oading capability in the Slow Moving Traf�c Detection use case to
provide concrete feedback on the deployment.

As a result, to assess the bene�t provided by the TAF-DT, we focus our experiments on the
latency overhead added when keeping the state consistent. This divergence will be measured
mainly according to the synchronisation rate. The baseline to compare with is the case without
TAF-DT where the MEC or an entity sending a TAR have to resort directly to a standalone TAF.

Limitations

In this experiment, we only replicate the TAF and not the whole vehicle as a more comprehensive
digital twin would do.
A limitation of our approach will be that performance analysis and measurements will have to
resort to a simulation toolchain based on virtual machines, and not be integrated and measured
in a real vehicle and edge node. This is partly due to resource constraints, but also due to
replicability and controllability of the experiments. The CONNECT consortium does not include
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any telecommunication operator which could host the edge node as part of their infrastructure,
so any performance evaluation would miss the actual network performance part.

7.2 Architecture of TAF-DT

7.2.1 Digital Twin reference architecture

Standards are currently being developed to assist in leveraging the Digital Twin Pattern in a sys-
tem architecture. Most notably ISO/IEC 30188 aims to de�ne reference architectures for a variety
of use cases. These reference architectures de�ne viewpoints to help different stakeholders de-
sign, implement, build or use the system. In the following, we will focus on the Foundational and
Functional viewpoints as we are in the early design phases.

The Foundational viewpoint covers concerns such as ”What is the Digital Twin?”, ”What are the
implications of building this system as a Digital Twin?”, ”What are the bene�ts of using a Digital
Twin?”, as well as an overview of what is being twinned and how the lifecycles of the twinned
object and its digital representation interact together. This viewpoint is roughly covered by the
previous section on the motivations behind this Digital Twin.

The Functional viewpoint is de�ned according to the following taxonomy of base functions: De-
�ne, Execute, Monitor, Measure, Analyse, Control and Optimise. In the Design phase of the
digital entity lifecycle, the proposed functions to consider are the following:

Base function Functions
De�ne • Model design

• Digital thread design
• Digital twin system design

Execute • Better understanding and selection of tools, techniques and data
Monitor & Measure • Visual design

• Simulation of digital twin implementation process
Analyse • Better understanding and analysis of physical entities
Control • Reduce system cost

Optimise • Realize design optimization

Table 7.1: Functions of a Digital Twin in the Design phase

7.2.2 Functional architecture

To further de�ne the Functional viewpoint of the TAF-DT architecture, we go back to the following
�gure highlighting the main functions in deliverable D2.1.

The elements de�ned in this �gure are as such:

Target and assistance functions

For the Target function, the Vehicle TEE trust management is the standalone TAF, i.e. the function
which computes trust levels based on a trust model and trust sources.
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Figure 7.1: Main functions of the TAF-DT

For the Assistance functions, Trust calculation corresponds to the of�oading capability and Trust
information sharing to exchange capabilities, for example to the Federated TAF.

Points of interaction

Interactions between the twin and the physical counterpart can occur in both direction:

• Physical to Twin:

X Synchronisation module integrated inside local TAF. This module is used to synchro-
nise changes in the trust model from a vehicle to its twin.

X Sensors connected to MEC infrastructure. Used to gather information from V2X mes-
sages which could also be fed into the digital twin.

• Twin to Physical:

X Trust computation results. These computations are triggered from requests issued by
the vehicle or a remote query.

Support functions

On top of the main functions of a digital twin, we need other functions to support the deployment,
execution and ensure security of the TAF-DT:

• Management by MEC:

X Create and Destroy twin instances. The MEC infrastructure is in charge of managing
the containers in which the digital twin will be hosted, to deploy them inside trusted
enclaves and securely destroying them when they are no longer needed.

X Route requests to the correct node. The vehicle does not know in advance where or
how the digital twin will be deployed so the MEC will have to provide a mechanism
either to route transparently requests addressed to a well-known contact point or to
provide the speci�c contact addresses after deployment.
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X Provide simulated network between twin instances. To support communication be-
tween TAF instances, for example in federated use cases, the containers should be
able to establish communication channels.

• Security Properties:

X Con�dentiality and Integrity of twin internal state provided by Gramine/SGX
X Authentication between twin and vehicle provided by the mechanisms decribed in

D4.2.

7.2.3 Allocation of TAF components

In this section we evaluate the dif�culty and potential gains in of�oading different parts of the TAF
as part of the digital twin.

We consider the following criteria:

• The main goal of the TAF-DT being of�oading, components doing heavy computation would
be the one which gain most to be hosted in a digital twin.

• Synchronizing state will be one of the main challenges in the TAF-DT. So we want to mini-
mize the amount of data which needs to be synchronized, as part of the state of the com-
ponent. Inputs and outputs may also be taken into consideration.

From these two criteria, we derive the following characteristics:

• Computation complexity: Evaluates if the components perform heavy or light computation.
The main goal of the digital twin is to enable task of�oading in the MEC and this character-
istic highlights which component would have the most gain to be of�oaded.

• State dependency: Evaluates if the computations made by the component depend on some
state maintained during its execution or if it is stateless. This characteristics are relevant
because any state should be synchronized between the vehicle and the digital twin. Higher
state dependency makes a component harder to put in the digital twin because of the
amount of data which must be synchronized.

• State volatility: Evaluates the frequency at which the state of the component changes. This
characteristic shows how a component would constrain state synchronisation between the
vehicle and the twin. A higher volatility implies more stringent performance requirements
for the synchronization mechanism.

• I/O complexity: Evaluates the complexity of the data which passes through the component's
interfaces. This characteristic takes into account raw data size and complexity of the data
structures handled. It is somewhat correlated with State dependency because previous
inputs or outputs can be retained by the component as state. A higher I/O complexity on a
component which is an interface of the digital twin can make it harder to implement the twin
if the connection is unreliable.

By using these characteristics, the ideal candidate for being of�oaded in the digital twin is a
component which has high computation complexity, low state dependency, low state volatility
and low I/O complexity. However, a high state dependency may be counteracted by a low state
volatility because then it would not need to be updated as often.
The following table summarizes how each component of the TAF scores for these characteristics:
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Component Computation complexity State dependency State volatility I/O complexity
TMM medium high high high
TSM low high high high
TLEE high none none high
TDE low low low low

Table 7.2: Complexity of integration in TAF-DT

From these results, we see that the TMM and TSM are the hardest components to replicate
on the digital twin, managing both complex and volatile states while not being computationally
intensive. Meanwhile, the TLEE does not need to manage an internal state but performs a lot of
computations, the main issue being its dependency to complex inputs from the TMM.

An ideal con�guration of components may be to replicate the vehicular TMM, TLEE and TDE in
the digital twin and not replicating the TSM, relying instead on a shared TSM among replicas to
listen for evidences available from the V2X network and only synchronising evidences coming
from source inside the vehicle. This should be coupled with a caching mechanisms that caches
trust source state in the digital twin and which gets updated with an event-based mechanism that
guarantees eventual consistency but not strict consistency. This will allow the TAF-DTs view on
trust sources to lag behind to a certain but limited extend, but will make sure that the TAF-DT is
guaranteed to catch up as new updates arrive. What needs to be avoided is a systematic drift
of the TAF-DTs state from its twin's standalone TAF's state. Furthermore, we need to investigate
how this drift will affect application quality when relying on a TAR sent to a TAF-DT instead of the
original TAF. We expect here that some deviation is tolerable, as updates of Trust Sources will,
depending on the type trust source, also happen with a certain delay in the standalone TAF.

7.2.4 Additional messages speci�cation

To support the replication of a Trust Model state across the local TAF and TAF-DT, an additional
external interface needs to be added to the TAF, alongside corresponding messages to manage
the twin lifecycle and propagate updates.

Trust Model Initialization

The TASDTTMI INITIALIZE message is sent from the local TAF to the TAF-DT once a new trust
model instance has been spawned locally at the local TAF. This message makes the TAF-DT to
spawn the same trust model instance remotely. The initialization message contains the following
information:

• the identi�er of the instance in form of a fullTmiID (full TMI identi�er) that includes the trust
model template to be used

• sessionParams: optional parameters with which the session has been spawned (e.g.,
application-speci�ed weights)

• initializeParams: optional parameters which the trust model instance should use (e.g., to
bootstrap the initial trust graph)
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Trust Model Update

The TASDTTMI UPDATEmessage is sent from the local TAF to the TAF-DT whenever a local
update to a trust model instance occurs. The state of a trust model instance is determined by
it's initial state as well as a sequence of update operations applied to that trust model instance.
If two instances have the same initial state and receive the same sequence of identical updates,
they have the same eventual state. This mechanism is used for each trust model instance when
replicating changes from the local TAF to the digital twin. Updates are strictly serialized in a
sequential order and have version number that re�ects the number of applied updates. Each
update yields an increment of the version number of the state of the trust model instance.

For ef�ciency reasons both within the TAF and when replicating the state between the TAF to
its replicas, micro-batching of updates can occur. If a TASDTTMI UPDATEmessage contains
more than one update, it should �rst apply all available updates (ordered by the version numbers)
before submitting the trust model instance to further processing (i.e., calling the TLEE/TDE). This
allows to bundle smaller updates for network ef�ciency (i.e., fewer messages with less overhead)
and for processing ef�ciency (i.e., less TLEE calls for intermediate states with updates pending).

Digital Twin ATL Update

The TASDTATLUPDATEmessage is used by a TAF-DT to send the calculated ATL results back
to the actual TAF. This message represents an (asynchronous) response to a previous TASDT
TMI INITIALIZE or TASDTTMI UPDATEmessages sent from the local TAF to its replica. The

message speci�es the trust model instance as well as the version of the trust model instance to
which the update refers to.

Trust Model Deletion

The TASDTTMI DELETEmessage is used by the local TAF to tell the TAF-DT that the speci�ed
trust model instance is no longer used and should be removed in the digital twin as well. When this
message is sent, the TAF-DT should not expect any further updates for this trust model instance.
Also, once this message has been processed by the TAF-DT, the local TAF will not expect any
additional TASDTATLUPDATEmessages from the TAF-DT, as deleting the trust model instance
also removes the necessity for the replica to calculate ATL updates.

7.3 Evaluation

7.3.1 Description of scenario

The TAF-DT evaluation is done over two main scenarios involving the same overall architecture.
The components needed are:

• Two TAF instances, one for the local TAF and the other for the TAF-DT.
• A trust source used to feed evidences and trigger trust computation on both TAF instances.
• A communication channel common to both the local TAF and TAF-DT
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Two different machines are also needed to take into account that the TAF-DT is running in an
edge node, separate from the local TAF. One will host the local TAF and the trust source, the
other will host the TAF-DT.

For this evaluation, the focus is on showing whether a TAF-DT introduces noticeable delays or la-
tencies to trust computations. The following scenarios do not showcase actual synchronization of
the trust models through the mechanisms described previously as we were not able to implement
them in the TAF during the CONNECT project. However, the test scenarios introduce the edge
constraints by physically separating the TAF-DT from the evidence generation, forcing the evi-
dences to go through the network to reach the Digital Twin. Also, in the CONNECT architecture,
edge nodes execute trust-related operation in trusted enclaves, which adds more potential for
overhead. As such, another requirement on the machine hosting the TAF-DT is to use a trusted
enclave environment to load the TAF-DT.

The base evaluation scenario is as follows:

1. Preamble: Local TAF, TAF-DT and Trust Source are operational on their respective host.
Both local TAF and TAF-DT have loaded the same Trust Model.

2. An application subscribes to trust noti�cations to both local TAF and TAF-DT simultaneously
3. As a result of the subscription, both local TAF and TAF-DT subscribe to evidences from the

Trust Source
4. The Trust Source produces evidences sent to both local TAF and TAF-DT
5. Local TAF and TAF-DT produce noti�cations to the application

The main metric considered in this scenario is the time elapsed between the production of the
trust evidence triggering a noti�cation by a TAF, and the production of the actual noti�cation. This
measurement showcases the end-to-end processing time of each TAF.

Two variations on this base scenario are used, depending on the type of noti�cation requested by
the application:

• By subscribing to the ATL, the TAF sends a noti�cation each time an ATL in the Trust Model
changes. By providing a sequence of evidence which always produces changes in the Trust
Model, this scenario can measure the end-to-end processing time for each evidence. The
parameters of this scenario are the frequency at which evidences are sent by the Trust
Source and its duration.

• By subscribing to a Trust Decision, the TAF only sends a noti�cation when an ATL crosses
an RTL. This scenario allows to control how many evidences the TAF processes before
sending a noti�cation. As a result it shows if delays occur internally as a result of previous
evidences processing. The parameters of this scenario are the frequency at which evi-
dences are sent by the Trust Source and the number of evidences to send before sending
the one triggering a noti�cation.

7.3.2 Setup

The evaluation setup for the TAF-DT is as such:

• The TAF-DT is hosted in a container con�gured to use a Gramine enclave
• The Trust Source is an AIV service
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• A Kafka broker is deployed alongside the local TAF and serves as the communication chan-
nel

• Both TAFs will use the VCM model as described in the attestation use case

The measurements are based on the timestamp attached to each record when they are received
by the Kafka broker, also known as Log Append time. This represents the earliest time the mes-
sage can be processed by its recipient, regardless of when it is actually read by the application.
This allows to measure the end-to-end processing time from when the broker receives the Trust
Event up to when it receives the trust levels. It also removes the need to synchronize clocks
across the different hosts.

The local TAF, Kafka Broker and AIV service are hosted in the same physical machine. The
TAF-DT is hosted on a machine located in a different physical location. The measured ping time
between both hosts is around 10ms. The TAF-DT is also executed in a container con�gured with
a gramine enclave using the gramine direct emulation layer. This setup is intended to simulate the
edge con�guration with the main services and the local TAF inside the vehicle and the TAF-DT
located in a remote server at the edge.

In both scenarios, the main sequence of messages exchanged is represented by the following
sequence diagram:

Figure 7.2: Digital Twin test sequence

7.3.3 Results

ATL Notify

For the ATL subscription setup, measurements have been made across three runs with an interval
of 1s, 250ms and 25ms respectively, over a duration of 5 minutes. The AIV service sends an
AIV NOTIFYto both the local TAF and the TAF-DT at the set interval.

The measurement used in this scenario is the end-to-end processing duration by each TAF. Re-
ferring to the sequence diagram, this corresponds to the difference between the timestamp of an
AIV NOTIFYand its subsequent TASNOTIFYfor both the local TAF and TAF-DT.

The results are presented in Table 7.3 to provide speci�c numbers characteristics of the mea-
sures, and Figure 7.3 to provide an overview of the entire run of measurements.
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Interval 1s 250ms 25ms
local twin local twin local twin

Average 6.41 35.5 5.85 42.2 5.58 30.5
Standard deviation 0.880 13.4 1.34 17.4 1.02 22.5

p20 6 22 5 25 5 19
p50 6 37 6 49 5 24
p99 9 73 8 76 8 117

Table 7.3: Summary of ATL Notify test results (ms)

These results show that the frequency at which the trust events are sent does not have a sig-
ni�cant effect on the time the TAF processes them as it stays stable around 6ms for the local
TAF and 35ms for the TAF-DT. As expected, because of network transit the TAF-DT processing
is longer. This scenario implies that at least one round trip is made between the Kafka broker,
located with the AIV and local TAF, and the TAF-DT so a minimum of 10ms additional time would
be expected. In practice the processing time is much higher than this as it is also more jittery.
Deviation is around 40% of the average processing time for the TAF-DT compared to less than
20% for the local TAF. However, as shown by the plots in Figure 7.3 and the p20 �gure is also
consistent with the expected additional time, showing that the lowest measured processing times
for the TAF-DT are around 20ms.

The 99th percentile �gures also tend to show that the lower the interval, the higher the processing
time will get. This is also evidenced by Figure 7.3 which shows an increased chance for a random
spike in processing time to occur. However, the processing time is usually in line with performance
expectation, with p99 staying below 100ms except for the 25ms interval test.

Trust Decision

For the Trust Decision setup, the measurement used is not the same processing time as for the
ATL notify test, but the difference between the timestamps of the TASNOTIFYmessages sent by
the TAFs. This is because this scenario aims to show the delay which should be expected from
using the TAF-DT compared to the local TAF. Because the processing in the TAFs are triggered
by two different messages, there could be a hidden advantage for the TAF which gets the �rst
AIV NOTIFY. However it has been veri�ed that the timestamps for each message are the same at
a milliseconds resolution, with some deviation of a few milliseconds.

Interval 1s 250ms 25ms
State duration 10 50 10 50 100 10 50 100

Average 43.2 26.4 62.8 49.4 49.1 27.5 29.7 26.1
Standard deviation 11.3 7.92 15.1 13.2 8.86 20.3 37.2 18.3

p50 45 21 67 53 51 22 22 20
p99 64.84 36.88 82.82 72.5 59 66 197.52 52.61

Table 7.4: Summary of Trust Decision results (ms)

Similarly to the previous test, the noti�cation delay for the Trust Decision has been measured
while using the following intervals between messages sent by the AIV Trust Source: 1s, 250ms,
25ms. Additionally, in order to evaluate the effects of changes in a trust decision being less fre-
quent compared to the number of trust events processed by a TAF, the Trust Decision state has
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Figure 7.3: Message processing time (ms) over a period of 5 minutes (Orange: DT, Blue: Local)
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been maintained for 10 or 50 messages before switching with each of these intervals, which is
presented as State duration in Table 7.4. Another scenario with the state maintained for 100 mes-
sages has also been tested with the 250ms and 25ms intervals, but not the 1s interval because
of the run time required to get a signi�cant number of noti�cation with these parameters.

The main visible take away from these results is that sending messages more frequently seems to
reduce the noti�cation delay while the deviation rises slightly. This is in line with the results shown
in the ATL notify test. These results also show a trend of getting higher delays for a decision when
trust levels change more frequently. However, as the 99th percentile values show, they can also
be heavily impacted by random excursions.

Conclusions

From these two scenarios, we can conclude that the TAF function does not seem to provide
signi�cant obstacles to being placed in a Digital Twin. The differences in processing time appear
to be mainly caused by the network and do not depend on the rate at which messages are
exchanged. The main issue which can be shown is that response times are less stable through
the Digital Twin, going from variations on the order of the milliseconds to tens of milliseconds. This
leads to relative processing times which can be up to more than 5 or 6 times higher than local
processing. However these variations, and the associated delays in reaction time, remain under
100ms in most of the observed test conditions (with both network nodes located 10ms apart in
distinct physical locations). This represents an acceptable level of responsiveness, in line with the
KPIs expressed for the TAF of 200ms latency for safety-critical CCAM functions. The occurrence
of excursions caused by random network latencies can, however, be problematic but should be
mitigated by adapting the synchronization rate, as the tests with a 25ms interval between trust
events were the ones most impacted by these excursions, or with speci�c guarantees from the
network operator which should be in place in an edge scenario.

Another trade-off which seems to appear in the trust decision test is that updating the state more
frequently slightly reduces the average delay introduced by the Digital Twin but, similarly to what
is observed with processing time in the ATL notify test, leads to an overall bigger spread in the
observed delays.

7.4 Outlook and further works

The work described in this section is a preliminary step in order to produce more involved digital
twins for the TAF. We have provided a speci�cation for synchronizing a TAF instance with another
in a remote node. Furthermore, we provided a preliminary performance evaluation showing that
the delays inherent to this approach are compatible with the constraints of the TAF execution.

The main limitations of this work are the following:

• Due to time constraints in the project, the synchronization protocol described in this chapter
could not actually be implemented. The evaluation relies on an alternative approach, relying
on broadcast of trust events which main drawback is that the remote TAF has to initiate
direct contact with the trust sources.

• The links between the nodes in the evaluation go through the Internet instead of the edge.
Additional work is needed to better characterize how the quality of the network link, and the
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ability to run the TAF-DT in the edge, which implies more guarantees in terms of latency
and stability, instead of a standard cloud server affects the results.

To elaborate on this work, the network link characterization is the obvious way to better under-
stand how it affects the TAF behaviour. Another possibility is also to evaluate a different repartition
of components, especially the message broker. In the experiment, we used the broker already
present along the local TAF and trust source to handle all messages but the TAF-DT could also
use a dedicated broker, hosted in the MEC.

Additionally, while we were not able to integrate both together, a Digital Twin should be a good
complement to the Federated TAF concept. By leveraging TAF-DTs on the MEC, federated
queries would not need to be handled by vehicle TAFs and avoid imposing an additional bur-
den.
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Chapter 8

Risk Assessment Framework

8.1 Overview and updates on second release

The realization of the CONNECT Trust Assessment Framework is based on the careful and accu-
rate speci�cation of all the trust relationships between the components that comprise the target
CCAM function under evaluation. At its core, this speci�cation relies on a thorough risk analy-
sis that needs to take place both during the design phase of the target CCAM function but also
throughout its life-cycle so get an up-to-date view on the in�icted risk of the system. In fact, this
can be observed by the fact that both the ATL con�guration (Chapter 9) - i.e., the weights in the
evidence quanti�cation functions - and the RTL equations (Chapter 10) are based on the max-
imum risk that is identi�ed in the system. Hence, the execution of a proper threat analysis and
risk assessment in the target environment constitutes a core enabler in the realization of the trust
decision engine, linking together the context behind the RTL and ATL values.

The importance of accurately characterizing the risk associated with the target system within the
broader TAF pipeline is underscored by the structure of the risk assessment lifecycle. According
to the Threat Analysis and Risk Assessment (TARA) framework [1], the Security Administrator
must �rst provide a detailed component diagram that models the CCAM function under evaluation.
This step involves identifying all relevant assets and their inter-dependencies (i.e., component
diagram), as well as specifying all plausible attack paths that could lead to one or more forms of
system damage. Through this process, concrete risk scenarios associated with the target CCAM
function are systematically derived.

Based on these risk scenarios, the Security Administrator must then determine an appropriate
risk treatment strategy — deciding which risks require mitigation through the enforcement of
security controls and which may be accepted. This decision ultimately leads to the speci�cation
of the accepted (residual) risk level under which the target CCAM function is permitted to operate.
Within this context, RTL constraints represent the threshold values — such as the minimum
acceptable belief level in subjective logic terms — that de�ne acceptable runtime conditions.
Concurrently, the ATL values computed at runtime offer an evidence-based estimation of the
actual trust level, enabling the Security Administrator to determine — within a de�ned margin of
uncertainty — whether the system continues to operate within the bounds of the accepted risk
level.

This introduces the need for a CONNECT RA Engine that not only provides the base functional-
ities to perform the necessary risk assessment tasks, but also enables the realization of the ATL
and RTL calculations and consequently the entire CONNECT Trust Assessment Framework. In
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what follows, we present the second iteration of the Risk Assessment Tool, developed as part
of the ongoing effort to improve threat modeling and risk evaluation methodologies within the
CONNECT framework. Building on the foundation established in the initial version of the CON-
NECT RA Engine presented in [5], this updated release introduces signi�cant improvements in
both functionality and integration capabilities, with a particular focus on the enablers of the RTL
calculations presented in Chapter 10.

8.2 Functional Speci�cations

This section summarizes the list of functional speci�cations presented in [5] and reports the
progress that has been made in the second release of the CONNECT RA Engine. Table 8.1
summarizes the full list of requirements and highlights the progress made on the pending points.

First, FR RA 6 refers to the ability of the CONNECT RA Engine to carry out an attack path as-
sessment and identify cascading attacks across the target topology. To this extent, one of the
core features of this second version is the realization of the Attack Path Calculator component
which is responsible for processing the available threat analysis knowledge and provide a list of
possible attack paths that would allow an adversary to pivot from one asset in the topology to
another - i.e., in the in-vehicle topology this may refer to leveraging a vulnerability in one ECU to
eventually attack the main in-vehicle computer. Conceptually, this level of automation introduced
by this requirement alleviates some of the threat analysis required in the context of a full-blown
risk assessment process, adhering to the standardized Threat Analysis and Risk Assessment
methodology [1]. Speci�cally, one of the heavy processes assigned to the TARA practitioners is
the thorough identi�cation of attack paths that unlock adversarial actions on target vehicle be-
haviors and introduce damage scenarios with operational, safety, �nancial and/or privacy impact.
The results provided by the Attack Path Calculator component may help the practitioners to pre-
populate the list of attack paths with concrete attack scenarios and update/enhance the provided
list with additional cases based on their knowledge and expertise. Section 8.4 showcases the
technical details behind the Attack Path Calculator component and provides a walkthrough on
the steps that are followed in order to derive the list of attack paths, ready to be transferred to the
TARA threat analysis process.

Secondly, according to FR RA 10, it is essential for the CONNECT RA Engine to be able to
consume various Indicators of Compromise (IoC) reported by the operational environment in
the context of a CCAM topology. One relevant example of such an IoC stems from the attes-
tation appraisals produced as part of the Attestation and Integrity Veri�cation (AIV) component.
Essentially, based on the requirement, upon receipt of negative/failed attestation evidence the
CONNECT RA Engine should be able to update the risk graph and eventually re-assess the risk
posture of the target environment. To this extent, this second release is shipped with two pos-
sible ways that enable this dynamic re-evaluation of risk. On the one hand, authenticated and
authorized OEMs and Security Administrators can access the graphical user interface (GUI) of
the CONNECT RA Engine and update the risk graph based on new information from the avail-
able IoCs. Of course, this task may involve additional pre-processing where the indicators - e.g.,
runtime traces proving that an ECU is at an incorrect state - need to be evaluated in order to
identify whether the indicator originates from an already considered or a zero-day vulnerability.
At the same time, integration with well-known repositories that provide up-to-date information on
threats and vulnerabilities — such as the National Vulnerability Database —enables the periodic
and dynamic recalculation of the risk graph for the target environment. This occurs both when
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new entries are published and when existing vulnerabilities are re-evaluated in terms of criticality
(e.g., when a vulnerability initially assessed as low-risk is later upgraded to high or critical sever-
ity due to newly discovered exploitation methods or real-world attacks). Section 8.6 provides all
the interfaces implemented in the CONNECT RA Engine, including those to update the threat
analysis of the TARA process and to perform a revised risk analysis.

In addition, as illustrated in FR RA 11, one of the core enhancements of the second release
of the CONNECT RA Engine is the development of the necessary interfaces for realizing the
calculation of the RTL thresholds (Chapter 10). Speci�cally, Section 8.5 presents the concrete
steps that need to be followed by a Security Administrator in the CONNECT RA Engine GUI in
order to conduct the necessary TARA process and eventually calculate the RTL constraints. Of
course, the TARA-related information available to a Security Administrator is also completed with
the (failed) attestation traces that are exposed by the CONNECT Distributed Ledger Technology
(DLT). A detailed reporting of these DLT interfaces is presented in [10].

Finally, the last requirement that is taken into account as part of the second release has to do
with the harmonization of the different risk assessment methodologies - namely the CVSS-based
and the TARA methodologies. Speci�cally, each of the two methodologies considered as part
of the CONNECT RA Engine has a concrete risk quanti�cation equation that converts the threat
analysis knowledge into a score per risk scenario. Given that as part of the standardized TARA
framework there is not a single, normative risk quanti�cation equation that �ts all needs, the aim
is to express the available risk scores with a common scale. This unlocks an additional set of
experiments that could potentially showcase the robustness of the RTL equations and shed a
light on the interplay between the risk assessment pipeline and the relaxation (or strengthening)
of the RTL constraints (see Section 8.7).

ID Func
Information Flow

Implementation Status
I want to < Action> so that < Reason>

1
FR RA 1

model various types of as-
sets

I can capture all the entities
that characterize the CCAM
continuum

Done (1st Release)

2
FR RA 2

capture the interdependen-
cies among the various as-
sets

I can model the component
diagram and data �ows that
characterize the asset graph

Done (1st Release)

3
FR RA 3

visualize the entire asset car-
tography

I can execute the necessary
threat analysis for the risk as-
sessment methodologies

Done (1st Release)

4
FR RA 4

capture different trust prop-
erties in the service graph
chain

I can have a better overview
of the relationships and
nodes that need to be
assessed per trust property

Done (1st Release)

5
FR RA 5

have access to the latest
open intelligence information
available related to threats
and vulnerabilities

I can associate them with the
monitored assets and evalu-
ate their impact on the risk
assessment

Done (1st Release)

6
FR RA 6

identify the attack paths com-
prising vulnerabilities that al-
low the propagation of at-
tacks across multiple assets

I can capture the cascading
effects that enable an adver-
sary to pivot from one asset
to another through the ex-
ploitation of the associated
vulnerabilities

Done (2nd Release)
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ID Func
Information Flow

Implementation Status
I want to < Action> so that < Reason>

7
FR RA 7

perform risk assessment pe-
riodically as well as asyn-
chronously

I can have the latest risk val-
ues for the entire topology
right after an incident takes
place

Done (1st Release)

8
FR RA 8

associate assets with secu-
rity controls that address -
fully or partially - speci�c
risks

I can enable the calculation
of impact in the risk analysis
when optimal sets of mitiga-
tion mechanisms are in place

Done (1st Release)

9
FR RA 9

de�ne a set of security con-
trols for the various assets in
the topology into a mitigation
strategy

I can re-perform the risk
analysis and evaluate its ef-
fectiveness in the overall risk
of the topology

Done (1st Release)

10
FR RA 10

re-calculate the overall risk
of the topology (representing
a service graph chain) when
new vulnerabilities may be
discovered from any mon-
itored trustworthiness evi-
dence (e.g., evidence from a
”failed” attestation report)

I can re-calculate the RTL
and communicate it across
the TAF instances

Done (2nd Release)

11
FR RA 11

provide an automated and
seamless risk assessment
analysis

I can achieve the maximum
level of automation on the
calculation of both ATL and
RTL

Done (2nd Release)

12
FR RA 12

converge outputs from both
qualitative and quantitative
risk quanti�cation models

I can provide a more compre-
hensive risk assessment for
the asset graph of a CCAM
function, tailored to the set of
trust properties of interest

Done (1st Release)

Table 8.1: Functional speci�cations of the CONNECT Risk Assessment Engine

8.3 CONNECT RA Conceptual Analysis

This section presents the internal architecture of the CONNECT Risk Assessment (RA) frame-
work. Speci�cally, it starts from a high-level overview of the overall CONNECT RA framework.
Subsequently, it presents the CONNECT RA architecture, highlighting the core updates of the
internal components in the second release and how the interactions between the components
are realized.

As presented in the initial version [5], the CONNECT RA Engine is built on top of UBITECH's
OLISTIC risk assessment platform. Initially, it supported a generic CVSS-based methodology,
but it has since been extended to accommodate the full TARA framework. In this second release,
the CONNECT RA Engine offers two key advancements: (i) the addition of new components —
namely, the Attack Path Calculator and the Attack Feasibility Recommendation Engine — which
support various aspects of the TARA threat analysis process; and (ii) enhancements to existing
components to more accurately model the threat analysis information within the TARA context.
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8.3.1 High-level Flow of Actions

Figure 8.2 illustrates the latest architectural details of the CONNECT RA Engine. With the latest
updates implemented both in the context of the Attack Path Calculator and the interfacing related
to the RTL calculations, Figure 8.1 presents the positioning of the CONNECT RA Engine in the
overarching CONNECT framework. Working in tandem with the RTL Calculations (see Chapter
10), the CONNECT RA Engine is capable of collecting all the threat analysis collected from
the relevant OEMs and Security Administrators and deriving the risk graph of the target (e.g., in-
vehicle) topology based on the TARA framework. As depicted in Figure 8.1, the risk analysis starts
with the a new Request For Risk Assessment (RFRA). This can be triggered either manually
(e.g., through an action performed by a security Admin) or automatically (e.g., through a periodic,
scheduled task). This request (Step 1) invokes the CONNECT RA Engine to aggregate all of the
information collected through the threat analysis and provided by the Security Administrator (e.g.,
asset topology, associated threats, attack paths and threat scenarios) and quantify the risk score
for each risk scenario that is speci�ed. This task is not executed only once; according to the TARA
framework once all the risk scenarios have been identi�ed and their risk is quanti�ed, the security
Admin shall decide on the treatment strategy for each entry in the report (see Section 8.3.3).
When deciding to mitigate any of the risk scenarios, the security administrator shall specify the
security control that addresses a particular risk and quantify the decrease in its attack feasibility.
Hence, the collection of the results for all the iterations of the TARA process - encompassing
also the security controls in place - provides a holistic view of the risk posture of the entire target
topology (Step 2).

Based on the �ltering capabilities of the CONNECT RA Engine, it is possible to group risk scenar-
ios per security property (e.g., integrity, con�dentiality) and per asset or data item. This capability
unlocks the realization of the RTL calculations (Step 3) for a speci�c context as presented in
(Chapter 10). Depending on the context that needs to be evaluated in the CONNECT Trust As-
sessment Framework, the relevant RTL values are stored on the CONNECT DLT (Step 4), as part
of the trust policies that need to be enforced by the in-vehicle TAF instance (Step 5). During the
operational phase, on-going trust assessments and runtime traces provide additional knowledge
to the Security Administrators (Step 6 - 10). This information provides rich indicators of com-
promise that could potentially lead to a revision in the runtime risk characterization of the target
environment, which in turn will be re�ected in a revised set of RTL values for the affected security
properties and trust objects.
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Figure 8.1: Risk Assessment Engine in the CONNECT Architecture

8.3.2 Component Analysis

Figure 8.1 presents the main aspects of the threat analysis (e.g., Asset Modeling and Visualiza-
tion, Vulnerability and Threat Modeling) as part of the CONNECT RA framework. These capa-
bilities are offered by the various internal components of the CONNECT RA Engine (Figure 8.2).
This section provides an architectural blueprint of all the elements that comprise the CONNECT
RA Engine, including a description per sub-component and a report on the latest updates that
have been implemented as part of this second version.
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Figure 8.2: CONNECT RA Architecture

OLISTIC Backend and Frontend

The OLISTIC backend offers the necessary APIs to orchestrate all the backend operations of
the engine and works in synergy with the frontend to offer the necessary functionalities to the
security analyst. The backend component is also responsible for performing the access control
rules that allow authorized users to use the available APIs. Finally, it provides the necessary
Publish/Subscribe interfaces through Kafka clients to enable the asynchronous consumption of
security incidents reported by other CONNECT components. The OLISTIC frontend offers an
interactive dashboard which is used for visualizing the digital representation of the cyber-physical
environment.

In the context of the second release, a few critical updates have taken place both in the backend
and the frontend logic of the CONNECT RA Engine. First of all, the backend API services have
been updated to expose the necessary endpoints that provide all the risk scores for the RTL belief
and disbelief equations (Chapter 10). This includes not only the implementation of new endpoints
but also the supporting of concrete �ltering capabilities for isolating those risk scenarios that are
relevant for particular trust propositions (e.g., querying for all the risk scenarios that are relevant
for the main on-board unit and have to do with compromising its integrity). In addition to that, the
OLISTIC Frontend is also enhanced with new capabilities that allow the Security Administrator to
provide more information pertaining to the threat analysis in the context of the TARA process. In
the remainder of this subsection, more details on the graphical user interface enhancements are
presented per component of the CONNECT RA Engine.

Asset Modelling and Visualization Component

This component is responsible for modelling the list of assets that comprise the monitored CCAM
target environment. This component enables a Security Admin to model the target component
diagram that represents a CCAM function whose trustworthiness is intended to be assessed. In
this context, the term asset needs to be as abstract as possible encompassing any tangible entity
(e.g., hardware equipment like ECUs and in-vehicle sensors) and intangible entity (e.g., data
items, data �ows or software services). Consequently, this enables the association of threats,
attack paths, and security controls in each asset in the target topology.

As part of the second release of the CONNECT RA Engine, this component has been sub-
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