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Executive Summary

Deliverable D4.3 of the CONNECT project presents the final release of the CONNECT overall
architecture including Guard Trusted Components that are prototyped using the Intel SGX Trusted
Execution Environmenmt and the latest architecture of the Multi-access Edge Computing (MEC)
services.

Our results include distributed attestation enablers that allow workload migration and verification
of chains of CCAM nodes. Our advancements of virtualization- and edge-based security and trust
extensions. D4.3 builds upon the work and architecture established in D4.1 [13] and D4.2 [20]. As
Connected, Co-operative and Automated Mobility (CCAM) systems evolve, the need for robust,
scalable, and privacy-preserving trust mechanisms becomes increasingly critical. This document
addresses that need by consolidating the project’s advancements in trusted computing, secure
containerization, and dynamic trust assessment across the CCAM continuum—from in-vehicle
systems to Multi-access Edge Computing (MEC) and cloud infrastructures.

The deliverable introduces the refined security architecture that extends Trusted Execution Envi-
ronments (TEEs), particularly Intel SGX and the Gramine Library OS, to enable secure deploy-
ment and migration of containerized services. The CONNECT architecture enables seamless
and secure collaboration from chips inside the vehicle all the way to remote cloud services. Key
innovations and new capabilities of our architecture that are introduced in D4.3 include:

+ Live Migration of Secure Workloads: TALOS, a novel protocol, enables secure and ver-
ifiable migration of enclave applications, preserving both persistent and volatile state while
defending against cloning, rollback, and replay attacks.

+ Verifiable Application Launch: Ensures that applications deployed in secure containers
are correctly instantiated and protected using attestation and cryptographic proofs.

» Confidential Computing for MEC: Automates the deployment of secure containers using
Enclave-CC and Gramine, enabling hardware-backed protection for edge-hosted services.

« Threshold Direct Anonymous Attestation (DAA): Provides privacy-preserving, unlink-
able trust claims across distributed ECUs.

» Configuration Integrity Verification (CIV): Validates runtime configurations using zero-
knowledge proofs, supporting secure updates and compliance with automotive safety stan-
dards.

By combining hardware-backed security, advanced cryptographic techniques, and a flexible ar-
chitecture, D4.3 demonstrates how CONNECT enables secure, trustworthy, and efficient service
orchestration in next-generation CCAM ecosystems. The deliverable’s contributions are expected
to enhance the resilience and security of CCAM systems, fostering greater trust and collaboration
among vehicles, edge infrastructure, and cloud services.

In addition to the newly introduced capabilities, D4.3 presents the results obtained from stand-
alone benchmarking activities. Specifically, the evaluation covers Live Migration, threshold DAA,
and the CIV scheme, providing a realistic perspective on the applicability of these trust extension
enablers in CCAM environments. Further results and analysis will be included in D6.2, where the
trust extensions will be validated across the CONNECT use cases.
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Chapter 1

Introduction

Deliverable D4.3 of the CONNECT project presents the final release of virtualization- and edge-
based security and trust extensions, building upon the foundational work established in earlier de-
liverables D4.1 [13] and D4.2 [20]. As CCAM systems evolve, the need for robust, scalable, and
privacy-preserving trust mechanisms becomes increasingly critical. This document addresses
that need by consolidating the project’'s advancements in trusted computing, secure container-
ization, and dynamic trust assessment across the CCAM continuum — from in-vehicle systems to
Multi-access Edge Computing (MEC) and cloud infrastructures.

The deliverable introduces a refined security architecture that integrates Trusted Execution En-
vironments (TEEs), particularly Intel SGX, and the Gramine Library OS to enable secure de-
ployment, execution, and live migration of containerized services. These capabilities empower
seamless collaboration between vehicles, edge nodes, and cloud environments, ensuring runtime
integrity (and confidentiality). Among the key components presented is the TALOS framework,
a novel protocol for verifiable live migration of enclave applications. TALOS enables preserva-
tion of both volatile and persistent state, while ensuring resistance against advanced threats
such as rollback, cloning, and fork attacks. Additionally, D4.3 evaluates the integration of cryp-
tographic protocols such as Threshold Direct Anonymous Attestation (DAA) and Configuration
Integrity Verification (CIV), supporting decentralized and privacy-preserving trust assessments
across heterogeneous CCAM domains.

By combining hardware-backed security, advanced cryptographic techniques, and a flexible ar-
chitecture, D4.3 demonstrates how CONNECT enables secure, trustworthy, and efficient service
orchestration in next-generation CCAM ecosystems.

1.1 Scope and Purpose

This deliverable aims to provide a self-contained and comprehensive overview of the latest ad-
vancements in virtualization- and edge-based security and trust mechanisms developed within
the CONNECT project. It consolidates the project’s innovations in virtualization-based trust an-
chors, dynamic attestation schemes, and confidential computing for edge-hosted services. Key
contributions include:

» The final version of the CONNECT architecture including all latest updates and refinements.
A particular focus was extensions to support Multi-access Edge Computing (MEC).

CONNECT D4.3 PU — Public Page 1



. o : , ¥) CONNEOT
D4.3 - Virtualization- and Edge-based Security and Trust Extensions co conk

CONNECT CONNECT Trust CONNECT TEE Extensions Validation of
reference Assessment Methodology, for instantiating the secure the CONNECT
architecture and Evidence, and Architecture containerized services to be Use Cases

use case of deployed on the MEC;

descriptions Security mechanisms for
supporting task offloading
WP4
D4.1 » D42 .
Core Security Architecture of l I Complete Architecture and

CONNECT. TEE and Design; Definition of the trust

Continuous Trust Assessment models and security
of Vehicle requirements for the TCB and

crypto

Figure 1.1: Relation of D4.3 with other Workpackages and Deliverables.

+ The design and implementation of new capabilities such as secure live migration of trusted
applications, verifiable application launch, and confidential computing for edge environ-
ments.

» The implementation and evaluation of advanced cryptographic protocols including Thresh-
old Direct Anonymous Attestation (DAA) for privacy-preserving trust-information exchange
and Configuration Integrity Verification (CIV) for secure runtime validation of the system’s
configuration using zero-knowledge proofs.

The overarching goal of this deliverable is to demonstrate how CONNECT enables dynamic,
decentralized, and privacy-preserving trust management across the CCAM continuum. This doc-
ument not only outlines architectural advancements but also provides experimental validation
results through stand-alone benchmarking activities, laying the groundwork for cross-use-case
integration to be further explored in D6.2.

1.2 Relationship with other Workpackages & Deliverables

The documentation of the final Trusted Execution Architecture is the final capstone for providing
security throughout the cloud-to-edge continuum [13, 20] while also supporting the first-of-its-
kind CONNECT Trust Assessment Framework [12, 19] capturing the trust model and complex
trust relationships that need to be continuously assessed towards the materialization of a trusted
CCAM continuum. This enables the transformation of (zero-trust) CCAM service networks into
“trustful service unions” featuring not only strong (end-to-end) security but also other core trust
properties including integrity, resilience, robustness, safety, etc.

Figure 1.1 depicts the direct and indirect relationships of D4.3 to the other Tasks and Work Pack-
ages (WPs). While earlier deliverables of WP4 laid the groundwork for D4.3, the results are

CONNECT D4.3 PU — Public Page 2
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critical for Workpackages 5 and 6. While WP5 focuses on the MEC, WP6 integrates all results in
order to validate our results against the use case scenarios.

Now, in D4.3, we augment the vehicle security architecture by adding a comprehensive architec-
ture for the MEC. This completes our original mission to provide integrated and seamless security
from the vehicle all the way to the cloud. One aspect of this end-to-end architecture is that [22]
and [21] jointly allow automated and secure service migration and offloading between the vehicle
and the cloud.

To enable this seamless and secure interoperability, this deliverable introduces compatible tech-
nologies in the vehicle and the MEC. While inside the vehicle services, are wrapped in containers
and secured by the Gramine Library OS, the MEC then adds further automation by using enclave-
cc to automate building and deployment of secure containers.

1.3 Deliverable Structure

This deliverable presents the final architecture and security enhancements developed for the
CONNECT project, focusing on trusted computing, virtualization, and edge-based trust manage-
ment in Cooperative, Connected, and Automated Mobility (CCAM) systems.

Chapter 2: Final Architecture introduces a refined security architecture that integrates Trusted
Execution Environments (TEEs), particularly Intel SGX, and the Gramine Library OS to protect
critical applications across vehicles and Multi-access Edge Computing (MEC) infrastructure. It
builds on deliverables [13, 20] by extending trust mechanisms from in-vehicle systems to edge
and cloud environments.

Key innovations include:

* Live migration of secure workloads using the TALOS protocol.
« Verifiable application launch on the MEC using Kubernetes and Gramine.

+ Confidential computing for MEC using Enclave-CC to automate secure container deploy-
ment.

Chapter 3: Verifiable Migration of TEEs describes the novel TALOS architecture that ensures
secure and verifiable migration of enclave applications, preserving both persistent and volatile
state while defending against cloning, rollback, and replay attacks. It includes a formal threat
model, protocol phases, implementation benchmarks, and a comprehensive security analysis.

Chapter 4: Evaluation of CONNECT Cryptographic Protocols evaluates the cryptographic
protocols developed for dynamic trust assessment:

» Threshold Direct Anonymous Attestation (DAA) enables privacy-preserving, unlinkable trust
claims across distributed ECUs.

 Configuration Integrity Verification (CIV) validates runtime configurations using zero-
knowledge proofs, supporting secure updates and compliance with automotive safety stan-
dards.

CONNECT D4.3 PU — Public Page 3
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Performance benchmarks show that the proposed solutions are efficient and scalable, with Intel
SGX outperforming TPM and OP-TEE in most scenarios. The architecture is designed to be
TEE-agnostic and adaptable to future platforms like RISC-V.

Chapter 5: Conclusion and Outlook The final chapter is reserved for conclusions and outlook.
The deliverable closes with an appendix containing a glossary and bibliography.

CONNECT D4.3 PU — Public Page 4
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Chapter 2

CONNECT Roadmap towards a Custom
Trusted Computing Base (TCB)

This chapter summarises key background concepts and dependencies introduced in previous
deliverables, providing the necessary context to support the reader’s understanding of the current
work.

2.1 Open Challenges that have been addressed by the CON-
NECT TCB

While Trusted Execution Environment (TEE)s such as Intel SGX provide strong isolation guar-
antees, existing attestation mechanisms fall short in addressing the dynamic, distributed, and
privacy-sensitive contexts relevant to the CONNECT vision for the CCAM landscape. Traditional
attestation schemes typically rely on static measurements collected during service deployment
and assume a centralised verification model. Furthermore, the integration of attestation results
into a broader trust assessment process remains underexplored, particularly in scenarios requir-
ing adaptability to changing conditions and complex trust relationships. This section highlights
key limitations in the current state of the art and presents how CONNECT addresses these gaps
through novel mechanisms that improve flexibility, granularity, and privacy in trust assessment.
Table 2.1 provides a summary of the aforementioned value propositions offered by CONNECT .

The following paragraphs provide a summary of the work presented in previous deliverables,
offering the necessary context for the developments described in this document.

2.2 A Summary of the Foundational Trust Enablers used by
CONNECT

2.2.1 Trusted Computing Base (TCB)

For a given service or function, the TCB encompasses the minimal set of hardware, firmware, and
software components that must function correctly to uphold its security guarantees [44]. CON-
NECT relies on a small, well-defined TCB that protects the critical workloads, related to security

CONNECT D4.3 PU — Public Page 5
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Gap in the State of the Art CONNECT Value Proposition

Centralised Attestation Models Decentralised, Implicit Attestation

Intel SGX primarily supports centralised, re- | CONNECT introduces a novel decentralised
mote attestation models with fixed verifiers. approach that extends local attestation to dis-
tributed environments. Each CCAM continuum
device can act as a verifier through implicit at-
testation mechanisms (see D4.2).

Static Attestation at Deployment Dynamic Attestation at Runtime

Traditional SGX  attestation leverages | CONNECT enhances attestation mechanisms
MREnclave and MRSigner values based | by enabling the calculation of MREnclave and
on static properties defined during deploy- | MRSigner values that reflect the runtime config-
ment. uration of the enclave (see D4.2).

Monolithic Container Attestation State-Aware Attestation

Existing attestation services treat the con- | CONNECT decomposes container state into
tainerised service as a single binary, without | persistent and volatile components, offering
distinguishing persistent from volatile state. fine-grained guarantees and runtime proofs of
correct execution. This is integral to CON-
NECT’s support for resilient computing and live
migration (see D4.3).

Privacy via Identity Anonymisation Only Privacy via Anonymity and Trust Evidence
Current SGX approaches focus on anonymis- | Concealment

ing device identities (e.g., EPID) but do not | CONNECT extends privacy guarantees by ab-
conceal the underlying trust evidence. stracting the trust evidence used for characteri-
sation, reducing exposure and risks such as ve-
hicle fingerprinting (see D4.2).

Table 2.1: Gaps in the State of the Art and CONNECT Value Propositions

functions and trust assessment. It avoids intrusive platform modifications and introduces only
lightweight software extensions to enforce and verify security tasks, including correct state migra-
tion. To maintain verifiability, the CONNECT Root of Trust (RoT) provides runtime evidence about
the correct and uninterrupted instantiation of both persistent and volatile application states. This
ensures that the integrity and continuity of the CONNECT processes, including migration, can
be attested even under a dynamic threat model. The Trusted Computing Base (TCB) spans both
the far-edge and the edge tiers, ranging from the electronic control units (ECUs) to the services
instantiated on the Multi-access Edge Computing (MEC). The type of TCB that is instantiated is
resource-dependent, with a distinction between different ECUs (i.e., A-ECUs, S-ECUs) and the
TCB that resides on the MEC based on their cryptographic capabilities. More elaborated de-
scriptions on the TCB and its sub-components are available in Deliverable 4.1 and 4.2 [13],[20];
nevertheless, we offer a summarised description below:

+ Key Management System: Ensures secure generation, storage, and lifecycle manage-
ment of cryptographic keys.

» Tracer: Operates in both the untrusted and trusted worlds. In the untrusted world, it in-
spects safety-critical software. In the trusted world, it holds secret keys, decodes raw
security measurements, computes real-time configuration hashes, and generates digital
signatures. These signed traces are submitted to the Attestation Agent. The Tracer comes

CONNECT D4.3 PU — Public Page 6
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with a pre-shared key pair, known to the TEE Guard Security Extensions (TEE-GSE) and
more specifically the Identity and Authentication Management (IAM).

+ Attestation Agent: Exposes the Trusted Execution Environment (TEE) Device Interfaces
that are responsible for providing runtime system measurements capturing the current de-
vice’s configuration and operational state, as obtained from the Tracer. The Attestation
Agent’s role is to verify the correctness of the received traces and ensure the secure ex-
change of the result with the Attestation and Integrity Verification (AlV).

+ Key Restriction Policy Engine (KRPE) & Verifiable Policy Enforcer (VPE): The KRPE
evaluates the validity of live key usage policies based on input digests. The VPE verifies
the integrity and versions of the Tracer and Attestation Agent before allowing policy enforce-
ment, preventing outdated or malicious configurations from being accepted.

» Migration Service: Supports secure state transfer of an application between hosts (e.g.,
due to changing trust levels or task offloading). This includes the novel Live Migration flow
defined in this deliverable.

2.2.2 Trusted Execution Environment (TEE)

A TEE provides an isolated, secure environment for performing computations that require high
assurance. As shown in Figure 2.1, unlike traditional security mechanisms that protect data at
rest or in transit, a TEE ensures the confidentiality and integrity of data in use. The concept
based on which the TEE is built upon is the distinction between the "trusted” and the "untrusted”
worlds of the host where the TEE is instantiated. By separating the two worlds, a TEE manages
to create a safe environment that protects against unauthorised access as well as disclosure or
tampering of confidential information. A TEE can protect confidentiality and integrity of enclosed,
loaded code and data. In other words, TEEs provide a confined, isolated domain in which the
application runs, and this domain appears completely opaque to other software running on the
same server. TEEs are one type of technology that can serve as a Root-of-Trust for supporting
the secure execution of safety-critical binaries.

One goal of a TEE in practice is to minimize the code that needs to be trusted for a given service.
This is usually done by removing large portions of the compute stack (such as a full operating
system) from TCB and ensuring that malfunctioning of these untrusted parts cannot affect the
protected services of the TEE. More elaborated descriptions are available in previous deliverable,
however we summarise CONNECT TEE-GSE as follows:

* Identity and Authentication Management (IAM): Manages V2X communication keys and
constructs Verifiable Presentation (VP) messages, which include necessary attributes for
trust evaluation per service.

» Attestation and Integrity Verification (AlV). Orchestrates attestation across the CCAM
continuum (vehicles, MEC). It collects and verifies evidence from Attestation Agents and
relays it to the Trust Assessment Framework (TAF) for trust computation and to the Trust-
worthiness Claims Handler (TCH) for dissemination.

» Trustworthiness Claims Handler (TCH): Aggregates evidence from multiple Trust
Sources and harmonises attestation evidence from the A/V, enabling vehicle-wide trust as-
sessment without breaching individual device privacy. This process involves group-based
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Figure 2.1: Compromised OS in an untrusted environment may leak sensitive data in
use.

evidence from multiple ECUs, allowing receiving entities to assess trust levels in a zero-
knowledge manner. The TCH validates signed reports from the TAF and MBD, generates
VP messages incorporating Trustworthiness Claims (TCs), and integrates these into T-CAM
and T-CPM messages for secure dissemination.

2.2.3 Intel SGX Technology & Attestation Services

For CONNECT we focused on Intel Software Guard Extensions (Intel SGX) [31] for evaluation
and prototyping. Intel SGX is an x86 instruction set extension that enables hardware-based
isolation of trusted applications within so-called secure enclaves. These enclaves are isolated
in the CPU and also use an isolated memory region called Enclave Page Cache (EPC), with
access strictly controlled by the CPU and enforced by the Memory Management Unit (MMU). This
prevents privileged entities like the OS or hypervisor from unauthorized access to the internals of
the enclave.

Confidentiality and integrity of enclave memory are safeguarded by an embedded AES-based
Memory Encryption Engine (MEE), which ensures that encryption keys remain inaccessible to
software. SGX also employs cryptographic protections, including memory integrity trees, to miti-
gate replay attacks and unauthorized data modifications on the physical memory.

Attestation is central to Intel SGX, allowing verification of an enclave’s software configuration.
Each enclave has two unique identities: MRENCLAVE, derived from a cryptographic hash of the
enclave binary, and MRSIGNER, representing the developer’s identity. Attestation mechanisms,
including local and remote attestation, establish trust within the platform or with external verifiers.
Intel SGX incorporates protocols like Enhanced Privacy ID (EPID) and Data Center Attestation
Primitives (DCAP) to ensure enclave authenticity. During attestation, a dedicated system enclave
signs MRENCLAVE and MRSIGNER, confirming execution on a genuine SGX processor. Ad-
ditionally, secure key derivation generates MRENCLAVEkgy and MRSIGNERkgy, ensuring
enclave data remains secure and isolated.

2.2.4 Gramine - A Library OS for Seamless Protection of Linux-style Ap-
plications

To enable the secure execution of Linux-style applications with minimal complexity, CONNECT
adopted the open-source Library Operating System (LibOS) Gramine. The Gramine LibOS

CONNECT D4.3 PU — Public Page 8
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(https://gramineproject.io/) is a lightweight library that offers essential operating system
functionalities to applications running inside enclaves, while abstracting the complexities of
system-level dependencies.

Gramine facilitates the trusted execution of Linux applications and uses the Intel Intel Software
Guard Extensions (Intel SGX) hardware security features. It allows user-space processes to run
inside isolated environments called Intel SGX is a TEE provided by Intel CPUs that allows to
execute a user-space process within a hardware-protected execution environment that is called
enclave (Enclave), thus providing a secure runtime with minimal developer effort. Gramine is a
TEE runtime to run unmodified Linux applications on different platforms in different environments
[49, 50]. For example, Gramine can take a Redis database Linux-x86-64 based binary and its
dependent libraries, without modification or recompilation, and let it run in another environment.
The currently available and most widely used configuration is running applications inside an Intel
SGX enclave on top of the untrusted Linux kernel.

Intel SGX technology provides powerful building blocks for application development. Software
developers can port their applications to Intel SGX by putting only the security-critical part of the
application into the Intel SGX enclave and leaving the non-critical parts outside of the enclave.
Several development kits can help ease the task of writing such code; Intel SGX SDK and Open
Enclave SDK are two prominent examples. However, in many real-world scenarios, it is infeasible
to write a new application from scratch or to port an existing application manually.

Gramine can help ease this porting burden for developers: Gramine supports the “lift and shift”
paradigm for Linux applications, where the whole application is secured in a “push-button” ap-
proach, without source-code modification or recompilation. Instead of manually selecting a
security-critical part of the application, users can take the whole original application and run it
completely inside the Intel SGX enclave with the help of Gramine.

Gramine not only runs Linux applications out of the box, but also provides several tools and
infrastructure components for developing end-to-end protected solutions with Intel SGX:

» Support for both local and remote Intel SGX attestation, with the help of RA-TLS and Secret
Provisioning components.

» Transparent encryption and integrity protection of files; in particular, the Encrypted Files
feature allows security-critical files to be automatically encrypted and decrypted inside the
enclave.

+ Optional feature of asynchronous (exitless) transitions for performance-critical applications
because transitions between the enclave and the untrusted environment can be rather slow
in Intel SGX.

« Full support of multi-process applications, by providing complete fork/clone/execve imple-
mentations.

Gramine currently supports many programming languages and frameworks, as well as many
kinds of workloads. Based on the work done in CONNECT it can now be used with both Intel
SGX and Intel TDX. The typical performance overhead observed is around 5-20% depending on
the workload.
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2.3 Challenges resolved in Deliverable D4.1

Deliverable 4.1 [13] built upon those trust enablers and provided the detailed specification of the
user stories that guided the architectural design process of CONNECT . It captured the targeted
functionalities and introduced the initial version of the core security architecture, with particular
emphasis on the in-vehicle topology due to its central role in the overall system. D4.1 addressed
the following key research questions (RQ), fundamental to establishing a secure and trustworthy
CCAM environment:

RQ1: How can hardware-based security mechanisms, including a hardware Root of Trust, be
leveraged to safeguard essential CONNECT components?

RQ2: In what ways can the trustworthiness of CONNECT components and their services be
effectively validated and attested?

RQ3: What cryptographic keys and credentials are necessary, and how should they be securely
managed and utilized within the system?

D4.1 is structured as follows: it begins with a survey of the State of the Art (SOTA) and the foun-
dational concepts of Trusted Computing, establishing the context for the technical content that
follows. Building upon the high-level architecture introduced in Deliverable [16], the document
provides a more detailed description of the architectural components, the key management ap-
proach, and the underlying TEE — with a particular focus on Intel SGX, a widely available TEE
supported by many contemporary off-the-shelf CPUs. To capture the requirements and expec-
tations of different stakeholders, the deliverable introduces a comprehensive set of User Stories.
These stories differentiate between distinct phases — such as vehicle preparation, assessment
of component or service trustworthiness, and re-establishment of trust — as well as various func-
tionalities supported by the TEE, including workload protection, enclave creation, and workload
upgrade or migration. Each user story articulates a desired system behavior, translating abstract
architecture into concrete, real-world scenarios. In total, 23 user stories are defined, reflecting
the contributions of Tasks 4.1, 4.2, 4.3, and 4.5, and are associated with specific user roles and
interactions within the CONNECT ecosystem. The deliverable then presents the hardware-based
trusted execution architecture built on Intel SGX in greater detalil, offering design and implemen-
tation insights that support the user stories introduced earlier. It includes outputs of Tasks 4.1 and
4.2. A focus is on improving the usability of Intel SGX by introducing and extending the Gramine
Library OS. This Library OS enables developers to seamlessly transform Linux-style applications
into applications that run within the protected space ("enclave”) that is provided by Intel SGX. We
conclude the deliverable with a first attempt at formalizing the security requirements for our key
management and document results of Tasks 4.3, 4.4, and 4.5.

Thus, D4.1 offers the following contributions (C):

C1: Definition and introduction of key concepts in Trusted Computing, serving as the conceptual
foundation for the CONNECT security architecture.

C2: Identify the key security components of the architecture that constitute the Trusted Comput-
ing Base (TCB) of CONNECT including key management mechanisms, security flows, and the
documentation of the Trusted Execution Environment (TEE) to be used as the Root of Trust within
CONNECT .

C3: Documentation of a comprehensive set of user stories that illustrate how the architecture
is intended to be used and what security guarantees are expected for various user groups and
scenarios.

C4: In-depth technical description of the Trusted Execution Environment, focusing on Intel SGX,
along with the necessary extensions and adaptations required for its integration within the CON-
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NECT ecosystem.
C5: Initial formalization of security and operational assurance requirements, laying the ground-
work for secure key management and trusted operations in future CONNECT deliverables.

2.4 Challenges resolved in Deliverable D4.2

D4.2 [20] extended the CONNECT security architecture to cover the Multi-Access Edge Com-
puting (MEC). The MEC plays a crucial role in extending the standalone vehicle domain to safe
and secure solutions distributed from the vehicle (far-edge) to edge and cloud facilities, where
the computational resources are typically richer. This approach acts as an enabler of highly
automated driving functions, further materializing the vision of task offloading entangling the
operational planes of the entire CCAM continuum. Nevertheless, the addition of MEC in the
CCAM continuum may introduce new attack vectors; hence, advanced protection mechanisms
are needed. Towards this direction, D4.2 addresses the following questions:

RQ1: How can the CONNECT security architecture be extended to securely support task
offloading and trusted execution across the CCAM continuum, from far-edge (vehicle) to MEC
and cloud infrastructure?

RQ2: What mechanisms and technologies (e.g., Intel SGX, Gramine, enclave-cc) enable the
deployment and lifecycle management of trusted containerised services in heterogeneous and
distributed environments?

RQ3: How can trust be dynamically assessed and enforced across infrastructure nodes,
ensuring that offloaded computations are executed only by components with verifiable and
sufficient trustworthiness?

D4.2 extends the CONNECT Trusted Execution Architecture toward supporting Multi-Access
Edge Computing (MEC) environments, enabling secure service deployment and task offloading
across the CCAM continuum. It builds upon the foundations of the TCB and TEE-GSE defined
in D4.1, adapting them for a broader trust domain that includes far edge, edge, and cloud layers.
The deliverable outlines lifecycle management of containerised workloads, focusing on secure
instantiation, deployment, upgrade, and migration of TEE-protected services using Docker-style
practices adapted for enclave-based protection in Intel SGX. For the purposes of CONNECT
demonstrators, the adopted technology is Gramine, which is based on Intel SGX, while for the
launching of secure enclave, enclave-cc technology is utilised. It shall be underlined, though,
that CONNECT maintains a high degree of interoperability and agility with any type of Root-of-
Trust that demonstrates the baseline of Secure Storage, Measurement and Reporting capabil-
ities [16]. To reflect this extended scope, a new set of user stories is introduced, specifically
targeting the protection of workloads offloaded to MEC infrastructure. These stories capture ad-
ditional security-critical features and operational scenarios beyond the vehicle domain, therefore
enriched to support trust assessment and trust quantification in the context of a more perplexed
environment, constituted by services deployed both at the far edge and the edge side.

Furthermore, this deliverable elaborates on the cryptographic primitives adopted by CONNECT
and designed to specifically accommodate the needs of the CCAM landscape at the far edge
side. These needs are consistent with the existence of different types of ECUs possessing vary-
ing cryptographic capabilities and trustworthiness evidence stemming from multiple trust sources.
It elaborates on the protocols tailored to CONNECT'’s trust architecture, including onboarding
protocols for different types of ECUs (A-ECUs and S-ECUs), an enhanced Configuration Integrity
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Verification (CIV) mechanism as a trust source, and the design of privacy-preserving constructs
such as threshold-based Direct Anonymous Attestation (DAA) for zero-knowledge trustworthi-
ness claims, addressing concerns when sharing this evidence with other vehicles or the MEC.
Finally, it introduces support for static migration of protected workloads across trusted infrastruc-
ture components.

In total, the contributions of Deliverable D4.2 are as follows:

C1: Extension of the CONNECT security architecture to the MEC domain, enabling secure de-
ployment and execution of CCAM services beyond the vehicle (far edge) by building on an estab-
lished trust anchor.

C2: Integration of trusted execution technologies (Intel SGX, Gramine, enclave-cc) to support
secure enclave creation, while maintaining interoperability with diverse Root-of-Trust implemen-
tations.

C3: Enrichment of functional specifications for trusted execution to support trust assessment and
quantification in complex, distributed environments spanning far edge and MEC.

C4: Definition of the secure lifecycle of containerised services — including launch, deployment,
upgrade, and migration — underpinned by a consistent Trusted Computing Base.

C5: Design of cryptographic mechanisms tailored to heterogeneous ECUs at the far edge, incor-
porating multiple trust sources and addressing privacy-preserving trust evidence exchange with
other vehicles and MEC infrastructure.

2.5 Remaining Challenges to be resolved in Deliverable D4.3

D4.3 [22] will extend the CONNECT security architecture for bootstrapping trust through verifiable
service launch and re-establishing trust leveraging secure live migration. This requires us to
resolve the remaining open challenges of Workpackage 4. Specific research questions that we
needed to address were:

RQ1: How can the MEC efficiently prepare TEE workloads? The final question is to explore how
the MEC can improve its efficiency of hosting TEE workloads. A particular focus of this work is to
support task migration - from the vehicle to the cloud and back.

RQ2: How can applications be launched while ensuring verifiability? Similar to IBM’s integrity
measurement architecture (IMA) [45], an important requirement when launching critical applica-
tions is to ensure that the applications are properly started and successfully complete their setup
while ending in a desirable state.

RQ3: How can Tasks be securely migrated chip-to-cloud? The second research question was
to design protocols to ensure that a task can be securely migrated. This requires guarantees
that only one instance exists at any time, that the state is properly migrated, and that no software
rollback can be done by a malicious insider.

RQ4: What overhead has been introduced by the CONNECT security protocols? A final question
is to quantify the overhead that was introduced by the cryptographic protocols designed in CON-
NECT. While the actual validation whether our architecture is sufficient for addressing the use
case requirements will be evaluated in Workpackage 6, our focus lies on measuring the technical
overhead introduced by our cryptographic protocols.

To do so, it starts with describing the final view of the CONNECT architecture as it pertains to
the proposed trust extensions enabling the vision of trustworthy information exchange among ve-
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hicles and infrastructure, including verifiable service launch and secure live migration of security-
critical workloads. The latter, which is a key innovation in CONNECT is thoroughly described in
Chapter 4. Lastly, the present deliverable elaborates on the results retrieved from the evaluation
activities aiming to discuss the applicability of such controls specifically in the context of vehicle
communications that have strict requirements in terms of latency.

To this extend, the present deliverable offers the following contributions (C):
C1: Design and implementation of a Verifiable Service Launch mechanism that ensures integrity
and authenticity of services at deployment time. This is documented in Section 3.2.1.

C2: Introduction of TALOS, a secure live migration framework for moving trusted workloads (e.g.,
SGX enclaves) across heterogeneous nodes, ensuring single-instance execution, state integrity,
and rollback protection during task relocation from edge to edge or edge to MEC and vice versa.
This is described in Section 4.

C3: Development of enhancements to MEC-side orchestration and preparation mechanisms
to support confidential computing. These include resource allocation, image preparation, and
manifest handling to optimize TEE workload deployment. This is described in Section 3.2.1.

C4: Comprehensive evaluation of the performance and latency overheads introduced by the
cryptographic protocols and trust mechanisms implemented in CONNECT, particularly in the
context of latency-sensitive CCAM services. This is documented in Section 5.

C5: Evaluation of privacy-aware cryptographic protocols (i.e., Threshold DAA) that enable trust
sharing between vehicles and MEC without compromising confidentiality, accommodating differ-
ent privacy profiles as required by stakeholders. This is documented in Section 5.

C6: Consolidation of a cohesive chip-to-cloud security architecture supporting integrity moni-
toring, trust assessment, secure orchestration, and workload migration across all tiers (vehicle,
MEC, cloud). This is documented in Section 3.
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Chapter 3

CONNECT Final Trust Extensions
Architecture

This chapter will document the latest architecture and recent advances of the CONNECT Security
Architecture.

3.1 Summary of the CONNECT Final Trust Architecture

The latest view of the CONNECT architecture is illustrated in Figures A.1-A.4, where distinct func-
tionalities are visually differentiated by colour. Five primary types of flows are identified: i) V2X
communication, covering interactions between vehicles and between vehicles and MEC infras-
tructure; ii) Trust-related flows, where trust evidence and attestation information are exchanged
among components; iii) Migration flows, triggered when services are relocated across devices
(e.g., ECUs); iv) CCAM data flows, involving the exchange of kinematic data and environmental
observations; and v) Kubernetes-based orchestration flows, which handle the deployment and
management of services. For more elaborated description of this flows refer to D2.2 [15]. Below,
each flow type is analysed in the sections that follow from a high-level perspective.

V2X communication : This category includes the exchange of Cooperative Awareness Mes-
sages (CAM), Collective Perception Messages (CPM), and Decentralized Environmental
Notification Messages (DENM) between vehicles and infrastructure. Both the in-vehicle
management component and the MEC infrastructure are equipped with message encoders,
enabling them to generate and interpret such messages, facilitating coordinated behaviour
and situational awareness in CCAM scenarios.

Trust-related flows : Trust assessment lies at the core of CONNECT. At the far edge, Attesta-
tion Agents within the TCB of each A-ECU continuously monitor integrity and send mea-
surements to the A/V, which verifies them. This verified evidence feeds the TAF, serving as
a primary trust source. Simultaneously, the Mis-behaviour Detector (MBD) service collects
contextual and behavioural evidence from CCAM data flows. As conflicting or complemen-
tary observations may be received from various sources (e.g., vehicle sensors), the TAF
aggregates and evaluates them to compute an Actual Trust Level (ATL).

The evidences acquired from the trust sources (AlV, MBD, and TAF) are aggregated by the
TCH, which disseminates Trustworthiness Claims to other vehicles and the MEC. Notably,
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CONNECT supports different privacy profiles, allowing the tailoring of evidence sharing
based on sensitivity or context.

At the MEC side, trust-related information from multiple vehicles is received, validated by
the TCH, and used to update the local TAF and MBD services. Moreover, MEC-hosted
applications may request trust assessments specific to the infrastructure or services. In
such cases, the MEC-side AlV collects relevant attestation data and sends it to the TAF for
evaluation, which returns the ATL to the requesting application.

Migration flows : A novel capability introduced in CONNECT is the support for enclave migra-
tion across trusted devices (e.g., from one A-ECU supporting CONNECT TCB to another,
or to a Zonal controller (ZC)). Migration may be triggered by CCAM services, for instance,
in response to a change in the ATL of a node. The service locates the enclave targeted
for migration and coordinates with the Migration Service embedded in the TCB to securely
instantiate it on another trusted component.

While earlier deliverables focused on static migration, the present document details a live
migration framework introduced by CONNECT, named TALOS. TALOS enables seamless
transfer of SGX-protected workloads between trusted entities while preserving integrity,
confidentiality, and trust guarantees.

CCAM data flows : Sensor observations originating from heterogeneous ECUs with varying
cryptographic capabilities (e.g., A-ECU, S-ECU) are relayed to the in-vehicle computer ei-
ther directly or via the Zonal controller (ZC), using the Facility Layer. These observations
are consumed by CCAM services to support decisions such as acceleration, deceleration,
or maneuver planning. In parallel, this data is processed by the local MBD to construct a
real-time perception model. It may also be selectively shared with other vehicles or MEC
infrastructure. These receiving entities can in turn use the data to update their trust percep-
tions through their respective MBD services.

Kubernetes-based orchestration flows :A novel capability elaborated in this deliverable is the
Verifiable Service Launch mechanism. This process is initiated at the cloud level, where
the orchestrator (e.g., Kubernetes) decides to deploy a new service at a MEC infrastructure
node. The deployment begins with the service manifest—along with an optional Gramine-
enabled manifest—being stored in the Registry. If a confidential container is requested,
these manifests are combined using Enclave-cc technology. CONNECT adopts the Con-
fidential Container (CoCo) paradigm, leveraging Enclave-cc to deploy SGX-protected con-
tainers. During this process, the .sgx variant of the service manifest is constructed. This
enriched manifest defines the security policies for sensitive files, processes, system calls,
and other relevant elements. The Gramine manifest also includes critical metadata such as
the MR Enclave Reference Value Measurement and a digest of the application intended to
run inside the container, providing the basis for runtime verification.

In Kubernetes, as explained in D4.2, the Kine, the Supervisor, and the Tunnel Proxy facili-
tate the launching of the MEC-based containers. The Kine database system stores cluster
state data, Kubernetes resources, worker node status, user roles, roles bindings, and con-
tainer scheduling and orchestration information. The Tunnel Proxy in K3s ensures secure
communication between control and worker nodes, encrypting data transmission and pro-
tecting the cluster from external threats. The Supervisor in K3s enhances communication
between worker nodes and the server’s control plane functions by acting as an intermediary
firewall.
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To ensure that the correct application is launched and attested, the Kubernetes Key Man-
agement System (KMS) recalculates the MR Enclave Reference Value Measurement, com-
paring it with the expected value in the Registry. Upon successful verification, Kubernetes
secrets (e.g., cryptographic keys and certificates) are released, allowing the new container
to establish secure communication with other services or the Master Compute Node.

3.2 The CONNECT Architecture for Multi-Access Edge Com-
puting (MEC)

In the first round of activities revolving around the design of “secure chip-to-cloud” solutions, en-
abling the trust assessment and quantification of CCAM ecosystems (documented in D4.1 [13]),
we focused primarily on the vehicles (i.e. the far-edge). There, we presented an initial descrip-
tion of the CONNECT TCB, and the CONNECT Trusted Execution Architecture along with the
necessary building blocks and their functionalities towards the secure lifecycle management of
all in-vehicle (HW and SW) elements comprising an automotive service. At the core of this archi-
tecture lies the establishment of a chain-of-trust throughout the entire service stack of the host
vehicle: from the device hardware, to the application and execution environment being instan-
tiated in the Vehicle Computer. A trust pillar in this context is the anchoring of all services to
a Root-of-Trust (instantiated in resource-capable in-vehicle elements, e.g., Gramine TEE) capa-
ble of expressing trust in a verifiable manner through the provision of security/trustworthiness
claims. These claims include assertions on the integrity (and other trust properties of interest
including resilience, robustness, safety, etc., as defined in D3.1 [12]) of the target device and its
correct configuration and execution state to be used as a trust source for inferring (and reasoning
on) the Actual Trust Level (ATL) of any in-vehicle node and data item.

Building on this initial trust execution architecture, the objective of [20] was to describe how the
CONNECT TCB extends to also capture the requirements of the MEC layer of the CCAM ecosys-
tem, by demonstrating the necessary refinements that have to be added to the CONNECT TCB.
As mentioned in D2.1 [16], the MEC introduces several advantages by providing vehicles
with seamless access to significant computational capabilities, addressing cases where the
vehicle’s resources are insufficient. This enhancement of the operational landscape translates
into deploying services at both sides of the spectrum (i.e., far-edge and edge) and/or offload-
ing/migrating resource-intensive tasks from the vehicle to the MEC so as to benefit from the
rich (edge-deployed) computational resources. The motivation to employ task-offloading opera-
tions is the increased in-vehicle computation needs and the ever-increasing complexity/computa-
tional requirements of the CCAM applications. In view of the higher automation level of connected
vehicles (mainly with the inclusion of advanced ML-based, cooperative perception and positioning
capabilities [42]), further computational needs are posed. Even overcoming the proliferation (rate)
of capable in-vehicle devices/hardware [39]. Nevertheless, it should be clarified that this updated
operational model, incorporating the MEC, may further introduce new attack vectors. Such attack
vectors are elaborated in the 5GAA paper [2] where the CONNECT consortium provided detailed
definitions of threat models as well as the security boundaries identified for the MEC system and
the services that the MEC hosts for supporting the operation of connected vehicles.

As a result, sufficient runtime security controls are needed to assess and establish trust,
not only among vehicles but also to the virtualised infrastructure where the services are
deployed; i.e., where the CCAM- or CONNECT- related trust services are instantiated. The
integration of a TEE into the MEC enables all operations to be protected, including the
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continuous and evidence-based trust assessment of any CCAM (SW and HW) element.
This integration of trusted and confidential computing provides strong integrity guarantees on
the infrastructure where services are running and containerised services have been deployed;
hence, trust assessment is also extended to consider the trust state of elements deployed across
the entire continuum - from the far edge (Vehicle) to the edge (MEC) and the Cloud. Notably, the
CONNECT trust execution technology realised on the MEC environment is essentially the same
to (subsequently) be used to safeguard the (CCAM) cloud-based services. Thus, D4.2 [20] delved
into the essential refinements to the TCB for also enabling these additional trust extensions to
MEC- and Cloud-deployment environment: These enhancements facilitate the implementation of
security controls, ensuring the secure execution of applications through the trust assess-
ment of virtualised infrastructure where application servers are deployed. Emphasising the
significance of vehicle-to-everything trust assessment, encompassing the evaluation of the virtu-
alised infrastructure beyond the boundaries of a vehicle, as defined in D3.2 [19], remains a critical
aspect.

The distinguishing factor in ensuring the integrity of services within a virtualised infrastructure, as
opposed to the case when executed in a vehicle, lies in the ability to verify the integrity of the
entire stack of the virtualised infrastructure. CONNECT primarily utilises Kubernetes as a
prominent orchestration technology for demonstration purposes [17], while maintaining interoper-
ability agnostic to the technology employed for service orchestration. Towards this direction, D4.2
showcases the deployment of legacy containers using Kubernetes, subsequently convert-
ing them to confidential containers (according to their security requirements) with a focus on
ensuring the integrity of the entire process and the underlying networking stack. This also
constitutes another core innovation of CONNECT as it extends the ETSI standardised Levels of
Assurance (LoA) classification model [27], for virtualised infrastructures, to capture the intricacies
of MEC environments for supporting the life-cycle of connected vehicles. This enriched classifica-
tion allows for a more granular scale of trust that can be assessed based on the provided security
claims by the underlying CONNECT TCB.

The MEC facilitates the deployment of various workloads, including CCAM services and other
application workloads. These workloads can operate in a non-secure mode or be converted
into secure enclaves based on their requirements. They include containerised services, some
of which are instantiated on the MEC, while others are deployed on the vehicle. Additionally,
auxiliary functions within the vehicle may process kinematic or perception data for these ser-
vices. To automate and streamline the deployment process, as outlined in the beginning of
this chapter, the deployment of a containerised service, whether on the MEC, Cloud or the
Vehicle, follows a common approach. The key requirement is that the infrastructure (i.e.,
the In-Vehicle computer, the MEC or even the Cloud) must be equipped with a Root of Trust
(RoT), enriched with the CONNECT TCB. This operational model spans across the whole com-
pute continuum, (from the far-edge to the edge and even up to cloud-based services), adopting
a unified deployment process for transparency and continuum-wide automation. It shall be clar-
ified that in previous deliverables we assumed the deployment of a service occurred within an
inherently trustworthy infrastructure. This assumption is not addressed in the current deliverable,
as CONNECT frameworks want to adhere to a zero trust methodology. To this end, CONNECT
proposes a novel bootstraping phase to launch services and applications in a secure and verifi-
able manner. To support this, the optimal set of cryptographic structures and security controls for
providing verifiable evidence of the secure launch of the containers is identified.
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3.2.1 Confidential Computing for the the Mobile Edge Cloud

Today, automotive computing is device-focused. Specific functions are designed for specific
ECUs and a vehicle consists of hundreds of such ECUs that are the result of a hardware-software
co-design. While this increases the simplicity of each ECU, it has the consequence that a vehi-
cle is a set of fixed-function devices that are hard to upgrade and substantially constrain the
flexibility of the vehicle. Similarly, even the large main ECUs are cost-efficiently sized to only
provide the minimal hardware that was required at design-time to execute the functionality that
was envisioned at design time. As a consequence, enhancing their functionality is usually hard
or impossible.

One goal of the CONNECT architecture is to increase the flexibility and upgradability of automo-
tive services in the field. One important aspect to do so is delegation of functionality: When an
ECU requires new services, it can use other compute nodes (such as the MEC) to provide these
services.

An important requirement for such delegation is the capability to verifiably ensure that the dele-
gated service can provide sufficient confidentiality and integrity guarantees.

To implement this requirement, CONNECT has designed and prototyped confidential computing
for the mobile edge cloud. Like many other cloud services, our concept is based on so-called
containers that provide certain functionalities.

The core idea of our security concept is that containers can also contain security-critical functions
in so-called enclaves. We then provide hardware-based security services that allow protected
execution of such enclaves that are part of containers.

This requires us to solve two challenges.

Confidential Compute enablement of Containers The first challenge is to automate the pro-
cess of enhancing a container with confidential compute capabilities. This is done with the
enclave-cc framework described in the subsequent section.

State Management The second challenge is to ensure proper state management of the en-
claves that is aligned with the life-cycle management of the container. This has been de-
tailed in Section 3 of Deliverable D4.2 [20].

Task Offloading using Containers This functionality has been built on top of the core security
capabilities that are described in this deliverable. Task offloading will be detailed in D5.3
[21].

In the subsequent chapter, we focus on the confidential computing capabilities of the MEC. In
[21], we will specify and evaluate the workload offloading protocols that will be built on top of this
capability.

Our goal is to add hardware-protected confidential computing to a given container that contains
critical security services protected in so-called enclaves. One way to achieve this goal is to
manually implement enclaved services and ensure that these services properly implement the
life-cycle of a container.

The enclave-cc framework' automates this process by automatically adding the Gramine library
OS to a given container and generating the manifest that is required by Intel SGX.

'See https://github.com/confidential-containers/enclave-cc
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——

The overall integration flow of Gramine and Enclave-CC is depicted in Figure 3.2. enclave-cc
builds an overlay of the Gramine-enabled image on top of a regular image file. This Gramine-
enabled image leverages the Intel SGX hardware in order to launch confidential containers, hence
the manifest includes relevant information for the deployment over this trusted hardware.

The creation of a confidential container is automated in the following phases:

1. When an Agent enclave (that runs with Gramine) is triggered to start the deployment of
the application, Gramine must allow the Agent program to establish a secure SSL/TLS
connection to the Image registry, to download the encrypted application image, decrypt
it using the image encryption key, and then re-encrypt it using an SGX-platform-specific
sealing key. Finally, Gramine exposes SGX-platform-specific sealing keys, so that the Agent
program can use them for re-encryption. Therefore, this phase does not require adding new
functionality to Gramine, but only to perform extensive testing.

2. The second phase concerns the acceptance of the encrypted file system of the applica-
tion image: When an Application enclave (that also runs with Gramine) is triggered by the
Agent Enclave to start the application, Gramine must detect the encrypted file system of
the application image on the host disk, copy it inside the SGX enclave, decrypt it using the
SGX-platform-specific sealing key, reconstruct the file system hierarchy from this decrypted
image, and present it to the application (so that the application can see the files and operate
on them).

3. The third phase handles the SGX remote attestation flows with the Key Broker Service
KBS (3). In particular, an Agent enclave must connect to the KBS to obtain the image
encryption key. The Agent must verify the trustworthiness of KBS to gain trust in the key
that it receives. Similarly, the KBS must verify the trustworthiness of the Agent enclave to
gain trust in this Agent and to release the secret key to it. In other words, Gramine must
implement mutual SGX remote attestation on the Agent enclave side. Gramine has both
the low-level attestation primitives for SGX remote attestation, as well as a more high-level
attestation-enhanced TLS library (RA-TLS) that can be used for this purpose.

4. The fourth phase implements the SGX local attestation flows between the Agent enclave
and the Application enclave (4). The two enclaves must verify each other’s trustworthi-
ness to establish a shared SGX-platform-specific sealing key that encrypts the image’s file
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system. In particular, the Application enclave must request this key (more specifically, the
parameters to derive this key) from the Agent enclave; to this end, the Application enclave
must be sure that it communicates with the genuine Agent enclave that provides the correct
encryption key. On the other hand, the Agent enclave must release this key only if it veri-
fies that the Application enclave is genuine and is expecting the correct application image.
Gramine has the corresponding low-level attestation primitives for SGX local attestation,
but unfortunately.

Jointly, these four phases automate the creation and deployment of confidential containers and
allow users to automatically add the additional security functionality that is required for confidential
computing to an existing container.

3.3 CONNECT Mechanisms for Enabling a Vehicle to Estab-
lish and Re-Establish its Trust Level

After this overview of the final architecture, we now spotlight novel features. For each feature, we
will motivate its benefits to CCAM and then outline the architectural updates that were required
to implement this capability.

3.3.1 Reinforcing Runtime Assurances through Verifiable Application
Launch

Applications in CONNECT are deployed in secure containers; before they can be used and their
data trusted, we need to be sure that they were launched correctly, i.e. that the application was
loaded and configured correctly and that the memory initialisation in the enclave is correct. This
means that the application should be enabled to offer Proof of Execution in real-time. Addition-
ally, we need to be sure that an attacker cannot clone an application and provide spurious data
and attestation results to the system. These goals can be achieved by checking the ELF struc-
ture of the binary, verifying critical sections like symbol tables, and correlating this with runtime
control-flow tracing to confirm the application’s execution logic’s continuity and integrity. But these
mechanisms depend upon how the containers are launched and which TEE is used to protect
any keys and provide attestation services. The descriptions that follow are based on those used
in the CONNECT implementations. Kubernetes is used to launch the containers and Gramine to
provide the TEE (with SGX as the underlying hardware). Details of the use of Kubernetes and
Gramine are given in Deliverables D4.2 and D5.2, and so we just give an overview here.

The process of deploying an application starts with a built container image, which is then adapted
to run under Gramine. The original container image and the encrypted Gramine-enabled image
are stored in the image registry.

Before an application can be deployed on the system, a number of other enclaves must be running
on the system. These are the following:

» An Agent enclave that accepts requests to run applications, manages image management,
SGX remote and local attestation, and encrypted filesystem management.
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» A quoting enclave that provides attestation for the Agent and for the application (when it is
running).

In outline, the different stages in installing an application are:

1. The ‘user’ deploys a Kubernetes Pod on the target machine.

2. The Key Broker Service decrypts the Gramine-enabled image, calculates the MRENCLAVE
value from the information stored there, and compares it with the value stored in the
Gramine-based manifest file.

3. The Quote and Agent enclaves are installed on the target machine.

4. The Agent enclave performs the remote attestation protocol with the Key Broker Service
(which in this scenario is trusted).

5. The Agent enclave downloads the encrypted Gramine-enabled application image from the
image registry.

6. The Agent enclave receives the keys necessary to decrypt and verify the Gramine-enable
image from the Key Broker Service.

7. The Agent enclave writes the application image to a local encrypted filesystem.

8. An ‘empty’ Application enclave is started and waits for a local attestation request from the
Agent enclave.

9. As part of the local attestation, the Application enclave receives the decryption key for the
application image.

10. The Application enclave reads the container data from the encrypted filesystem, decrypts
it, and runs the application.

11. The Application carries out a remote attestation procedure with the Key Broker Service.
The remote attestation procedure is outlined in Figure 3.3. The EREPORT data struc-
ture that the Quoting enclave signs includes information about the enclave (MRENCLAVE,
MRSIGNER, ISVPRODID, and ISVSVN) retrieved from the SGX Enclave Control Structure
(SECS) and a REPORTDATA field which the application enclave can provide. This field is
updated by the Application enclave to include a hash ID and the hash of the Challenge and
the MRENCLAVE, MRSIGNER, ISVPRODID and ISVSVN fileds from the EREPORT struc-
ture. The Key Broker Service will be able to identify the hash that was used and recreate
the REPORTDATA field, this can then be checked against the value in the EREPORT data
structure. Once the signature from the quoting enclave is also verified, this confirms that
the application enclave is correctly loaded and running. The application then receives (from
the Key Management System) the Kubernetes key that is used to secure communication
with other containers and the Master Compute Node and a certificate for the public part of
the container’s Kubernetes key.

Note: If the hash ID is ‘null’ it will be up to the KBS to accept the application, or not.

Once these procedures are completed, we have achieved a verifiable launch of the application.
Two factors combine to ensure this:
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Figure 3.3: Overview of SGX Remote Attestation

1. We can use the TALOS protocol (see Chapter 4) to implement the Pigeonhole Principle as
a defence against forking and cloning attacks and ensure that only one copy of an enclave
can be running at any one time.

2. The use of the KDF inside the Application enclave confirms that the application is running
as the KDF includes the challenge sent as part of the attestation process.

3.3.2 Live Migration of Security-Critical Workloads

In automotive cybersecurity engineering [1], vehicle functions, called ltems, are developed and
maintained with the goal of being cyber-secure until their decommissioning. ltems are not stand-
alone functions in a vehicle but are embedded in a complex ecosystem with many interdepen-
dencies on other functions and shared components. These interdependencies are reflected in
the engineering process via requirements exchanged between the components. Each automotive
component can have requirements about the security of another component on which it depends.

According to [1], cybersecurity also needs to be maintained for products during their operational
phase in the field (i.e., vehicles driving on the road). This includes monitoring and updating re-
sponsibilities. At the time of authoring this document, these maintenance processes are mainly
based on manual triage of vulnerabilities, development, and testing of updates. It can take con-
siderable time from discovering an exploitable vulnerability to deploying a security update (up to
several months). This slow-moving update process can help save a vehicle fleet from falling victim
to a large-scale attack but does little to help vehicles under attack to defend against such attacks
before the update is rolled out. The automotive industry needs appropriate response strategies
to handle such security-critical attack scenarios automatically in the field.

One critical requirement for detecting attacks and initiating automated remediation is the afore-
mentioned interdependencies between components. If an attack occurs, onboard analysis (intru-
sion detection systems or CONNECT’s TAF) can reveal that the fulfilment of these requirements
can no longer be guaranteed. This leads to the function’s decision whether to either shut down
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the subsystem or else try to find a strategy to uphold the documented requirements. One such
way can be migrating to a more secure environment.

One important example of such interdependencies is the relationship between the CCAM appli-
cation and its execution platform, meaning the ECUs and especially critical sub-components such
as key storage. If these components come under attack, it can be very useful if the applications
are designed with appropriate flexibility regarding their dependent components. If one such com-
ponent is not trusted any more to fulfil the application’s requirements, the application can decide
to migrate the dependency to another, more trustworthy component with similar features.

Another topic driving the automotive industry is the mega trend of the Software Defined Vehicle
(SDV). As part of this trend, the nowadays static vehicle systems will evolve into general comput-
ing platforms for not only automotive functions but also yet unknown 3rd party services. This goal
requires a decoupling of hardware and software at the platform level. The first important steps
are currently taken by the automotive industry by introducing Zonal Architectures for the in-vehicle
network and centralizing applications on Vehicle Computer ECUs. The next logical step would be
to open up the vehicle to the diverse CCAM ecosystem including other vehicles, MEC, roadside
infrastructure, etc. In this expanded context, applications should be able to dynamically start,
stop, and relocate or migrate between executing platforms (in-vehicle and outside the vehicle) to
efficiently serve the (driving) scenario currently at hand. With applications evolving into ECU- or
vehicle-independent components, identity management will become a crucial topic.

To achieve the required level of flexibility, applications need their own identities which are de-
coupled from the executing platform. Instead of ECUs or computers communicating with each
other, it will be applications which are interconnected. This boils down to handling the application
identities differently from those of the executing platform. If an application is relocated to another
platform, its identities need to migrate alongside while the execution platform’s identities remain
in place.

Identities are usually represented by cryptographic keys. Since cryptographic keys are critical
for the security of the system, they are handled with the utmost care and securely stored on
the execution platforms. Migrating them to another platform needs to achieve the same level of
security as leaving them in their local key store. Such a secure migration does not just include
export and import procedures, but also reintegrating the keys in the target execution platform.
Such a task is not trivial, and this deliverable provides a proposal for this challenge.
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Chapter 4

The CONNECT Architecture for Verifiable
Migration of TEEs

4.1 Introduction

For over a decade, there is a continuous trend towards cloud and edge computing, which allows
customers to leverage capabilities and cost advantages. These technologies evolved in tandem
with the advent of virtualization to realize next-generation “Systems-of-Systems” (SoS). These
systems have evolved from local, standalone systems into safe and secure solutions distributed
over the continuum from cyber-physical end devices, to edge servers and cloud facilities. The
core pillar in such ecosystems is the establishment of trust-aware Service Graph Chains (SGCs)
comprising both resource-constrained devices, running at the edge, but also container-based
technologies (e.g., Docker, LXC, rkt).

In these modern ecosystems, the demand for increased compute power is usually met by dis-
tributing computation tasks onto (disaggregated) specialized hardware devices for performance
and scalability. Even cloud computing architectures are adopting such models called compos-
able disaggregated infrastructure [48] where application data centers comprise functional blocks
connected with high-speed interconnects. Each block provides a pool of a particular resource,
to allow for fine-grained resource allocation and acceleration. This is the core enabler facilitating
the vision of “resilient computing” for optimizing resource allocation and computation outsourc-
ing (for load balancing, fault tolerance, etc.): If an infrastructure element’s (e.g., VM running a
web server) workload significantly increases, it can be automatically replicated to another ele-
ment [28]. However, such a replication mechanism necessitates not only for efficient but also
verifiable application state migration providing strong security guarantees (based on verifiable ev-
idence) on the trustworthiness of the application code and data throughout the entire migration
process. However, many of the existing schemes focus on efficiency and low-latency [25], pri-
marily for entire Virtual Machines and not application states [28], resulting in significant security
challenges still being unresolved:

First of all, how to ensure application execution integrity prior to (state) migration? It is widely
acknowledged that hardware-supported security mechanisms can be used to address these con-
cerns [3]. It has become more attractive to rely on smaller and lower layers, i.e., firmware or even
immutable hardware to enforce security and to reduce the underlying Trusted Computing Base
(TCB). Most notably, this has led to the rise in Trusted Execution Environments (TEEs). TEE
designs vary to a large degree but, in general, they isolate execution environments while main-
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taining some trust to Operating Systems (OS) and hypervisors. For example, Intel's Software
Guard Extensions (SGX) technology enables applications to create trusted execution environ-
ments, called enclaves, in which security-sensitive data can be stored and processed. The code
and data inside an enclave is protected from all other software on the platform. Using remote
attestation, a remote party can obtain strong assurance about the precise software running in an
enclave. However, these hardware-enforced security guarantees are inherently tailored to con-
tainer migration and do not take into consideration the unique challenges of migrating enclave
applications especially as it pertains to enclave states been sealed in hardware.

This raises the question of how to monitor — during runtime — the behaviour of an enclave so as
to ensure application state integrity during and after the migration process? Maintaining that the
migrated application continues to operate securely in its new environment is critical, especially
in scenarios where sensitive data and computations need to be transferred to elements that are
characterized as highly trustworthy. Usually, the hardware-based secure element (e.g., SGX) has
many states for each running enclave. All these states are necessary for resuming the enclave’s
execution on the target machine, including the enclave memory, data structures, counter values,
etc., as presented in Section 4.2.2. However, neither the hypervisor nor the guest OS can access
an enclave’s memory (Enclave Page Cache - EPC) directly. Even if the guest OS can swap all of
an enclave’s data from EPC to normal memory, these data will be encrypted by hardware and the
encryption key will never leave the processor, which makes it impossible for the target machine
to restore the execution of the enclave. Thus, new introspection capabilities are required that
balance state monitoring with the security level offered and without breaching the isolation level
of an enclave.

Aggravating this issue, neither the hypervisor nor the guest OS should be trusted, as is the as-
sumption in many of the existing solutions. Traditionally, the hypervisor is trusted and can access
any state of a guest VM. On hardware-protected platforms, the hardware provides an execution
environment for each enclave, which is isolated from the potentially malicious hypervisor or guest
OS. However, the migration process requires that the enclave states are dumped out of the en-
clave where there is no hardware protection. A malicious hypervisor may steal or tamper with
the states during the process. It is, therefore, necessary to protect the enclave states during
migration without trusting the hypervisor or guest OS.

Contributions of the TALOS Migration Design: Compounding these issues, we propose an
improved mechanism for migrating enclaves with persistent state (called TALOS). The novelty
of TALOS lies in its capabilities for verifiable state and enclave management throughout the en-
tire migration process: Under the zero trust principle, TALOS is the first-of-its-kind to be able
to not only provide strong guarantees on application state integrity (during and after extraction)
but also associate Proof of Execution with special attention to preserving state continuity in the
target machine. Essentially, TALOS ensures that the migratable application is both transferred
and loaded correctly to the destination enclave, even when considering an extended threat model
(Section 4.3.2). To support this, TALOS defines a minimal but sufficient Trusted Computing Base
(TCB) that encompasses the necessary software components for state extraction, measurement,
and control-flow verification. These components operate in tandem with the underlying hardware
root of trust to ensure that state integrity and authenticity are preserved throughout the migration
process. This is coupled with rigorous attestation over the state extraction, transfer, and re-
launching phases. Our work extends the Gramine Library Operating System (LibOS) [35], which
is built on top of Intel Software Guard Extensions (Intel SGX). Gramine provides a lightweight
and scalable framework for transforming untrusted applications into enclave-protected applica-
tions without requiring source code modifications.
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Design: While TALOS is implemented using Gramine and Intel SGX, its design remains TEE-
agnostic. It capitalizes on the enclave’s isolation to enable deep introspection into the application’s
state and execution path post-migration. Rather than blindly trusting the act of migration itself,
TALOS explicitly verifies what code has been loaded into the enclave memory and how it behaves.
This is achieved by inspecting the ELF structure of the binary—validating critical sections like the
symbol tables—and by correlating this with runtime control-flow tracing to confirm the continuity
and integrity of the application’s execution logic.

Through this novel introspective mechanism (offered as an extension of the (Gramine-based) root
of trust for measurement), TALOS offers the aforementioned Proof of Execution that operates in
real-time. It allows for the detection of irregularities such as code injections, unexpected system
calls, or unauthorized duplications. Unlike traditional attestation, which captures static measure-
ments, TALOS monitors the dynamic behaviour of the application inside the TEE to validate that
the expected control-flow transitions are occurring, and that they originate from a binary that
is both expected and unmodified. This approach not only reinforces integrity but also ensures
that the launch and continuity of the application’s execution are verifiable, even after migration.
This is especially critical in adversarial settings, where enclave binaries cannot be trusted a pri-
ori and must prove their trustworthiness through observable behavior. Additionally, process-level
identifiers and system call mappings are used to detect cloning or fork-based replication attacks,
enforcing a one-to-one mapping between identities and application instances inside the trusted
domain.

To further fortify system security, the protocol implements the Pigeonhole Principle as a defense
against fork bomb and cloning attacks. By maintaining a structured mapping of launched appli-
cations, it prevents excessive redundant processes from spawning unchecked. Specifically, an
application cannot be instantiated more times than the available unique identifiers allow, enabling
detection and blocking of unauthorized duplication attempts. This proactive process monitoring
approach ensures resource availability, maintains system stability, and enhances the resilience
of the migration environment.

In all, TALOS employs a SW/HW co-design principle so as to provide state migration capa-
bilities with strong integrity and reliability guarantees, that can fit different usage scenarios
for mixed-criticality application workloads. The required minimal modifications enable TALOS to
operate independently of any specific Root of Trust (RoT) or vendor-locked attestation infrastruc-
ture, making it resilient to the fragmentation of the hardware trust anchor design space. As long
as a target system supports key security properties — enclave-based isolation, verifiable remote
attestation, and sealed state protection — TALOS can act as a silent observer and enabler of
verifiable state migration with minimal system intrusion.

4.2 Contributions of our Verifiable Migration Architecture

4.2.1 Real-Time Proof of Execution

Ensuring that an enclave application at run-time operates satisfies well-defined run-time con-
straints requires not only attesting to the integrity of its (static) binary during launch but also
asserting to its trusted execution during run-time. This forms the basis of a Real-Time Proof of
Execution [32], a concept that extends traditional remote attestation by offering run-time guaran-
tees on control-flow and memory integrity. The foundation of our approach begins with verifying
the structure and integrity of the application binary, which adheres to the Executable and Linkable
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Format (ELF) — the standard format for Linux binaries. ELF defines distinct segments such as
.text, .data, and .bss, along with headers and symbol tables that govern how binaries are loaded
and executed. Boot-up integrity verification involves hashing critical sections like .text and vali-
dating symbol resolution to ensure that the loaded binary has not been tampered with or injected
with malicious payloads 4.1. Runtime behavior is monitored through control flow integrity,
which detects invalid transitions defined by a system call control-flow graph (SC-CFG, [54]),such
as those resulting from return-oriented or jump-oriented programming.

Definition 1. Given a program, an SC-CFG is a directed graph G = (V, E), where V is the set
of system calls (i.e., nodes), and E is the set of edges representing transitions between system
calls. A control flow edge from the system call v; to v, is (v;,v;), where V and E are the node
and edge sets of G.

Our work draws conceptual inspiration from the Proof of Execution (PoX) paradigm, which ex-
tends traditional remote attestation by binding integrity guarantees to actual execution semantics.
In PoX, a verifier not only challenges the prover to attest to the authenticity of a binary but also
requires the execution of a designated function under the root of trust. The function’s output,
combined with a cryptographic hash of the code and a nonce, forms an attestation report that is
only valid if the execution was atomic and unaltered.

While TALOS does not adopt PoX’s strict atomic execution model — which is generally imprac-
tical for real-time or interactive systems — it strategically integrates PoX-inspired semantics into
the migration process. Specifically, TALOS associates execution integrity with post-migration
verification to ensure that the enclave-resumed execution context remains faithful to its origin.
Unlike PoX, TALOS operates in a non-intrusive manner and does not require modifications to the
underlying hardware or platform. TALOS maintains hardware compatibility by relying solely on
minimal software-centric extensions, as will be detailed in subsequent sections. This makes TA-
LOS suitable for dynamic and migration-aware enclave applications without sacrificing the trust
guarantees associated with execution verification.
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Figure 4.1: Memory Layout of an ELF Binary with Function Symbols and Metadata
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4.2.2 State Migration

To ensure both integrity and state continuity during the enclave application migration process,
it is essential to distinguish between two complementary aspects of the migrated application:
the persistent state and the volatile state. Together, these states characterize the full exe-
cution context of a trusted application. Unlike prior approaches, we aim to migrate the volatile
state on the target machine. Verifying both states allows TALOS to ensure not only that the
application binary is genuine and correctly mapped, but also that it resumes execution under
conditions faithfully reflecting those before migration — preserving its semantic correctness and
trustworthiness. By attesting both states in the post-migration, TALOS provides a holistic proof
of execution—demonstrating that not only has the binary remained unaltered, but also that it has
resumed faithfully with its intended state. This dual-layer model closes the gap between binary
integrity and state continuity, enabling deterministic and secure enclave application migration.

4.2.2.1 Persistent State

The persistent state captures the stable, structural properties of the application as it is instan-
tiated in the target Trusted Execution Environment (TEE). This includes both (i) the in-memory
layout derived from the ELF binary and (ii) the sequence of system calls forming the control-flow
graph (CFG) that confirms the application has properly loaded the volatile state.

More specifically, the ELF-based structures include segments such as .text, .data, and .bss, along
with resolved program symbols and relocation entries. TALOS performs a deep inspection of this
structure post-loading, ensuring that memory regions are correctly mapped and that symbols
and relocations align with the original binary’s logic. The control flow graph is captured dynam-
ically while the application is relaunched, providing evidence that the application has performed
the necessary operations to ingest the volatile state. This synergy between static and dynamic
checks ensures that the application not only appears structurally valid but has also logically tran-
sitioned into the correct state.

Any anomalies — such as unexpected symbol resolution, corrupted relocation, or deviations in
the observed system call behavior — would indicate a compromised or failed migration. Thus,
persistent state verification establishes the foundational trust that the binary is genuine, correctly
instantiated, and logically aligned with expected post-migration behavior.

4.2.2.2 \olatile State

Complementing the persistent structure, the volatile state encompasses the dynamic runtime
context of the application—capturing the conditions under which it must resume execution. This
includes sensitive and execution-critical data such as memory allocations, heap and stack con-
tents, runtime variables, open file descriptors, and enclave-specific context like sealed data, cryp-
tographic keys, or even secure monotonic counters. The applications targeted by TALOS are
migration-aware, meaning they are designed to externalize and re-internalize this volatile state
in a controlled and secure manner. As part of the migration, this state is encrypted, transferred,
and reloaded into enclave memory, where its integrity is verified before execution resumes. This
state continuity is crucial: even if the persistent binary structure is sound, a corrupted or inconsis-
tent volatile state could lead to incorrect or insecure execution, violating the program’s expected
semantics or compromising its secrets.
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4.3 System & Threat Model

4.3.1 System Model

At the heart of TALOS lies a Trusted Computing Base (TCB) responsible for performing crypto-
graphic operations and runtime introspection, which are essential for ensuring the integrity and
security of the migration process. This TCB builds upon the notion of a Root of Trust for measure-
ment, ensuring that all sensitive operations are executed in an isolated and verifiable manner. To
realize this, the underlying Trusted Execution Environment (TEE) must provide strong isolation
guarantees and support fine-grained control over execution. In our implementation, we leverage
the Gramine Library OS that uses Intel SGX to fulfill these requirements, enabling safety-critical
operations to remain secure even in the presence of a compromised host OS. In our protocol, the
components are structured as follows:

A Migrating Node refers to a zero-trust device equipped with a TEE that can operate either
as a Source- (SMN) or a Target-(TMN) Migration Node. Each node hosts a Migration Service
Trusted Application (TA), which orchestrates the launch and management of enclave applica-
tions and forms the core of the device’s Trusted Computing Base (TCB). As a SMN, it initiates
the measurement and verifiable extraction of the volatile state. As a TMN, it receives this state
and securely resumes execution, providing verifiable authenticity and integrity guarantees at
launch. The Migration Service is instantiated within the TEE using a certified key pair and ensures
the confidentiality and integrity of the state throughout the process. Migrated applications are
launched as child processes —- a deliberate design choice that allows the TA (as the parent)
to access and introspect the memory layout of its children, even when such access is otherwise
restricted. This leverages trusted parent-child semantics to maintain fine-grained control over
enclave state without compromising isolation.

An Orchestrator is a trusted entity responsible for (i) onboarding each node by verifying its initial
key certificates and (ii) validating the configuration of each node’s Migration Service. It acts as a
trusted third party and can be implemented as a custom service or built on existing infrastructures
such as Intel’s attestation service [47, 46]. While a trusted third party exists in our system model,
TALOS retains a decentralized attestation architecture for secure live migration. This is be-
cause all interactions with the Orchestrator are confined to a one-time enrollment phase during
the initialization of each Migration Service. The actual migration process proceeds independently,
without requiring further involvement from the Orchestrator [26].

4.3.2 Threat Model

TALOS is agnostic to the underlying Root-of-Trust 4.9.2. The TALOS implementation (Sec-
tion 4.7.1) is built on top of SGX and follows a similar threat model [41], which considers the
host software as a potential source of harm or compromise. We place our trust only in the TALOS
TCB and the security element (e.g., SGX hardware) for enforcing enclave isolation. The enclave
needs to be robust against COIN and similar attacks [33]. All other software on the machine,
including the OS and hypervisor, is considered untrusted. We assume that the adversary has
physical access to the machine, privileged access to all software, and the ability to monitor and
manipulate all host and network traffic. As usual, we assume that the adversary is unable to
subvert correctly implemented cryptographic primitives, and in general, this paper does not cover
side channel attacks, including traditional cache side channel attacks [38], page table based at-
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Figure 4.2: An Insider’s Perspective on the TMN Architecture

tacks [51, 53, 55], or transient execution attacks [34, 52]. We consider protection against these
attacks as orthogonal to our design.

4.3.2.1 Software Adversary on the Migration Node

We assume the presence of a sophisticated software adversary capable of compromising both
the Source and the Target nodes—excluding their SGX enclaves. On the Source node, the ad-
versary may exploit software vulnerabilities to tamper with the application states during migration,
aiming to inject malicious changes or subtly alter critical data to compromise the application’s
integrity. Similarly, on the target node, the adversary may attempt to interfere with the migration
process by blocking volatile state from loading, altering received data, or altering the persistent
state to maliciously alter the migrated application’s functionalities. In this model, the only software
protected against tampering is the code and data executed within the SGX protected Migration
Service on both nodes. All other components—including the OS, hypervisor, and application host
stack—are considered potentially compromised.

4.3.2.2 DDoS and Fork Bomb Attacks

Distributed Denial-of-Service (DDoS) attacks pose significant threats to the Live Migration Pro-
tocol by overwhelming system resources and disrupting operations. Among these, fork-bomb
attacks represent a particularly severe and targeted form of DoS. It involves a malicious process
continuously creating new (enclave) threads until system resources are exhausted, leading to a
system-wide denial-of-service condition. In the context of state migration, the objective of a fork
attack is to create two or more copies of the same enclave with inconsistent state, potentially run-
ning on different machines, in order to undermine some application-specific security guarantee.
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Table 4.1: Comparison with competing approaches

4.3.2.3 Cloning Attacks

Our migration protocol aims to ensure that no unauthorized copies of an enclave can be cre-
ated. Cloning attacks involve an adversary duplicating a legitimate enclave instance to, e.g. gain
unauthorized access to sensitive data or resources. By creating an unauthorized replica of a
migrated application, the attacker can attempt to execute malicious operations (e.g. password
guesses) under the guise of a legitimate process. Our protocol counters this threat through ro-
bust attestation mechanisms, secure enclave management, and resource validation techniques
(Section 4.8).

4.3.2.4 Replay Attacks

Replay attacks occur when an adversary captures and reuses previously recorded migration data
to execute unauthorized or outdated states of an application. This could lead to the reintroduction
of security vulnerabilities or unauthorized access to previously protected information. Without
proper countermeasures, such as cryptographic nonce verification and freshness checks, replay
attacks could severely compromise both the integrity and confidentiality of the migrated applica-
tion state.

4.3.2.5 Rollback Attacks

Rollback attacks involve an adversary forcing an enclave to revert to an outdated or vulnerable
state. By coercing the system into executing a previous version of the application, an attacker
may reintroduce known vulnerabilities or undo security patches. This is particularly dangerous
in the context of migration, as it could enable exploitation of previously mitigated security flaws.
To counter rollback attacks, our protocol employs secure versioning mechanisms and attesta-
tion techniques that ensure only the latest and most secure application state is accepted during
migration.

4.4 Related Work

Live migration of workloads secured by hardware-assisted Trusted Execution Environments
(TEEs) has become a topic of increasing relevance, particularly in the context of Intel SGX — one
of the most widely deployed commodity TEEs. While our implementation targets SGX-protected
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applications running within the Gramine LibOS environment, TALOS itself is agnostic to the un-
derlying TEE architecture and can be adapted to support other trusted execution frameworks.
Unlike prior work, our focus is not on migrating entire VMs or containers, but rather on the secure
and verifiable migration of enclaves, including their application state.

Table 4.1 summarizes the contribution of TALOS over the state of the art that we now discuss in
detail:

eMotion [43] proposes architectural extensions to Intel SGX to support enclave migration. It al-
lows virtual machine managers to securely transfer enclave pages between hosts via a trusted
channel. These extensions ensure both the confidentiality and integrity of enclave state but re-
quire hardware modifications, limiting their deployability on existing Intel SGX platforms. It does
not protect against forking, rollback, or cloning.

Gu et al. [28] proposed software-based enclave migration that adapts enclave logic. It is based on
newly introduced enclave (launch and runtime) execution controls tailored to be able to securely
manage the state of the target enclave, to securely manage its own state. These approaches
often include internal control threads responsible for encrypting and exporting enclave memory
and CPU context. They employ cryptographic techniques such as checksums for integrity, and
in some cases, introduce two-phase checkpointing protocols to ensure quiescent states before
migration. Security properties such as fork and rollback resistance are often achieved using Intel’s
quoting service and enclave self-destruction safeguards. Again, forking, cloning and replay are
still possible.

Liang et al. [36] propose a framework that integrates dedicated migration libraries directly into the
enclave codebase. These libraries offer checkpoint and restore capabilities using authenticated
encryption schemes like AES-GCM, and support secure memory reinitialization on the destina-
tion host. While they provide strong guarantees against cloning and fork-based attacks through
hardware-bound cryptographic operations and trusted counters, such approaches are inherently
intrusive, requiring modifications to the enclave’s default execution and management model.

MigSGX [4] targets containerized environments — embedding enclave migration within the con-
tainer lifecycle. MigSGX enables enclaves to autonomously dump and reload their state using
keys derived through a CPU-independent key agreement between the source and destination
devices. While performance is enhanced via pipelined memory dumping and restoring, the de-
sign primarily emphasizes state integrity, offering limited guarantees on control-flow fidelity or
comprehensive attestation.

Finally, CloneBuster [10] focuses on fork and clone detection in hostile environments. These
solutions leverage covert communication channels -—such as cache-based side channels -— to
allow enclaves to detect the presence of clones running on the same machine. When combined
with monotonic counters, they provide strong anti-fork guarantees. While originally designed
outside the migration context, such techniques could be adapted to enhance migration security,
as adversaries might attempt clone or fork bomb attacks during the migration window.

In summary, TALOS is the first framework to extend live migration mechanisms with verifi-
able state transfer and secure execution continuity. It simultaneously addresses core security
threats—such as forking, rollback, state tampering, and unauthorized reloading—through a com-
posite attestation model where both migration parties mutually attest to each other.
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4.5 Requirements & Goals

TALOS ensures a safe and reliable transfer of applications and states between devices. This is
formalized through the following requirements:
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Figure 4.3: TALOS Conceptual Overview for Verifiable State Management During Live
Migration

Enforcement of a Valid Trusted Computing Base (TCB): Only Targets that are verified
to provide an approved TCBs can participate in migration. The Orchestrator defines and
verifies the security requirements for Target devices. This verification is achieved through
attestation mechanisms — such as Intel SGX or AMD SEV — that confirm the correct in-
stantiation and integrity of the software components of the Trusted Computing Base (TCB),
particularly the Migration Service of TALOS. This measurement prevents migrating applica-
tions to untrusted environments that may compromise their security.

Measurement Authenticity: A migration scheme must incorporate mechanisms to detect
unauthorized modifications to the migrated application state, as threats may arise from a
compromised Source or Target node. Ensuring data integrity requires robust verification
methods, such as digital signatures, cryptographic hashes, and sealed storage. If any
tampering is detected, the Target node must invalidate the migration request and initiate
countermeasures to prevent potential security breaches.

Verifiable Enclave & State Management: Before the Source Node concludes the migra-
tion process, it must ensure that the application has been correctly launched on the Target
device and is functioning correctly. This verification process involves remote attestation and
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validation to validate the migration state to ensure accurate restoration of memory. Ensur-
ing application integrity post-migration prevents unintended modifications, data loss, and
security vulnerabilities that may arise if the Source prematurely shuts down without proper
validation.

R4. Prevention of Replay Attacks: Replay attacks pose a significant risk to migration secu-
rity, as an adversary may attempt to reuse previously valid states to deceive the system. To
mitigate this threat, the Target node must provide cryptographic proof of a successful migra-
tion within a specified time window. This involves exchanging nonces, implementing secure
timestamps, and employing session-bound credentials to ensure each migration event is
unique and verifiable. These safeguards prevent adversaries from fraudulently replaying
past migration attempts to gain unauthorized access.

R5. Mitigation of DoS, Fork Bomb, Rollback, and Cloning Attacks: Denial-of-Service at-
tacks, fork bombs, and cloning attacks threaten the stability and security of the migration
process by exhausting resources or enabling unauthorized duplication of enclaves (with the
same state). The Target node must implement strict resource management policies, run-
time attestation, and unique instance verification to prevent these threats. Process monitor-
ing and enforcement of execution limits ensure that only a single authorized instance of the
migrated application is running at any time, effectively mitigating the risks associated with
excessive resource consumption, unauthorized replication, and privilege escalation.

4.6 TALOS Live Migration Scheme

The TALOS migration protocol unfolds in four distinct phases: Enrolment, Migration Affinity, Veri-
fiable Import, and Verification.

4.6.1 High-level Overview

In the Enrolment phase, aligning closely with standardized practices [27], we extend the standard
zero-touch onboarding process by provisioning each migration node’s Migration Service with se-
cure migration policies and reference values. These include system call graphs that depict the
correct control flow expected when an application loads its volatile state, thereby ensuring state
continuity after migration. This enrolment process is executed once during the initialization of
each migration node and is not involved during actual live migrations, supporting our goal of a
decentralized migration protocol.

Live migration begins with the Migration Affinity phase. As shown in Figure 4.3, the Target Migra-
tion Node (TMN) requests the migration of a Trusted Application from the Source Migration Node
(SMN), as a reaction to a security policy enforcement. Upon verifying the request, the SMN’s Mi-
gration Service pauses the application and collects both its volatile state and relevant parts of its
persistent state —- such as the ELF memory mappings (Steps 1-5). Once the necessary cryp-
tographic structures over the application state are finalized, the TMN verifies them and proceeds
to launch the migrated application within its environment.

During the Verifiable Import phase, the TMN’s Migration Service launches the application as
a child process. This design choice enables the parent (the Migration Service) to introspect
the memory layout of the child enclave, overcoming traditional system-level access restrictions.
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While enclaves typically operate within isolated EPCs that prevent mutual access, the parent-child
relationship established within the trusted environment allows the Migration Service to inspect the
child’s EPC contents directly. Simultaneously, the TMN triggers a tracer to extract the system call
graph and memory mappings during the application’s reinitialization. With these traces, the TMN
constructs its own cryptographic attestation structures, which are sent back to the SMN, as a real
time proof of execution (PoX), for validation (Steps 6—10), concluding the Verifiable Import phase.

Finally, during the Verification Phase, the SMN’s Migration Service evaluates the TMN'’s attesta-
tion response. Depending on the result, it either authorizes the final termination of the original
application or aborts the migration, thereby completing the protocol and updating its pigeonhole
registry.

4.6.2 Enrolment Phase

The Enrolment Phase establishes the foundation for secure and controlled live migration by
provisioning each node’s migration service with the necessary credentials and access control
policies. Each participating node generates a cryptographic key pair, and its public key is reg-
istered to the Orchestrator, which issues a digital certificate attesting to its authenticity. This
lightweight, one-time setup enables mutual authentication between nodes without requiring a per-
sistent trusted third party during live migration [56]. In addition to the policy, each migration node
is provisioned (by the Orchestrator) with a reference system call graph specific to each trusted ap-
plication it hosts and can be subject to migration. This graph captures the correct flow of system
calls expected during the re-launching of the migrated application while loading its volatile state.
It serves as a behavioural template to verify that the application resumes execution in an untam-
pered manner. By comparing the observed control flow (during reinitialization) with this reference
graph, the Migration Service can detect deviations indicative of compromise or state corruption.
As part of the Enrolment Phase, each Migration Service initializes a secure migration policy
that governs application instantiation. This policy includes a mapping from unique enclave identi-
ties (MRENCLAVES) to their operational status using a boolean Pigeonhole Principle, ensuring
that only one active instance of each trusted application can run at any given time. The initial-
ization of this mapping can be either static, provisioned directly by the Orchestrator — ideal for
resource-constrained or highly regulated environments — or dynamic, maintained autonomously
by the Migration Service to support more flexible deployment scenarios. This proactive policy en-
forces single-instance execution by design, offering strong protection against enclave duplication,
fork bombs, and cloning attacks without relying on reactive detection mechanisms [6].

4.6.3 Migration Affinity Phase

The Migration Affinity Phase begins when a device, known as the target migration node (TMN),
initiates the process to migrate an application from another device, referred to as the source
migration node (SMN).

The TMN’s Migration Service sends a migration challenge to the source migration node, which
includes a digital signature over the application’s MRENCLAVE to be migrated, its public key cer-
tificate (Certpi,,, ), and its public key (P Krj/n). Upon receipt, the SMN verifies the authenticity
of the migration challenge. Additionally, the SMN searches for the application's MRENCLAVE
using a secure enclave registry service (e.g., Pigeonhole) to verify the existence and operating
status of the application to be migrated (Step 1).
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Algorithm 1 Migration Affinity
Input:PKTMN, C’ertpKTMN, MRENCLAVE, o
Output: PK sy, Certpr gy, nonce, ENC gigre, MAC siqe

1: Status = Search(Pigeonhall, MRENCLAVE) & Verify(Certp.,,\ , PKTun, PK1) &
Verify (0, MRENCLAVE, PK )

2: Status ~ True

3. Secret = KDF(PKSEsuv)

4. App: Sealed gy = Seal(state, MRSIGNER kgy )
5. state = Unseal(Sealedsqre, MRSIGNER kpy )
6

7

8

9

nonce = Random(32)

MAC g0 = HMAC(state, Secret)

ENC gate = Enc(state, Secret)

reference = H(symbols||segments||syscallyapn)

Algorithm 2 Verifiable Import
Input:PKgyny Certpig,, nonce ENCggre MAC41e
Output:puzzie

1: Status = Verify(PKsyn, Certprgy s PKr)

2. Status = True

Secret = KDF(PKSERMN)

state = DEC(EN Cgqte, Secret)
MAC, .. = HMAC (state, Secret)

state
MAC!,,,, = MACyau.

Sealedgiqre = Seal(state, MRSIGNERkpy)

App: Launch

Unsealed . = Unseal(Sealedgigre, MRSIGN ERk py)

9:  Syscallyqpn, = CFI(App)
10:  symbols, segments = el f mapping(App)
11: S = H(symbols||segments||syscallgrapn)
puzzle' = HMAC(S||nonce, Secret)

12:  Update(pigeonhall, MRENCLAVE)

O N 9k w

After successful validation, the SMN and TMN establish a secure communication channel. This is
done using an Elliptic Curve Diffie-Hellman (ECDH) key exchange [40], followed by a secure
key derivation function (KDF) to generate a symmetric encryption key (Step 3). This key ensures
confidentiality and forward secrecy for the state data being transferred.

The SMN’ Migration Service then instructs the application to export its current volatile state, which
is written into a file. This state includes the necessary metadata to resume correct execution. To
protect this information, the volatile state is first sealed [5] using the platform’s enclave-based
sealing mechanism—e.g., Intel SGX’s MRSIGNER KEY sealing key (Step 4). The sealed file is
handed off to the SMN’s Migration Service for him to unseal (Step 5). The volatile state is then
encrypted and authenticated using the shared secret (Step 7-8). In parallel, a reference hash
is computed over the persistent state of the migrated application, incorporating the mapping of
program symbols, relocation segments, and the expected system call graph that was distributed
during the enrolment phase (Step 9). This ensures that the migrated state corresponds to a valid
and untampered execution flow.
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Algorithm 3 Verification
Input:puzzle’
Output:Success/Fail

1: puzzle = HMAC(referencel||nonce, Secret)

2: puzzle’ ~ puzzle

3:  Update(pigeonhall, MRENCLAVE)

The encrypted state, authentication digest, source migration node’s public key (P Ksy/n), its cer-
tificate (Certpks,,y), @and the fresh nonce value are sent to the target migration node for valida-
tion.

4.6.4 \Verifiable Import Phase

In the Verifiable Import Phase, the Migration Service of the Target Migration Node (TMN) re-
ceives the encrypted application volatile state and begins the process of securely resuming exe-
cution within its own trusted environment.

To decrypt the received volatile state, the Migration Service derives the same shared secret
used by the source by performing the ECDH operation with its own private key and the public
key of the source migration node. This shared secret is then passed through the agreed key
derivation function, resulting in a symmetric encryption key (Step 3). With this key, the Migration
Service decrypts the volatile state and recomputes the HMAC-SHA256 digest, comparing it to the
received one. A match confirms both the integrity and authenticity of the transferred state (Step
5-6).

Following decryption (Step 4), the volatile state is sealed again into a file using the TMN’s
MRSIGNERkgy to bind it to the enclave’s trusted identity (Step 7). The migrated trusted appli-
cation is then launched, as a child enclave of the TMN’s Migration Service, unsealing its volatile
state (Step 8-9). However, as will be seen in the evaluation section, this does not incur any
additional overhead for safety-critical applications from the normal enclave launch. From this
point, the TMN’s migration service performs a runtime introspection of the enclave to validate
the success and integrity of the migration. This introspection observes the memory region occu-
pied by the migrated trusted application to extract its program symbols, relocation segments, and
other aspects of its persistent state, while also capturing the control flow of system calls made
during the application’s re-launch. These observations are critical: they ensure the enclave is
correctly positioned in memory, that no unauthorized modifications have occurred, and that the
application has successfully loaded the migrated volatile state, allowing it to continue from where
it was stopped on the source migration node (SMN). In particular, the observed sequence of
system calls serves as implicit proof that the application correctly restored the received volatile
state (Step 9-10), thereby ensuring execution continuity across devices and mitigating the attacks
outlined in the threat model. A secure hash is computed over the introspected data along with
the received nonce, producing an updated authentication digest that reflects a successful and
trustworthy migration (Step 11). To complete the phase, the Migration Service updates the pi-
geonhole mapping with the measurement of the newly launched enclave, marking it as an active
and validated instance within the system (Step 12).

The final step in the Verifiable Import phase is updating the pigeonhole mapping with the newly
launched enclave’s measurement (MRENCLAVE). This ensures that the enclave is registered

CONNECT D4.3 PU — Public Page 38



. o : , GO CONNEOT
D4.3 - Virtualization- and Edge-based Security and Trust Extensions e

Application Downtime

== RSYNC

200 == TALOS SC 1
== TALOS SC2

== TALOS SC3

&
©

N ° 2
D S

8 4096
State Size (BYTES)
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as an active and validated execution environment.

4.6.5 Verification Phase

The Verification Phase ensures that the migration process has completed successfully and se-
curely and that the target enclave is ready to start. This will allow the original application to be
terminated on the source migration node.

The SMN’s Migration Service receives the updated authentication digest from the target migration
node. To confirm integrity, the source migration node recomputes the expected authentication
digest using the reference hash, nonce, and shared secret. If the computed digest matches the
received one, the migration is verified as successful.

Upon successful verification, the source SMN'’s Migration Service safely terminates the original
application, preventing duplication or inconsistencies in execution. It then updates its own pi-
geonhole map to reflect the successful migration, ensuring that the migrated application is now
recognized as operating from the new target migration node.

4.7 Implementation and Evaluation

This section presents the performance evaluation of TALOS with a focus on its online com-
mands—namely the three core phases that constitute live migration: Migration Affinity, Veri-
fiable Import, and Verification. While offine commands (e.g., the Enrolment phase) have also
been analysed, they are not included in this section, as they occur only once during the initializa-
tion of each migration node and do not impact the runtime behaviour of the protocol.

The primary focus here is to analytically evaluate the computational complexity and runtime
overhead introduced by TALOS during live migration. Specifically, we assess how TALOS affects
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Migration Affinity

Verify TMN | The source migration node (SMN) verifies the certificate of the target mi-
gration node’s (TMN) public key, which is signed by the orchestrator. It
also confirms that the requested application is running on the SMN using
the Pigeonhole principle and verifies the application’s signature through its
MRENCLAV E value.

Extract The migration node instructs the application to dump its state. This involves

App. State | sealing the state with a hardware-based key to ensure its confidentiality and
integrity.

Mask State | The source computes a shared secret using ECDH, unseals the application
state, encrypts it using the shared secret, and generates an HMAC to ensure
authenticity and integrity.

Verifiable Import Phase

SC-CFlI This step involves the extraction of the system call control flow to ensure run-
time integrity.

UnMask The encrypted state is decrypted at the target using the shared secret derived

State from ECDH.

Dump App. | The application state is reconstructed at the target system sealed with the

State Intel SGX hardware-based key.

ELF Conf This phase extracts and verifies the configuration of the application that has
just been deployed.

Table 4.2: TALOS Phases Breakdown

Migration Affinity: 259.28 ms
Subcontrol Min(ms) Max(ms) Mean(ms) | std (ms)
Verify TMN 21.36 43.44 35.12 6.38
Extract App. State 32.83 57.55 41.14 6.47
Mask State 132.91 183.64 164.61 2.61

Verifiable Import: 461.56 ms
Verify SMN 20.48 44.56 59.35 8.48
UnMask State 135.62 257.12 168.01 2.51
Dump App State 31.29 56.51 50.32 2.51
SC-CFlI 112.97 144.35 131.64 6.14
ELF Conf 28.12 94.40 52.28 6.85

Verification: 86.12 ms

Table 4.3: TALOS Micro-benchmarks

critical properties such as system responsiveness, liveness, and migration transparency. Our goal
is to demonstrate how TALOS achieves controlled live migration with minimal disruption to
the application.

To this end, we measured the performance of verifiable state management operations and the
runtime control-flow integrity (CFI) violation detection. These metrics provide a direct reflection
of the effectiveness and cost of TALOS’s monitoring strategy, validating the robustness of our
approach even as application complexity scales.
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4.7.1 Implementation Report

The implementation of TALOS follows a SW/HW co-design approach to support verifiable state
migration in a flexible manner. To this end, we integrated lightweight modifications — just 30
lines of code — into the standard Gramine LibOS, maintaining a minimal TCB that can be easily
audited, thus serving as additional evidence to the wide applicability of TALOS into real deploy-
ments without disrupting the existing LibOS architecture or ecosystem. This minimal modification
enables TALOS to operate independently of any specific Root of Trust (RoT) or vendor-locked
attestation infrastructure, making it resilient to the fragmentation of the hardware trust anchor
design space. As long as a target system supports key security properties — enclave-based
isolation, verifiable remote attestation, and sealed state protection — TALOS can act as
a silent observer and enabler of verifiable state migration with minimal system intrusion.
This design ensures that TALOS is not only practical for real-world deployments but also highly
portable across diverse platforms and execution environments.

To construct the persistent state of the migrated application, the Migration Service performs a
comprehensive introspection of the application’s runtime within the SGX-protected environment.
This reconstruction process involves two key steps: extracting the memory layout and capturing
the control-flow behavior of the application. First, the Migration Service leverages the pseudo-
filesystem exposed by the Gramine LibOS, namely /proc/mem, to trace and extract the memory
regions occupied by the migratable application. This interface provides essential metadata, in-
cluding:

« Virtual memory addresses allocated to the application.
« Segment-level permissions (read, write, execute) for each memory region.

» Memory-mapped files tied to the app’s environment.

Using this metadata, the Migration Service constructs a mapping between memory offsets, pro-
gram symbols, and relocation segments. This dynamic mapping enables real-time monitoring
of the application’s static configuration, offering visibility into how symbols align with memory re-
gions within the enclave. This step is fundamental for verifying that the application’s code and
data are intact and correctly positioned upon re-launch in the Target Migration Node (TMN).

To complement this application configuration analysis, the Migration Service also performs
control-flow introspection during the application’s reinitialization. This is achieved through a min-
imal GRAMINE LibOS extension: a dedicated pseudo-filesystem, /sys_log, implemented as a
structured worker thread responsible for capturing system call activity.

This logging mechanism supports secure enclave management and realizes TALOS’s role as a
silent observer, enabling fine-grained monitoring without disrupting runtime behavior. Key fea-
tures of the mechanism include: (i) On-demand logging of system calls, recording invocation
order and parameters; (ii) Structured storage of trace data in /sys_log, persisting until explicitly
stopped; and (iii) Reconstruction of control-flow graphs from recorded system call sequences,
allowing validation against reference behaviour.

Together, the memory layout mapping from /proc/mem and the control-flow tracing from /sys_log
form the basis of TALOS’s persistent state reconstruction. This dual-introspection ensures that
the enclave has been correctly instantiated in the TMN, and that both its static and dynamic
states align with expectations—safeguarding state continuity and enabling post-migration integrity
validation.
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4.7.2 Experimental Setup

To assess the performance of our GRAMINE-based implementation, we conducted experiments
on a SUPERMICRO E302 server equipped with an Intel® Xeon® Processor D-1736NT. The eval-
uation was structured around two key scenarios, each involving 1,000 test executions per applica-
tion type. For every category, we measured and recorded the average execution time to analyze
performance trends and variability.

The first scenario examines performance as a function of the size of the volatile state of the mi-
grated application. This reflects how runtime dynamics, such as memory footprint and context
data, impact TALOS during live migration. The second scenario focuses on the size of the per-
sistent state, which directly correlates with the complexity of the migrated application—including
static code, data sections, and control flow behavior requiring preservation and verification.

A crucial aspect of our evaluation is the migrated application configuration analysis, which verifies
the integrity and authenticity of the migrated application. This phase is essential to the attestation
process, ensuring that the migrated binary remains unaltered and can be securely re-executed
on the target system.

Game lI: Cloning Attack Game

R Game lll: Fork Bomb Prevention Game
Game I: Replay Attack Game Goal: The adversary attempts to clone a

migrated application and execute it on an
unauthorized enclave.

Goal: The adversary attempts to exploit the mi-
gration protocol to create multiple unauthorized in-
stances of an application, overwhelming the Target

Goal: The adversary attempts to
reuse a previously recorded migra-
tion message to perform an unau-

Setup: ’
thorized replay of an older applica- P node’s resources (fork bomb attack).
tion state. 1. The Source node attests the Target Setup:
Setup: node before migration using remote

1. The Source node executes the Migration Affin-
ity for the unique MRENCLAVE value of the
application to be migrated.

attestation.
1. The Source node generates a
fresh nonce for each migration 2. The adversary attempts to forge a

attempt. valid public key certificate. . .
2. The Target node maintains a set of running en-

claves and applies the pigeonhole principle to

The Orchestrator distributes valid check if MRENCLAVE already exists.

2. The adversary records 3.
(ENCstate, MACstate, puzzle”) public key certificates for every valid
from a previous migration ses- Migration Service that can participate

sion. in the migration process. 3. The adversary attempts to trigger multiple par-

allel migrations of the same application.

3. The adversary attempts to replay
these values in a new migration
session.

Winning Condition: The adversary wins

if it can: Winning Condition: The adversary wins if it can:

1. Execute the migrated application on a 1. Migrate multiple instances of the same enclave

Winning Condition: The adversary
wins if the Source node accepts the
replayed migration attempt as fresh,
bypassing nonce verification.

Security Guarantee: Since
nonce is generated ran-
domly for each migration, and
HMAC(S||nonce, Secret) en-
sures freshness, replay attacks are
mitigated unless the adversary can
predict the non

Migration Service that is not approved
by the Orchestrator.

Forge a public key certificate such that
Verify(Certpg, PKy) = True for
an unauthorized node.

Security Guarantee: Remote attesta-
tion relies on hardware-backed reports,
making it infeasible for an adversary to
forge a valid certificate without access to
a trusted enclave environment.

(MRENCLAVE) without detection.

2. Overwhelm the Target node’s enclave execu-
tion environment, leading to a denial-of-service
state.

Security Guarantee: By leveraging the pigeon-
hole principle, the Target node ensures that only
a single instance of an application with a given
MRENCLAVE is running at a time, effectively
mitigating fork bomb attacks.

Figure 4.5: Games formalizing the TALUS Security Analysis.
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4.7.3 Application Complexity and Performance Impact

Our evaluation considers three distinct migration scenarios, each designed to progressively in-
crease the complexity of the persistent state, thereby benchmarking how TALOS performs under
varying application configurations. These scenarios reflect increasing intricacy in the ELF struc-
ture, dynamic dependencies, and runtime interactions, all of which directly affect the size and
richness of the persistent state that must be reconstructed and verified during migration:

» Scenario 1: The migrated applications contain no dynamically linked objects, meaning they
do not rely on shared libraries.

» Scenario 2: The applications rely on dynamically linked libraries, introducing runtime de-
pendencies and a more intricate memory layout. The persistent state includes dynamic
symbol tables and relocation entries, which increases the persistent state complexity that
TALOS must capture and verify.

» Scenario 3: This scenario represents the highest complexity level, involving system-wide
dependencies such as interprocess communication mechanisms (e.g., pipes) and interac-
tions with other processes or system components. Such features introduce shared memory
segments, file descriptors, and runtime state external to the enclave, challenging the intro-
spection and integrity validation processes of TALOS.

These scenarios allow us to assess the impact of increasing application complexity on migration
performance. Tables 4.3 and 4.2 provide a detailed breakdown of TALOS’s execution phases,
allowing us to analyze the time consumption of each individual step. Notably, the SC-CFI com-
ponent, responsible for extracting the system call control flow graph, introduces a considerable
overhead. This is due to our decision to extract a highly granular control flow graph to enhance
attestation accuracy. Regarding the extraction of the migrated workload’s volatile state, TALOS
introduces a negligible overhead of approximately 40 ms, as it leverages SGX’s built-in AES cryp-
tographic accelerator.

Each phase of TALOS plays a critical role in establishing trust during the migration process, but
the evaluation specifically focuses on the overhead introduced during the final stages of migration.
This overhead primarily stems from the extraction of the control flow and the ELF configuration, as
well as the encryption and sealing of the application’s volatile state to preserve its confidentiality
and integrity. The application state is sealed using a hardware-backed key (e.g. MRSIGNER KEY)
and a shared secret is established through ECDH to mask the state during transmission. The
control flow extraction is intrinsic to the application itself and is independent of TALOS. In our
experiments, this extraction is designed to stop once a system call indicates that the volatile
state has been fully loaded by the migrated workload. The ELF configuration, which constitutes
part of the persistent state, also contributes to the overhead by requiring detailed analysis of
memory segments and symbol associations. Our evaluation isolates these factors by scaling the
size of the volatile state and adjusting the complexity of the ELF configuration to quantify their
respective impact on performance. All in all, live migration with TALOS takes approximately 550
ms end-to-end—measured from the moment the application is paused until it is either resumed or
terminated, depending on the attestation result of the migration process. This compares favorably
with other well-established protocols, such as [3], which provide attestation proofs for secure
migration but with no guarantees over the continuity of the migrated workload. The overhead
introduced by TALOS compared to [3] is approximately 50 ms.
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4.7.4 TALOS vs. RSYNC: Performance and Security Trade-offs

RSYNC was selected for this “head-to-head” evaluation due to its widespread adoption and long-
standing use as a standard tool for state replication [8]. To ensure a fair comparison, we ex-
cluded any network overhead from our measurements, focusing solely on the benchmarking of
TALOS internal building blocks and verifiable state management. As depicted in Figure 4.4,
TALOS demonstrates stable scaling behaviour across various migration scenarios, although it
takes approximately two times longer than RSYNC. This overhead is a direct result of the en-
hanced security guarantees provided (in contrast to RSYNC), which offers no such (runtime)
protections. However, both approaches operate within the same order of magnitude, with execu-
tion times recorded in milliseconds, further demonstrating the feasibility of TALOS symbiosis with
safety-critical applications which need to abide by strict timing constraints. One notable aspect of
our implementation is that we deliberately opted out for employing any optimization techniques
through parallel execution of independent steps. Instead, we capture the worst-case scenario,
ensuring TALOS’s practicality. By parallelizing internal (independent) operations of the algorithm,
we could significantly improve the end-to-end migration time, demonstrating that the performance
trade-off is not an inherent limitation of the protocol itself.

4.8 Security Analysis

We conduct the security analysis of TALOS against the Security Requirements listed in Sec-
tion 4.5, by enumerating the attack vectors under the system and threat model outlined in Sec-
tion 4.3. Particular emphasis will be on analyzing how TALOS ensures resilient migration despite
strong adversaries that target the integrity and confidentiality of the (migratable) enclave state
and/or cloning or fork, rollback attacks, without any trust assumptions on the host software and
the hypervisor, guest OS. We have to highlight that the inclusion and use of our Migration Ser-
vice (and all of its TALOS operational contributions) does not increase the attack surface for
operation disruption or information leakage from the target application enclave. The only migrat-
able operation, involving verifiable state extraction and management, is explicitly orchestrated
and cryptographically protected (through the TALOS sealing and masking operations), ensuring
confidentiality, integrity, and authenticity throughout the migration process.

4.8.1 Hardware-Backed Security

TALOS foundation of trust lies within its TCB, which is attested as part of the load-time correct-
ness of the Migration Service (MS) with vanilla remote and local attestation processes [3, 23, 24],
without requiring any modifications to these mechanisms. Every component and internal thread
of the MS can be measured and attested. The root of trust for reporting resides in the attesta-
tion (sealing) key, which is exclusively accessible by the MS signing quote enclave, while TALOS
introspection serves as the core root of trust for measurement. Our library and migration proto-
cols maintain the same security guarantees as a standalone, non-migratable SGX enclave. By
leveraging Intel SGX within the Gramine LibOS, sensitive operations — such as key generation,
encryption, decryption, signature verification, and process management — are executed within a
hardware-isolated enclave. This isolation protects cryptographic keys, execution state, and appli-
cation data even in the presence of system-level threats such as a compromised OS or hypervisor
that may collaborate to breach the MS’s security. As a result, the SW/HW co-designed Trusted
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GO CONNEST

Game IV: Volatile State Integrity Game

Goal: The adversary attempts to modify the application state dur-
ing migration without being detected by the target node.

Setup:

1. The challenger initializes the Source node, generating an ini-
tial application state state.

2. The adversary is given access to the migration process and
may attempt to modify EN Csiate OF M ACsiqte-

3. The Target node decrypts EN Cliqte USING the shared secret
and verifies M ACtate-

Winning Condition: The adversary wins if it can modify
E N Cstate sSuch that:

1. state’ = DEC(EN Cstate, Secret) # state (i.e., the state
is modified)

2. MAC((state’, Secret) = M ACstqte still holds (i.e., the mod-
ification is undetected)

Security Guarantee: The security of HMAC ensures that any
unauthorized modification to EN Clstate invalidates M ACstate,
preventing undetected tampering.

Game V: Application Integrity Game Goal: The adversary at-

tempts to modify the application’s configuration or disrupt the ap-
plication’s continuity on the Target node without being detected.

Setup:

1. The Source node computes
H (symbols||segments||syscall grapn)-

reference =

2. The adversary is given access to modify the application’s ELF
structure, system call graph.

3. The Target node reconstructs its own reference’ and sends
it to the Source node to verify it against the re ference.

Winning Condition: The adversary wins if it can modify the ap-
plication such that:

1. reference’ # reference (i.e., the application is altered)

2. The verification step HMAC(reference||nonce, Secret) =
puzzle’ still holds

Security Guarantee: The cryptographic hash function H() en-
sures that even a small modification to the application state
results in a completely different hash, making unauthorized
changes detectable.

Figure 4.6: Security Games used in our Analysis (cont.)

Computing Base (TCB) of TALOS not only can guarantee the integrity and confidentiality of any
(migratable) enclave but is one of the first that can provide runtime proof-of-execution of the (live)
migration process, ensuring verifiable execution continuity of the migratable workload (against
a wide spectrum of adversarial threats — Table 4.1). We therefore conclude that our solution
achieves Security Requirement [R1].

4.8.2 Measurement Authenticity

To ensure that an enclave’s state—both volatile and persistent—remains authentic and unal-
tered during migration, TALOS enforces a dual-measurement strategy. Independent verification
of the application state (by both the source and target nodes) ensures that neither can unilaterally
assert the validity of the migrated state. This mutual measurement process is essential for main-
taining strong integrity guarantees and detecting tampering or replay attacks during migration.
All communication between the Migration Services at the Source Migration Node (SMN) and Tar-
get Migration Node (TMN) is encrypted using symmetric keys established via a Diffie-Hellman key
agreement protocol, bound to the remote attestation process. This cryptographic channel offering
is twofold: First, it ensures controlled migration by enabling both the authentication of the Source
and Target migrating machines (protecting against possible impersonation attacks mounted by
creating a copy of the same enclave in a non-trusted device) but also the identity verification of
the migration enclave through the attestation process. After that, the identity of the Migration
Enclave on the destination machine is verified and authenticated by the Migration Enclave on the
source machine. This ensures that the destination Migration Enclave has a valid identity and is
running on an authorized machine. Secondly, the employment of such crypto structures ensures
that the volatile state transmitted during migration remains confidential and is only handled by
trusted components of the TALOS architecture (e.g. MS).
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Before initiating migration, the Migration Service at the SMN computes an HMAC over the ap-
plication’s volatile state. This HMAC serves as a cryptographic guarantee of the integrity and
authenticity of the transmitted data. Upon reception, the TMN’s Migration Service verifies this
HMAGC, rejecting the state if any deviation or corruption is detected.

Following successful verification, the Migration Service at the TMN performs an independent
measurement over the freshly extracted persistent state of the migrated application. This involves
computing a second HMAC over the persistent state together with a nonce previously issued by
the SMN'’s Migration Service. The use of a nonce ensures that each migration session is uniquely
bound to a specific migration instance, effectively mitigating replay attacks. Matching this HMAC
with the expected value confirms the integrity and authenticity of the migration process. By tightly
coupling state verification to both secure communication and runtime validation, TALOS ensures
that any unauthorized modification, whether during transmission or deployment, is reliably de-
tected. This layered cryptographic defense, combined with minimal trust assumptions, underpins
the robustness of TALOS in adversarial environments (ensuring Security Requirements [R2, R3],
[Games IV,V] in Figure 4.6).

4.8.3 Application Integrity Assurance

TALOS does not enforce protection mechanisms over the source code of the migrated applica-
tion, as a result of its zero-trust model towards maintaining flexibility and dynamism in supported
workloads. In contrast, it introduces tracing-based assurance mechanisms (leveraging the first-
of-its-kind introspection extension on top of Gramine LibOS) to monitor and validate application
behaviour. Through memory introspection and control-flow extraction (before and after the state
migration), TALOS captures fine-grained runtime evidence encapsulating the functionality of the
migratable application. This evidence is independently collected by the Migration Services on
both the Source and Target Migration Nodes (SMN and TMN), and authenticated using HMACs
bound to fresh nonces, ensuring the integrity and correctness of the hand-over application state
data. This is the root of TALOS chain of trust associating strong guarantees on the persistence
and verifiability of the (migratable) application state data. See [Game V] in Figure 4.6

4.8.4 Rollback Prevention

On any commodity system, featuring HW-based security safeguards, rollback attacks are pre-
vented using counters; e.g., SGX counters [30]. These are hardware-backed (monotonic) coun-
ters that are provided to each enclave and for which the underlying security element (SGX) guar-
antees that they cannot be decremented. Existing (SGX-based) solutions [37, 7] leverage such
data structures to provide a trusted counter service to persist the counter value representing the
version of the host application enclave. This is done by incrementing the hardware counter and
sealing the new counter value along with the enclave’s state as a version number. Although this
can prevent undetected replay attacks’, it cannot solely protect against rollback attacks if the mi-
gration mechanism cannot migrate (hardware) counters. This is what TALOS innovates through
its verifiable state management and introspection: Such counter values are extracted as part of
the SMN volatile state and if not correctly loaded to the destination enclave (of the TMN), the
process terminates. TALOS implementation captures these values as counter offsets (through

'Where an adversary saves the (encrypted) state of a system and starts a new instance using the exact same
state.
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its Gramine LibOS extension — Section 2.2.4) which are then added to the counter value of the
destination enclave (initialized to zero upon launch from the TMN Migration Service) for comput-
ing the effective counter value. The integrity and freshness of the counter value is ensured due
to the TALOS masking process (Section 4.6.3) and the monotonic nature of these counter data
structures, thereby satisfying security requirements [R4, R5].

4.8.5 Fork Prevention

Continuing in the same context of DoS-type of attack protection, TALOS can mitigate fork bomb
attacks based on the pigeonhole principle engrained within its Trusted Computing Base (TCB).
Specifically, the Migration Service on the Target Migration Node (TMN) maintains a secure reg-
istry that tracks the status of enclave instances—both terminated and running. Upon finalizing
a migration, the TMN’s Migration Service updates this registry, ensuring that only the intended
application instance is permitted to spawn. This proactive accounting prevents unauthorized or
excessive instantiations of the migrated application, effectively neutralizing fork bomb attempts
[R5]. See [Game Ill] in Figure 4.5.

4.8.6 Cloning Prevention

TALOS defends against cloning attacks by incorporating strong remote attestation mechanisms
involving a trusted Orchestrator (Section 4.3.1). The Orchestrator attests each Migration Service
and issues a signed certificate over its public key. During the migration process, the SMN veri-
fies the authenticity of the TMN using this certificate before allowing the commencement of the
migration process. To perform a cloning attack, an adversary would need to either deceive the
SMN into completing the migration affinity protocol or forge a valid public key certificate. The
cryptographic guarantees of the Orchestrator’'s signature make such forgery infeasible, ensuring
that only legitimate TMNs can receive the migrated enclave state (achieving [R5]). See [Game Il]
in Figure 4.5.

4.9 Conclusion & Future Work

TALOS is the first system that combines trusted execution and live migration that prevents cloning
and verifiably preserves run-time state. A key contribution is the extension of the Gramine LibOS
to support on-demand extraction of control-flow graphs, enabling fine-grained behavioral attes-
tation. This is complemented by our verifiable state management framework, which provides
cryptographic proofs over the continuity of the migrated workload. As trusted path rooting gains
momentum [9], TALOS offers a practical foundation for integrating secure migration into future
trusted computing ecosystems.

4.9.1 Volatile State Protection

The volatile state of a migrating application is essential to ensure seamless continuity post-
migration, and its protection is paramount. TALOS enforces both the confidentiality and integrity
of this state through a layered security approach. Initially, the volatile state is sealed using the
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hardware-backed Root of Trust available in the underlying platform, ensuring it remains tamper-
proof and confidential. Subsequently, TALOS employs a shared symmetric key—derived exclu-
sively from the certified public keys of the SMN/TMN’s Migration Service—to encrypt and authen-
ticate the state during transit. This guarantees that only a verified TMN can recover the state,
preventing interception and tampering attempts by adversaries.

4.9.2 Supporting other TEE Abstractions

In this work, we present a fully implemented framework leveraging Gramine and Intel SGX, yet
we assert that TALOS is inherently agnostic to the underlying hardware Root of Trust. To demon-
strate this claim, we highlight a compelling parallel between the Gramine+SGX stack and an open
hardware RISC-V environment. In RISC-V, a unique but mandatory privilege level is defined, M-
mode (machine mode) , which operates directly on physical memory, is inherently trusted, and
has access to the machine implementation. Physical Memory Protection (PMP) is a RISC-V
specific optional hart (hardware thread) unit that operates on machine mode and provides con-
trol registers to allow memory access privileges to be specified for different physical memory
regions. This mechanism allows TEEs to manage trusted applications at a hardware level, in
a manner analogous to Intel SGX. While the underlying mechanisms differ—SGX leveraging
CPU-managed enclave memory and RISC-V enforcing access through PMP—the ultimate goal
of secure isolation is achieved at the CPU level in both cases. This hardware-enforced separation
offers a foundation upon which a LibOS like Gramine could be ported. By replacing SGX-specific
calls with PMP-instruction handlers, one could preserve Gramine’s security model and process
abstraction layer while achieving the same TALOS requirements in a RISC-V TEE environment.
Thus, TALOS remains flexible and adaptable, capable of securing trusted migration in both pro-
prietary and open-source trusted hardware ecosystems.
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Chapter 5

Evaluation of the CONNECT Cryptographic
Protocols

As described in Deliverable D4.2, CONNECT aims to provide CCAM-wide trust measurements
to establish trust-centric vehicular networks. The purpose behind developing these advanced
cryptographic mechanisms is to empower the Trust Assessment Framework (TAF) to perform
dynamic trust assessments across all nodes of interest—both hardware and software—within the
CCAM ecosystem.

In particular, we focus on the design of a novel set of CONNECT cryptographic and attestation
primitives, implemented on the vehicle side, to ensure the trustworthiness of the data they pro-
duce. This includes both kinematic and perception data consumed by deployed CCAM functions,
as well as attestation evidence reflecting the “trust state” of system components.

For example, CONNECT’s Enhanced Configuration Integrity Verification (CIV) mechanism en-
ables strong security guarantees regarding the integrity of a target device, while addressing chal-
lenges related to configuration privacy and scalability. This is accomplished through trusted com-
puting abstractions called policy-restricted attestation keys, which dynamically restrict the use of
a device’s attestation capabilities to conditions that match an expected policy—essentially a ref-
erence configuration measurement. This allows for the remote verification of a device’s runtime
configuration without exposing sensitive configuration detalils.

This capability is further enhanced by privacy-preserving abstractions that allow vehicles to share
trustworthiness claims with external entities (e.g., infrastructure components or remote services)
in a zero-knowledge manner. Such functionality is essential for verifying the operational trust state
of a vehicle without revealing sensitive information about its internal sensors or ECUs—details
that could otherwise be exploited by adversaries.

At the core of this feature lies a novel cryptographic scheme based on zero-knowledge proofs
(signatures) used to construct presentations — assertions about trust attributes (e.g., integrity,
resilience) modeled as high-level abstractions. These presentations are backed by cryptographic
proof of possession (such as Threshold Direct Anonymous Attestation, or Threshold DAA), with-
out revealing the underlying attribute values.

The Threshold DAA scheme plays a critical role in ensuring privacy and unlinkability. Its primary
objective is to obfuscate or harmonize any information that could lead to the identification of the
vehicle. Since evidence generated for the CCAM ecosystem could potentially leak insights into
the architecture of the vehicle — or even reveal the identity of the manufacturer — the use of
Threshold DAA ensures that trust claims can be validated without compromising the anonymity
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or structural confidentiality of the vehicle contributing the data.

5.1 Threshold DAA

This section presents the benchmarking results of the Threshold Direct Anonymous Attestation
(Threshold DAA) scheme, focusing on its performance and scalability within the context of the
CCAM ecosystem. Threshold DAA plays a central role in the CONNECT architecture, serving as
a core enabler for privacy-preserving and unlinkable trust evidence dissemination across vehicles
and infrastructure.

As outlined in previous sections, Threshold DAA is not only used to support zero-knowledge
trust presentations but also to ensure that vehicles can contribute trust-related evidence with-
out revealing any identifying information. This is particularly critical in the CCAM setting, where
evidence shared for system-wide trust assessment may inadvertently expose sensitive details
about the vehicle’s architecture, internal components, or even its manufacturer. By leveraging a
threshold cryptographic design, the scheme enables collaborative attestation and signature gen-
eration across a set of distributed, independently operated entities—while preserving anonymity
and preventing linkability of trust assertions to specific vehicles.

The benchmarking presented here evaluates the computational and communication overhead
introduced by the Threshold DAA scheme under different operational scenarios and system con-
figurations. We analyze both the performance of key cryptographic primitives and the end-to-end
cost of trust evidence generation and verification. Special attention is given to scalability, latency,
and resource consumption across various threshold sizes, group configurations, and attestation
frequencies.

Through this analysis, we aim to assess the feasibility of deploying Threshold DAA in realistic
CCAM environments and to identify performance trade-offs that impact its integration into privacy-
sensitive trust management workflows. The insights gained from this benchmarking effort inform
future optimization directions and help determine practical deployment parameters that balance
trust assurance with operational efficiency.

5.1.1 System Model & High-level Overview

Before delving into the details of the scheme’s evaluation, we first provide a high-level overview of
the system model and the set of algorithms that underpin the integration of Threshold DAA within
the CONNECT framework.

For the Threshold DAA scheme to function effectively, it is essential that all participating com-
ponents are equipped with a trusted computing base (TCB) capable of performing cryptographic
operations securely. While our design remains fully agnostic to the underlying TCB implementa-
tion, within CONNECT we adopt GRAMINE LibOS running atop Intel SGX to meet these require-
ments. This setup ensures the secure and trustworthy execution of safety-critical applications,
even in the presence of a powerful adversary.

To realize the Threshold Direct Anonymous Attestation (DAA) protocol within CONNECT, sev-
eral core components collaborate under a unified security architecture. Each of these plays a
distinct role in establishing, distributing, and leveraging cryptographic trust across the vehicle’s
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internal network. Their interaction ensures the secure generation, management, and utilization
of threshold cryptographic material while preserving anonymity and integrity.

DAA Issuer: The DAA lIssuer is a trusted third party responsible for the issuance of DAA cre-
dentials during the Join phase of the protocol. It performs a cryptographic binding between
the public portion of the DAA key and the public portion of the threshold key, establishing
a secure linkage between the anonymity-preserving credentials and the threshold signing
infrastructure. This process ensures that subsequent DAA signatures are both cryptograph-
ically verifiable and privacy-preserving, satisfying the stringent requirements of trusted and
anonymous attestation in vehicular environments.

Identity and Authentication Management (IAM): The Identity and Authentication Management
(IAM) component serves as the Root of Trust for the entire in-vehicle system, as thoroughly
described in deliverables D2.1 [16] and D2.2 [15]. Within the context of the threshold DAA
protocol, the IAM assumes the role of a trusted dealer, bootstrapping the cryptographic
ecosystem by generating the global threshold key and securely distributing the correspond-
ing key shares to each participating entity. These operations are anchored in a trusted
computing base and are performed within a secure enclave to ensure resistance against
key extraction or manipulation. The |IAM also guarantees that only authenticated and au-
thorized A-ECUs receive key shares, following their secure on-boarding into the system.

Electronic Control Units (ECUs) CONNECT distinguishes between two classes of ECUs:

1. A-ECUs: Equipped with sufficient computational capabilities and trusted execution en-
vironments (e.g., Intel SGX or ARM TrustZone), enabling the execution of asymmetric
cryptographic operations.

2. S-ECUs: Lightweight, potentially lacking hardware-based roots of trust, and capable
of performing only symmetric cryptographic primitives.

Given the asymmetric nature of the threshold DAA scheme, only A-ECUs are eligible to
participate. Each A-ECU, after a successful secure enrolment via the 1AM, requests and
securely receives its individual threshold key share. Once all eligible A-ECUs possess their
shares, they become active participants in trust assessments by collectively contributing
evidence in the form of threshold signature shares. These partial signatures can then be
aggregated into a unified attestation without disclosing individual source claims.

Attestation Integrity Verification (AIV): The Attestation Integrity Verification (AlV) component
orchestrates the attestation lifecycle. It issues attestation requests to relevant A-ECUs, col-
lects their Trustworthiness Claims, and validates the cryptographic authenticity and integrity
of received threshold signature shares. Additionally, the AIV harmonizes and obfuscates
these claims—abstracting sensitive provenance information—into a consolidated format
that adheres to the principle of minimal disclosure. This harmonized evidence is subse-
quently encapsulated in a cryptographic report and forwarded to both the Trust Assessment
Component and the Trustworthiness Claims Handler (TCH) for further processing.

Attestation Integrity Verification (AlV): As mentioned in Section 2.2.2, the Attestation Integrity
Verification (AlIV) component orchestrates the attestation lifecycle. It issues attestation re-
quests to relevant A-ECUs, collects their Trustworthiness Claims, and validates the cryp-
tographic authenticity and integrity of received threshold signature shares. Additionally,
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the AIV harmonizes and obfuscates these claims—abstracting sensitive provenance in-
formation—into a consolidated format that adheres to the principle of minimal disclosure.
This harmonized evidence is subsequently encapsulated in a cryptographic report and for-
warded to both the Trust Assessment Component and the Trustworthiness Claims Handler
(TCH) for further processing.

Trustworthiness Claims Handler (TCH): The TCH component finalizes the cryptographic pro-
cessing of attestation data. Upon receiving the harmonized threshold signature from the
AlV, the TCH constructs a Direct Anonymous Attestation (DAA) signature, incorporating a
zero-knowledge proof of knowledge that validates the correctness of the threshold signa-
ture against the public verification key, without revealing the key itself. This crucial property
upholds the unlinkability and privacy guarantees offered by the DAA scheme, ensuring that
individual participants cannot be identified or profiled from the attestation data alone.

Below we provide the mathematical details of the threshold DAA scheme broken down to its three
core phases Join, Sign, and Verify:

Table 5.1: Notations used in the description of the CONNECT threshold DAA scheme.

Notation Description

TD The Trusted Dealer of the threshold signature scheme.

Si The ith Signer participating in the threshold signature scheme.

SA The Signature Aggregator of the threshold signature scheme.

Ipaa The trusted authority issuing DAA credentials.

P The i'th participant of the threshold DAA scheme.

M The DAA Member.

Del The Delegated authority, able to update the threshold of the threshold DAA scheme.
skpaa The DAA key, held by the DAA Member M.

sk; The i'th secret key share, held by P;, used to generate Schnorr signature shares.
Y The group public key of the threshold signature scheme.

Y; The public key of the i'th participant P;, used to verify its Schnorr signature share.
skp The secret key of the delegated authority Del.

PKp The public key of delegated authority Del.

skr The secret key of the DAA Issuer Ipaa.

PK; The public key of the DAA Issuer Ipaa.

SigDAA The DAA signature produced by M.

ps The parameter set for the threshold DAA scheme (curve definition, public points, etc.).
cred The DAA credential issued by the DAA Issuer Ipa4.

m The message signed by the DAA signature.

SPK A signature proof of knowledge.

5.1.2 Experimental Setup

To evaluate the performance characteristics of our Threshold DAA implementation — realized
atop Gramine LibOS with Intel® SGX support, we conducted a series of controlled experiments
on a SUPERMICRO E302 server, featuring an Intel® Xeon® Processor D-1736NT. This hardware
configuration ensures a realistic and representative environment for simulating in-vehicle A-ECU
behaviour under trusted execution constraints.

The evaluation was structured around two key experimental scenarios, each executed 1,000
times per trust assessment request to ensure statistical robustness and to capture performance
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Figure 5.1: Threshold DAA Issue and Sign operations

variability under different operating conditions. For each test category, we recorded and analyzed
the average execution time across all critical protocol phases to identify both performance trends

and potential bottlenecks.

Scenario 1: Scaling with the Number of Participating ECUs: In the first scenario, we as-
sessed how the protocol’s performance scales with the number of A-ECUs participating
in the threshold signing process. This directly impacts the overhead associated with the
distribution of threshold key shares, as well as the computational and communication costs
incurred during collective signature generation. The goal was to understand the scalability
of the scheme when deployed across varying ECU topologies within a vehicle.

Scenario 2: Varying the Signature Threshold: The second scenario focused on the effect of
changing the threshold parameter —- that is, the minimum number of valid signature shares
required to reconstruct a complete threshold signature. This evaluation provides insights
into the resilience and latency trade-offs of the scheme, especially under partial availability
or selective ECU participation due to runtime constraints or hardware limitations.
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Figure 5.2: Threshold DAA Verify operations.

Throughout our evaluation, we instrumented all major phases of the protocol—including key dis-
tribution, share generation, aggregation, and final DAA signing—to extract precise performance
metrics. This approach allowed us to gain a comprehensive view of the protocol’s runtime be-
havior and its impact on in-vehicle trust assessment operations. Overall, the results demonstrate
both the feasibility and efficiency of integrating a threshold-based privacy-preserving attestation
scheme within the CONNECT architecture.

5.1.3 Discussion & Critique

All experimental evaluations presented herein were conducted within Intel SGX enclaves using
the Gramine Library OS. This ensures that the performance metrics obtained reflect the over-
head and feasibility of operating in a hardware-isolated Trusted Execution Environment (TEE),
crucial for real-world deployment in privacy-sensitive environments like intelligent transportation
systems. Additionally, the Direct Anonymous Attestation (DAA) protocol is built atop a threshold
signature scheme, effectively anonymizing both the participating vehicle’s identity and the collec-
tive threshold public key. This dual-layer design plays a pivotal role in enabling privacy-preserving
trust assessment across vehicles in a decentralized and scalable manner.

The results span multiple configurations with varying participant sizes (32, 64, 128) and threshold
values (4, 8, 16), providing a broad perspective on the scalability and performance impact of the
protocol. The detailed results are depicted in the table 5.2.

Threshold Key Distribution The key distribution phase represents the most resource-intensive
step. For instance, when increasing the participant count from 32 to 128, the mean key
distribution time rises from 407 ms (for 32 participants, threshold 4) to 1678 ms (for 128
participants, threshold 16), with a standard deviation up to 49 ms. This increase is expected
due to the higher communication and cryptographic overhead required to initialize shares
securely among more parties. While such latency is significant, it is largely a one-time
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Threshold Key Distribution 32_4 406.980 369.85 552.98 22.608
Signature Share 32 4 42.425 30.08 43.78 1.527
Threshold Signature 32_4 21.059 14.64 22.76 0.835
Threshold Key Distribution 32_8 407.738 371.47 467.97 18.155
Signature Share 328 42.181 28.62 44.89 1.540
Threshold Signature 32_8 20.855 13.49 22.61 0.843
Threshold Key Distribution 64_8 804.973 704.49 962.07 31.078
Signature Share 64_8 42.971 38.81 55.58 1.684
Threshold Signature 64_8 21.103 15.02 27.88 1.112
Threshold Key Distribution 32_16 413.024 376.97 47213 19.794
Signature Share 32_16 42.409 38.06 45.10 1.032
Threshold Signature 32_16 20.898 18.82 22.80 0.548
Threshold Key Distribution 128_16 1677.597 | 1540.19 | 1807.17 43.084
Signature Share 128_16 43.166 36.85 50.42 1.262
Threshold Signature 128_16 21.047 13.47 23.61 0.992
Threshold Key Distribution 128 4 1659.891 | 1544.81 2050.60 49.756
Signature Share 128_4 43.136 40.31 45.36 0.606
Threshold Signature 128 4 21.125 19.82 22.19 0.309
Threshold Key Distribution 128_8 1661.338 | 1464.54 | 1806.28 46.973
Signature Share 128_8 42.992 38.94 45.80 1.151
Threshold Signature 128_8 21.023 18.99 22.39 0.614
Join DAA Gramine 98.583 84.16 104.46 2.388
Sign DAA Gramine 204.559 188.28 355.01 19.598
Verify DAA Gramine 157.751 140.02 284.38 18.902
Threshold Key Distribution 64_16 810.193 761.62 880.67 25.185
Signature Share 64_16 42.866 32.59 45.72 1.194
Threshold Signature 64_16 21.064 13.86 23.27 0.812
Threshold Key Distribution 64_4 797.825 736.92 920.31 28.794
Signature Share 64 4 42.739 38.08 46.30 1.000
Threshold Signature 64 4 21.029 13.88 26.03 1.002

Table 5.2: Benchmarking of the Threshold DAA scheme

setup cost and can be amortized over multiple protocol runs or performed during non-critical
periods.

Signature Share Generation The signature share generation, which occurs in the critical path
of the DAA protocol, remains relatively stable and lightweight. Across all configurations, the
mean time for generating a signature share remains within the narrow range of 42—43 ms,
with low standard deviations (typically j1.7 ms). This highlights the scheme’s robustness
and consistency, even under increasing system scale and cryptographic complexity.

Threshold Signature Assembly The threshold signature aggregation step consistently aver-
ages around 21 ms across all experiments, with minimal variance. This performance is
particularly important in dynamic vehicular environments, where timely trust establishment
is critical to ensure safety. Notably, this step is executed simultaneously across all ECUs
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involved in a specific trust assessment request, as the challenge is multi-cast from the Au-
tonomous Intelligent Vehicle (AlV) to all participating ECUs. This parallel execution model
ensures that the aggregation latency does not scale linearly with the number of participants,
preserving real-time responsiveness. Furthermore, the aggregation mechanism leverages
the Schnorr signature scheme as the underlying cryptographic primitive. This choice en-
ables efficient, non-interactive threshold signing with low computational and communication
overhead, while maintaining strong security guarantees. The uniformity and speed of this
step across varying system sizes demonstrate the practicality of our Schnorr-based thresh-
old signature construction in real-time, decentralized vehicular networks.

Anonymising the Threshold Signature For the DAA protocol running atop this threshold in-
frastructure, demonstrate acceptable performance. The Join operation, executed only once
per entity, averages around 98 ms. The Sign and Verify operations—used routinely for
anonymous credential issuance and validation—average 204 ms and 157 ms, respectively.
Though these steps are heavier than threshold operations alone, they are justified by the
anonymity guarantees they introduce.

Feasibility and Practical Considerations From a feasibility standpoint, the results validate the
practicality of adopting this privacy-preserving, threshold-based attestation framework for
dynamic vehicular trust. Key considerations include:

Deployment Overhead: Initial key distribution is the most expensive operation but is infre-
quent. The main runtime steps (signature share generation and aggregation) remain
performant.

Scalability: The system handles growth from 32 to 128 participants without exponential
degradation in critical path performance.

Security vs. Performance Trade-off: The slight increase in share/signature times with
participant growth is a small price for the enhanced security and privacy guarantees.

Anonymity Assurance: The integration of DAA ensures vehicles can participate in trust
evaluation without revealing static identities or linkable public keys.

Moreover, all operations are securely executed within Gramine-protected enclaves, ensur-
ing protection from even privileged attackers on the host. This, combined with the threshold
nature of the scheme, minimizes the risk of single-point compromise while allowing for flex-
ible trust models in coalition-based vehicular ecosystems.

In conclusion, this experimental evaluation demonstrates that integrating threshold cryptography
with anonymous credential systems (like DAA) under TEE protection is both practically feasi-
ble and theoretically sound for dynamic and privacy-critical trust assessment. The low runtime
overheads, particularly for the signature and verification steps, support real-time deployment in
autonomous or connected vehicle networks. This architecture enables decentralized and privacy-
preserving decision-making without relying on centralized trust anchors or revealing sensitive
vehicle data.

5.2 Configuration Integrity Verification (CIV) Benchmarking

As vehicles become more cooperative, they are exposed to an increasing number of cybersecurity
threats that can compromise critical functions. The Enhanced Configuration Integrity Verification
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(CIV) scheme uses trusted computing technology for ensuring security, reliability, and trustwor-
thiness of modern vehicles, verifying the configuration of an ECU inside a vehicle. The next
paragraphs aim to shed light on the evaluation of the proposed solution, focusing on the latency
introduced by advanced cryptographic operations and provide a critical appraisal.

5.2.1 System Model & High-level Overview

As previously analysed, CONNECT relies on a minimal TCB to support specific operations that
are related to security such as cryptographic operations. This TCB is relevant in A-ECU, a Zonal
controller (ZC), the in-vehicle computer (i.e., OBU) as well as the MEC infrastructure, that pos-
sess the computing capabilities; thus support various CCAM services. The CIV scheme pro-
posed by CONNECT enables the verification of the above-mentioned entities, protecting against
malicious attacks like tampering, and ensuring that software and firmware updates are deployed
securely and correctly, safeguarding the system’s integrity after each update. This verifiability is
crucial for ensuring system security across the computing continuum; thus enabling trust assess-
ment leveraging evidence acquired by reliable trust sources. It also plays a vital role in ensuring
compliance with automotive safety standards like ISO 26262 and ISO/SAE 21434 by verifying
that the configuration adheres to safety and security requirements, thus minimizing risks of mal-
function or accidents.

The Enhanced CIV scheme consists of three main protocols: i) Join, ii) Configuration update, and
i) Implicit Remote Attestation.

Join phase: In the Join phase, a deployed node becomes a verifiable prover by being securely
enrolled by a Trusted entity, the JAM. The 1AM configures the node’s TPM/TEE with specific
keys and policies, ensuring that the node’s trusted configuration state can be verified in
zero-knowledge.

Configuration update phase: In the Configuration update phase, the IAM manages approved
policies for the node, ensuring that any changes to its configuration are accurately mea-
sured and recorded.

Implicit Remote Attestation phase: In the Implicit Remote Attestation phase, the verifier (i.e.,
AlV), trusting the 1AM, challenges the prover to prove its correct configuration without re-
vealing any sensitive details. If the prover can provide a valid signature using its certified
key, it proves that it complies with the IAM’s policy in a zero-knowledge manner, allowing
for continuous, secure verification of the node’s integrity without requiring direct knowledge
of its configuration.

To evaluate the impact of cryptographic operations within the TEE that enable attestation in the
CONNECT framework, the evaluation centres on measuring the execution time of key crypto-
graphic processes involved in maintaining configuration integrity. The evaluation also assesses
the performance impact of enforcing multiple security policies during the attestation process,
which may involve complex cryptographic checks and the use of secure keys to authenticate
configuration states.

The CIV scheme is designed to protect the system by continuously verifying the correctness of the
configuration files, supporting the enforcement of different policies that may affect overall system
performance. By varying the size of the configuration data and the number of enforced policies,
the computational overhead introduced by these cryptographic operations offers insights into the
trade-offs between security and performance in the TEE-based attestation scheme.
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5.2.2 Experimental Setup

In D6.1 [18] an initial set of experiments was conducted, focusing on the performance of the
CONNECT solution against Root-of-Trust (RoT) technologies. More specifically, in D6.1 the eval-
uation focused on Intel SGX highlighting the importance of each phase in real-world applications
and comparing it to TPM. In the present deliverable, we expand this comparison, leveraging other
RoT technologies, like OP-TEE', that uses ARM TrustZone technology. We provide experimen-
tal timings broken down into the individual steps of each evaluation phase, thus highlighting the
performance of CONNECT in real-world applications. Below, we provide a distinct description for
each step performed in each individual component of the TCB.

Attestation Agent (AA):

1.

Join: For the current CIV iteration, we consider an entity (i.e., A-ECU or Zonal controller
(ZC)) that has already gone through the Secure Onboarding process with the IAM; thus,
being equipped with a local attestation key policy based on its attributes. The IAM is re-
sponsible for ensuring that the node’s trusted configuration state can be verified in zero-
knowledge.

. Verify: The |IAM sends to the AA a credential, which is essentially an encrypted secret,

with the VPE’s public key, and a signature over the expected traces of the device. After the
AA receives this encrypted secret, it unwraps it via several decryption methods, and then
verifies if the unwrapped credential is the expected.

Policy Reconstruction (UUID, Signed, OR, Authorize): Reconstructing the system poli-
cies and traces based on the real-time system measurements, and then comparing them
(verifying them) against the expected ones.

. Tracer Verification: Verifying the validity and authenticity of the tracer.

. Ticket Verification: Verifying the actual, runtime traces collected by the now authenticated

tracer, against the expected traces that were sent by the IAM.

Load Priv Key: After all the above checks, the AA tries to recompute its own private key,
using the same KDF that was used in the Join stage. The newly derived key is hashed and
compared to a stored hash of the correct AA private key created during Join. If the two
match, the AA has correctly reconstructed its key.

VPE (Verifiable Policy Enforcer):

1.

Verify: The VPE receives a credential, essentially encrypted secrets from the IAM, that
include: the Encrypted VPE private key, the hash of that key, and the approved enclave
measurement of the Attestation Agent, in CONNECT those being the UUIDs of the trusted
applications. After the VPE receives this encrypted secret, it unwraps it via several decryp-
tion methods and then verifies if the now decrypted secret is the expected. The secret is
stored for future use.

. Tracer Verification: Verifies the signature of the Tracer that is corresponding to the VPE

by first recomputing the signed Digest and using the public key of the Tracer completes

"https://optee.readthedocs.io/en/latest/general/about.html
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AA JOIN 5.77 2.23 27.50 1.21
AA VERIFY 6.73 2.71 9.87 0.05
AA UUID POLICY (MREnclave+MRSigner 0.18 0.116 0.36 0.018
AA POLICY SIGNED VPE 3.31 1.02 3.59 0.45
AA POLICY OR 0.02 0.008 0.10 0.008
AA TRACER VERIFICATION 4.74 2.09 5.63 0.52
AA POLICY AUTHORIZE/AA TICKET VERIFICATION | 4.40 1.91 6.26 0.51
AA LOAD & SIGN WITH AK 1.72 0.53 3.18 0.25
AA total JOIN 47.38 37.8 97.73 3.2
AA total RUNTIME 46.72 29.15 61.19 3.17
Table 5.3: Category-wise Attestation Agent as a trusted application benchmarks in
Intel SGX.
AA JOIN 207.029 206 208 0.535
AA VERIFY 1636.35 1626 1648 4.802
AA UUID POLICY 19.802 <1 1 0.139
AA POLICY SIGNED VPE 421.544 419 424 0.777
AA POLICY OR 29.703 <1 1 0.169
AA TRACER VERIFICATION 421.316 419 423 0.743
AA POLICY AUTHORIZE/AA TICKET VERIFICATION | 579.901 < 421 424 0.6175
AA LOAD & SIGN WITH AK 289.138 <210 213 0.5477
AA total JOIN 1867.238 | 1856.942 | 1885.178 | 5.475
AA total RUNTIME 1526.499 | 1522.609 | 1530.88 | 1.308

Table 5.4: Category-wise Attestation Agent as a trusted application benchmarks.

the verification process. If the verification is completed successfully, the VPE computes the
name of the Tracer’s key (the hash of the Tracer’s public key) and appends it to the runtime
policy to complete the Hash chain.

3. Load Key and Sign: After having computed the above runtime policy, the VPE decrypts the
encrypted private key that was stored from the unwrapped credential and then it is hashed
to be compared with the hashed VPE private key also contained in the decrypted credential
sent by the IAM. If these two digests match, the VPE can use its secret key, which also
means that the device is using the latest policies created by the IAM. With the acquired
private key, the VPE computes a digital signature over the nonce that was issued by the
AA and the approved measurement of the AA. This is forwarded to the AA, and the VPE
private key is destroyed.

4. Runtime: All of the steps added after Verify.

5.2.3 Discussion & Critique

In D6.1 [18] we concluded that overall Intel SGX outperformed TPM in creating keys faster, sign-
ing, and performing comparisons in reduced time. Despite this performance advantage, Intel
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VPE VERIFY 7.14 7.01 9.21 0.01

VPE TRACER SIGNATURE VERIFICATION | 5.26 5.18 6.45 0.65

VPE LOAD KEY & SIGN 1.76 2.04 1.18 0.003

VPE total RUNTIME 1.81 1.76 2.04 3391.1187684880307e-05

Table 5.5: Category-wise VPE as a trusted application benchmarks in Intel SGX.

VPE VERIFY 1636 1625 1648 0.535
VPE TRACER SIGNATURE VERIFICATION | 409.821 407 411 0.236
VPE LOAD KEY & SIGN 255.653 < 206 208 0.789
VPE total RUNTIME 637.507 635.323 | 639.430 | 0.820

Table 5.6: Category-wise VPE as a trusted application benchmarks.

SGX — and TEEs more broadly — do not always provide the same level of hardware-enforced
isolation as a TPM. SGX supports a wider range of software execution paradigms within enclaves,
increasing its attack surface and making secure software development more complex. Known vul-
nerabilities, particularly side-channel attacks, further complicate its deployment in safety-critical
environments. Thus, performance gains must be critically weighed against security guarantees,
especially when targeting domains such as CCAM, where functional safety and real-time require-
ments are non-negotiable.

Expanding our evaluation in this deliverable, we now include OP-TEE as a representative imple-
mentation of ARM TrustZone. In our setup, the Join phase using OP-TEE took approximately
200 ms, while asymmetric decryption using a device-specific root or endorsement key required
around 160 ms. These figures align with typical embedded TrustZone implementations and con-
firm the suitability of OP-TEE for mid-complexity cryptographic workflows. By comparison, Intel
SGX completed the Join phase, including attestation key generation bound by a policy, in ap-
proximately 6 ms, highlighting its superior throughput. TPM, relying on elliptic curve key pairs
(BNP256), required around 200 ms for similar operations.

Despite its slower key binding, OP-TEE’s performance is reasonable for embedded platforms,
especially considering its deterministic behaviour and tight integration with SoC hardware. During
activation, credential processing—which includes symmetric encryption (AES), integrity checks
(HMAC256), and asymmetric decryption. It achieves a total execution time that is longer than
SGX but faster and more adaptable than TPM. OP-TEE offers tighter hardware coupling than
SGX, maintaining a smaller attack surface but lacking dedicated cryptographic acceleration.

In terms of policy signing and authorization, OP-TEE delivers moderate performance—faster
than TPM but slower than SGX. However, its secure world design allows strong isolation for
security services, making it a practical choice for constrained environments. OP-TEE completes
the full local attestation process within an acceptable timeframe, making it a competitive choice for
deployment in Automotive ECUs, Zonal Controllers, and other embedded nodes with significant
resource constraints.

Overall, while OP-TEE demonstrates competitive performance and retains a favourable secu-
rity posture for deployment in Automotive ECUs, Zonal Controllers, and other embedded nodes
where resource constraints are significant, it does not offer the same flexibility and applicability as
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CIV Enclaved Version Intel SGX

Measurement Mean(ms) Min(ms) Max(ms) Std(ms)
CIV total 46.72 29.14 61.11 3.17

Table 5.7: Total CIV with AA and VPE as trusted apps benchmark in SGX.

CIV Enclaved version ARM

Measurement Mean(ms) Min(ms) Max(ms) StD
CIV total 5997.037 | 5978.723 | 6028.792 | 7.386

Table 5.8: Total CIV with AA and VPE as trusted apps benchmark in ARM.

Intel SGX and particularly gramine due to the need to refactor the CCAM application before it can
be instantiated into such a TEE. On the other hand, SGX offers better performance, but the most
important capability is its inherent nature to convert a safety-critical CCAM application into its
hardware-rooted secure equivalent without the requirement of any changes neither in the appli-
cation code structure nor within its execution logic. TPMs, although mature and widely supported,
are better aligned with static provisioning and remote attestation models, and less effective for
dynamic, high-mobility scenarios.
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Chapter 6

Conclusion and Outlook

Deliverable D4.3 of the CONNECT project has documented the final design space of CON-
NECT’s space of trust extensions for supporting for the overarching trust assessment architec-
ture [19], including CONNECT Guard as well as security extensions for virtualization and edge
computing in CCAM systems. The document has introduced trusted computing mechanisms,
secure container deployment, and the TALOS framework for verifiable enclave migration. It also
evaluated cryptographic protocols for privacy-preserving trust assessment, enabling secure, scal-
able, and resilient service orchestration across vehicles, MEC, and cloud infrastructures.

While finalizing the CONNECT architecture and security protocols, this deliverable acts as the
foundation for further implementation and evaluation that is pursued inthe context of the use
cases and will be documented in the context of D6.2.

While the work in CONNECT is soon ending, there are multiple open questions that can be
explored further:

Safety and Security The focus on CONNECT was on a comprehensive security architecture.
To allow deployment in safety-critical scenarios, this work needs to be augmented with a
safety analysis that ensures that failures can be safely compensated or that the resulting
systems fail safely.

Future ECU Continuum We demonstrated a comprehensive security architecture that spans
the centralized compute nodes in a vehicle all the way to the cloud. An area of future
research is the future architecture for smaller ECUs. Questions to pursue in this space
are whether the number of ECUs can be reduced further by implementing virtualized ECU
services on the central computer that can replace the large number of current ECUs.

Integration of Tiny ECUs Today’s vehicles include a large number of tiny ECUs that can barely
implement any security mechanisms. It is unclear whether it is best to continue pursuing
this approach or whether selected ECUs need upgrading to allow for more comprehensive
security services.

Al Infrastructures A final question is to what extent Al services can be deployed in the vehicle
while ensuring privacy and security of these services. While the CONNECT architecture
provides a solid foundation for protected execution of these services, it does not investigate
the Al-specific aspects such as privacy, fairness, robustness, or safety.
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Overall, the CONNECT Workpackage has concluded its work and achieved the objectives de-
fined in the CONNECT work plan. We achieved to significantly progress the state of the art and
documented our results in our final set of deliverables.
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Appendix A

Appendix

A.1 Detailed Images of the Final CONNECT Architecture
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Appendix B

Glossary and User Roles

A-ECU An A-ECU is an ECU with a TEE providing secure storage for keys and other data. it is
able to do asymmetric and symmetric cryptography.

AlV Attestation and Integrity Verification.

CCAM The European Commission has on 30th of November 2016 adopted a European Strategy
on Cooperative Intelligent Transport Systems (C-ITS), a milestone initiative towards cooper-
ative, connected and automated mobility. The objective of the C-ITS Strategy is to facilitate
the convergence of investments and regulatory frameworks across the EU, in order to see
deployment of mature C-ITS services in 2019 and beyond [11].

ECU An electronic control unit (ECU), also known as an electronic control module (ECM). In
automotive electronics it is an embedded system that controls one or more of the electrical
systems or subsystems in a car or other motor vehicle.

Enclave Intel SGX is a TEE provided by Intel CPUs that allows to execute a user-space process
within a hardware-protected execution environment that is called enclave.

IAM Identity and Authentication Management.

MBD The Mis-behaviour Detector (MBD) component monitors the data from the vehicle and from
elsewhere (from CPM/CAM messages) and looks for anomalies. If these are detected is
sends mis-behaviour reports to the TAF and outside of the vehicle. Reports for the TAF will
be ‘normally’ signed, while those being sent outside will be anonymously signed.

MEC The MEC serves a number of functions. It makes more powerful computing resources
available to vehicles. These resources are provided close to the edge of the network so that
calculations can be ‘outsourced’ by the vehicles and still meet the necessary low latency
requirements. It can also combine information from vehicles in its vicinity to produce a more
detailed map of their positions and trajectories and feed this back to them together with its
assessment of their trustworthiness.

OEM An Oiriginal Equipment Manufacturer. In the context of CONNECT the OEM is the vehicle
manufacturer who, often in association with a Tier 1 Supplier supplier, designs, assembles,
markets and sells the vehicle.
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S-ECU An S-ECU is an ECU with secure storage for keys and other data, possibly a System on
Chip (SoC) with an HSM. It can only do symmetric crypto.

SGX Intel SGX is a hardware feature of Intel CPUs that provides a TEE for user-space ap-
plications on Intel CPUs. The goal is to protect an application from unauthorized access
or modification by any component outside the TEE. l.e. neither the operating system nor
other untrusted applications should be able to breach the confidentiality or integrity of the
protected application.

SoC A system on a chip or system-on-chip (SoC) is an integrated circuit that integrates most or
all components of a computer or other electronic system. These components almost always
include on-chip central processing unit (CPU), memory interfaces, input/output devices and
interfaces, and secondary storage interfaces, often alongside other components such as
radio modems and a graphics processing unit (GPU) — all on a single substrate or microchip.

TAF The TAF component does the trust assessments and forms trust opinions on the vehicle and
data. The trust opinion on the data is sent outside the vehicle and needs to be anonymously
signed.

TCB The Trusted Computing Base (TCB) of a computer system is the set of all hardware,
firmware, and/or software components that are critical to its security, in the sense that bugs
or vulnerabilities occurring inside the TCB might jeopardize the security properties of the
entire system. By contrast, parts of a computer system that lie outside the TCB must not be
able to misbehave in a way that would leak any more privileges than are granted to them in
accordance to the system’s security policy.

TCH The Trustworthiness Claims Handler (TCH) is the component responsible for sharing all
trust-related information outside the Vehicle in a privacy-preserving manner. This data bun-
dle (encoded in the context of a VP) comprises Trustworthiness Claims (TCs), the Trust
Opinion (produced by the TAF) and the Misbehavior Report (produced by the MBD). The
TC is usually produced (by the Attester) so as to provide trustworthiness evidence (“Trust
Source”) that can be used for appraising the trustworthiness level of the Attester in a mea-
surable and verifiable manner. Measurable reflects the ability of the TAF to assess an
attribute of the Attester against a pre-defined metric (e.g., RTL) while verifiability highlights
the need for all claims to have integrity, freshness and to be provably & non-reputably bound
to the identity of the original Attester. Examples sets of TCs might include (among other at-
tributes) evidence on system properties including: (i) integrity in the context that all transited
devices (e.g., ECUs) have booted with known hardware and firmware; (ii) safety meaning
that all transited devices are from a set of vendors and are running certified software appli-
cations containing the latest patches and (iii) communication integrity.

TEE A Trusted Execution Environment allows to execute applications while enforcing well-
defined security policies for a given application. An example is SGX.

TEE-GSE The TEE Guard Security Extensions (TEE-GSE) is the set of security controls, devel-
oped within CONNECT, for supporting the secure life-cycle management of a CCAM actor:
from the secure on-boarding and enroliment of all CCAM applications/services, instan-
tiated in the vehicle and/or MEC, and CONNECT -related security components including
the establishment of the necessary cryptographic primitives (for their later interactions with
other CCAM actors via secure and authenticated communication channels) to the run-time
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monitoring and extraction of system measurements/properties, serving as trustworthi-
ness evidence, and reaction policy enforcement mechanisms to any indication of risks
and changes in the trust state of a device (state migration of a device).

Tier 2 A Tier 2 supplier provides components to the Tier 1 suppliers and is the next level in
the supply chain. Tier 2 suppliers may not just provide components for the automotive
industry, but other industries as well. For CONNECT we focus on the suppliers of ECUs
(micro-controllers) used in the vehicle and their role in providing identity keys for them.

Tier 1 A Tier 1 supplier directly supplies Original Equipment manufacturer (OEM)s with compo-
nents that are ready for installation into the vehicle. They work closely with the OEM at all
stages of a vehicle’s development. The Tier 1 supplier may well work with several manufac-
turers on the development of their vehicles. The Tier 1 supplier will obtain the components
that they need from Tier 2 Supplier suppliers.

VP The Verifiable Presentation (VP) is the data structure used for disclosing only a subset of
the trust-related information needed for the receiving entity to evaluate the trust level of
the originator. This allows the TCH to construct data bundles that hold the Trust Opinion,
Misbehavior Report and “abstracted” attestation assertions, as described in D5.1 [14].

Zonal controller (ZC) The Zonal controller (ZC) is an A-ECU that acts as a gateway between
the ECUs and the vehicle computer. As an A-ECU they will have a TEE providing secure
storage for keys and other data and will be able to do asymmetric and symmetric cryptog-
raphy.
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